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ABSTRACT

Today’s soffware systems are becoming larger and more complicated, and the risk of accidents and failures have also grown larger.
Software failures and accidents in industrial fields such as automobiles, nuclear power plants, rairoad industries, etc. may lead fo severe
damage of property and human life. The safety-related international standards, such as IEC 61508 have been established and applied
to industries for decades. The safety life cycle specified in the standards emphasize the activities o develop safety requirements
through hazard and risk analysis in the early stage of soffware development. In this paper, we propose ‘Hazard Analysis Process based
on STPA using SysML’ in order to ensure the safety of software at the early stage of soffware development. The proposed hazard
analysis can be effectively performed minimizing the loss of hazard by using the BDD and the IBD of SysML to define the control
sfructure of a system. The proposed method also improves the specification of the safety constraints(requirement) by using SD. As a
result, it is possible o identify the hazard without missing and identify the hazard scenarios in detail, and safety can be sufficiently
ensured in the early stage of software development.
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Gt | A i T lgjr(;zd([jiqn;afe COI};Z(: I_ictzotr)? Too Soon or
i A A oA = i
Action el el 2 Not Provided Catises Farly Long
FARE No No No
55 o]3} No No No
AYZF | 555 o)A 5%
ojn} No No No
45 H2 74;:4 g7§ 655 °)F Yes (H-1) No Yes (H-2) Yes (H-3)
U | A HANS Yes (H4) No Yes (H-5) Yes (H-6)
) 55% o3&}
713
an | BE o)A 5= Yes (H-7) No Yes (H-8) Yes (H-9)
N ks
6% oA+ Yes (H-10) No Yes (H-11) Yes (H-12)
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