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Abstract

CCN utilizes MHT-based content authentication scheme. Some schemes propose improved MHT scheme to solve
the inefficiency of the MHT-based content authentication scheme which is caused by repetitive hash value
computation and witness transmission. For using MHT, it is essentially needed to minimize the possibility of
error-occurrence as well as to improve the efficiency of the authentication scheme. This paper describes the improved
MHT scheme is error-prone. Also, it analyzes the effect of a segment authentication error, especially, the degree of
error propagation.
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Fig. 1. MHT-based Content Authentication.
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Fig. 3. The Description of Error Propagation of improved MHT.

J% 3 MHTol| 7|etst 2El=x Q1E 7|Hel Mol mE 2F

4
8 9 10 (57 11
7’

4
a

y Y,
17 '[8[ 19 20} 21 22’ 23
’/ 5 Pad /l / g /.« ’,' 1

4 4 4
RN CHE GRS S B ]

16 O

Vs ’

% ’ s - 2 ,
O 0O O O O O oo U o0 o000 0 o 0 O o0

HRAY Ol 7 od &b

o o=

O --==+ an additionally transmitted witness

12 O -~ 14 QO

P Y 7 ,’/ "’
245,259 2685 27 2855 29 306 31
/ P/ ¥ g

o s ’ ’ ’
/ / - -
# s 3 U

% P # g ra ’ . P

#
o O O O O

32 33 34 35 36 37 38 39 40 41 42 43 44 A5 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63

5=0 1 2 3 4 5 6 7

8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

Fig. 4. Countermeasure for Authentication Error Propagation.

T 4 MHT 7]8ket 28l x o1F JjMotel @7 Nt 7|g

ol =]

wrok Zelze] AIWETL EAHow AEHA
AU A AlaHEZ Eddgd, [12]9] <
Aabe efi7h AT S 9l Fig. 3& osh &
O F A JbeA R HAE o Fe) JFHS A
Atk o5 o] Fig. 3014 Nyoll e 26
MIRE S0 BaAon $2094 ke Auol
A Nygol ks AIE S0 WA FaHe,
Sie% el Fohd, S A5 dle Bad
Vy7b wiel AR e AdEel 9 7] wE
o 559 A5E FAHew Sy 5 gl 53,
AT} S, AEe AYAow dEsA BHS
& AAeA BE Aol 5,05 e FHT A
S AR Wiel AgE 3he e Abgsit

H
e
o
o
kY
3
oz
o,

FraRE ASHA 7] vl o e Al
Age 4 ek o] B, Vi, Vis, Vi, Vis 1L
A = GO R o] &3 = Ny, Ny, Niy, Nygoll Ul
Sahe AIWE S S Sy Sy E ARHOR
A3 & gtk T3l o] AIHEESS] JASHA
ZUS W o THe AIHESE AT F §l
= dge] wAE & Qv

(483)




The Error Occurrence and Its Impact Analysis of

135

Improved MHT Operation for CCN Content Authentication

Table 1. Authentication Error Propagation.
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5; N 1| gm | gu | 4m | gm Total | (=, ¥)
Error
0| 32 5 10 | 10 5 1 31 5, 0
2 | H# 1 0 0 0 0 1 1, 7
4 | 36 2 1 0 0 0 3 2,3
6 | 38 1 0 0 0 0 1 1, 6
8 | 40 3 3 1 0 0 7 3D
10 | 42 1 0 0 0 0 1 1, 5
12 | 44 2 1 0 0 0 3 2, 2)
14 | 46 1 0 0 0 0 1 1, 4
16 | 48 4 6 4 1 0 15 4, 0)
18 | 50 1 0 0 0 0 1 1, 3
20 | 52 2 1 0 0 0 3 2,1
22 | A 1 0 0 0 0 1 1, 2)
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Table 2. Performance Evaluation.
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