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ABSTRACT

In-Vehicle Infotainment provides navigation and various functions through the installation of the application. And
infotainment is very important to control the entire vehicle by sending commands to the ECU. Infotainment supports a
variety of wireless communication protocols to install and update applications. So Infotainment is becoming an attack surface
through wireless communcation protocol for hacker’s access. If malicious software is installed in infotainment, it can gain
control of the vehicle and send a malicious purpose command to the ECU, affecting the life of the driver. Therefore,
measures are needed to verify the security and reliability of infotainment software updates, and security requirements must
be derived and verified. It must be developed in accordance with SDL to provide security and reliability, and systematic
security requirements must be derived by applying threat modeling. Therefore, this paper conducts threat modeling to derive
infotainment update security requirements. Also, the security requirements are mapped to the Common Criteria to provide
criteria for updating infotainment software.
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Table 1. STRIDE Description

ST Threat Description
Property
Impersonating
Authenticity | Spoofing something or
someone else
Integrity Tampering Modifying data or
code
Non- Repudiation Claiming to have not
repudiability p performed an action
. |Exposing information
. . ., |Information
Confidentiality| ;. to someone not
disclosure . .
authorized to see it
Availability Demgl of Deny or degrade
Service service to users
. Gain capabilities
... _|Elevation of .
Authorization .. without proper
Privilege . .
authorization
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Table 2. LINDDUN Description

Threat Description
Not being able to hide the link
Linkability |between two or more identities
of information
Being able to sufficiently
Identifiability| identify the subject within a set
of subjects
Non- . .
.. Not being able to deny a claim
repudiation
Being able to sufficiently
Detectability | distinguish whether an item of

interest exists or not

Disclosure of

Critical data is exposed

information
unaware of the consequences of
Unawareness L .
sharing information.
Not being compliant with
Non- . . .
. legislation, regulations, and
compliance

corporate policies.
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Table 3. Trike CRUD Description

Threat Description
o Create a new object. For example, add
Create a row to a database table, call Object
new, or allocate a memory buffer
View or use the contents of an object.
R For example, select values from a
Read database, open and read a file, or
receive network traffic
U Change the contents of an object. For
Undate example, update values in a database,
P set a variable, or write to a file
D Remove or destroy an object. For
Delete example, delete a row from a database
table, remove a file, or free memory
. gz«
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Table 4. The Comparison of Infotainment

OEM Infotain SOTA IArchit| GENI
ment ecture| VI
USB/
Toyota Entune Infotainment 3
BMW iDrive US.B/ 3 v
Infotainment
MBUX
(Mercedes
Mercedes| -Benz USB/ 3
-Benz Infotain |Infotainment
ment
System)
Audi Audi MMI US.B/ 3
Infotainment
Land | USB/
Rover Land Rover Infotainment 3 v
USB/
Tesla Tesla Infotainment 2
Chevrolet| Mylink US.B/ 3 v
Infotainment
USB/
Jeep Uconnect Infotainment 3
Volks Volkswagen US.B/ 3
wagen Infotainment
Ford SYNC3 US.B/ 3
Infotainment
Hyundai | Blue Link US.B/ lor3l
Infotainment
KIA uvo US.B/ lor3l
Infotainment
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Table 5 .DFD Components

Component| Symbol Description
Receives input data and
Process produces output with a
different content or form
Used in a DFD to represent
Data flow |______ |a situation when the system
must retain data
Data Used in a DFD to represent
a situation when the system
storage must retain data
Person, department or other
. information System that
Exte¥nal I:l provides data to the system
entity or receives outputs from the
system
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Table 6 . Attack Library Refer
Type Author Title ete
Refer ence
Type Author Title
ence
Reversing and
CVE(Common K. Chen | Exploiting an Apple | (24)
MITRE | Vulnerabilities and | [15) Firmware Update
Exposures)
Z2k
CWE (Common o
MITRE Weakness (16)
Enumeration) New York
Public University
CAPEC(Common (Laboratory The Update [25)
MITRE Attack Pattern (17 of Secure Framework
Enumeration and Systems)
Classification)
. How to Hijack
OWASP Embeddseeciuﬁil;hcatlon (18) WONDER | Software Updates to (26)
HOWTO | Install a Rootkit for
The Car Hacker's . Backdoor Access
Handbook A Guide for Technical
Book Alex Omar the Penetration (19) document|Institute for
Testor Defence | THE PETYA CYBER (27
Studies and ATTACK
Secure software Anlayses
Standard ITU-T updat;tcgﬁagzﬁty - (20] L gzisgs t
andar transportation system abthabora sKyWIper (a.k.a.
. ory of .
communication Cryptosra hFlame a.k.a. Flamer): (28)
devices yP aid p A complex malware
Sy " for targeted attacks
OVER-THE-AIR: ystem
HOW WE REMOTELY| Security)
Keen COMPROMISED THE
Security Lab| GATEWAY, BCM, (21)
of Tencent | AND AUTOPILOT
ECUS OF TESLA 3.4 STRIDE
CARS
X STRIDE®F 199913 MicrosoftellA 7Nt 913
een . .
Security Lab FREE_CF}?;;\I]E} ZTOEl%LA (4) w2 7ge® 9% (Spoofing),  WHE
of Tencent (Tampering), +<(Repudiation), AR Xx&
] . (Information Disclosure), A¥]2 #%(Denial
Paper Charlie Remote Exploitation . R N . L.
Miller. Chris|  of an Unaltered (3) of Service), H3 4<% (Elevation of Privilege)
Valasek Passenger Vehicle o gt ¢l&e =3 4 9o},
o]&] 7 dlg] o 5 ¥ Q
Bjoern M. | Man-in-the-Middle 2 7P heshARt lEERE )
Luettmann Attacks on (92) OlE 7|52 AW, FEpoldE FXE wE2w 9]
%ndBAdgm Aug)-gpdatmg w] Zol] 7]EAel YES T MY YL R
. Bender oftware
STRIDE 7|¥< AlAgc) QZEHQIHUE sde|E
Ang Cui, When Firmware o] tigt STRIDE: Table 73 %t}
Michael |Modifications Attack:
Costello and| A Case Study of (23]

Salvatore J.
Stolfo

Embedded
Exploitation
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Table 7. STRIDE for Infotainment DFD

severs

Type No Name STRIDE Threat Description Thl\?(e)at
The threat that intercepts and steals passwords T
g through sniffing
. The threat that gussing attack to acquire a
Entity El User password to trick administrators to access T2
R The threat that the attacker denies access and T3
connection
S The threat that an unauthorized developer T4
Entit o Developer uploads a patch file via spoofing attack.
v b The threat that an attacker denies connection
R . TH
attempts and connections
S An attack that an attacker spoofs patch files T13
during an update
T The threat that the patch file is being modified T14
during the update
R The threat that denies updates to patch files T15
Process P3 ngtc\f;atie I The threat that exposes sensitive information in T16
p patch files
D The threat that disables the update by not T17
updating the patch file in the event of a failure
E The threat of updating the patch file by another T18
authorized administrator
S The threat that an attacker rolls back to a T19
random version
The threat that modifies information needed for
T T20
rollback
R The threat that repudiation received information 91
P P4 Software needed for rollback
rocess Rollback The threat that expose information needed for
1 T22
rollback
The threat that disables the rollback by modifying
D the information necessary to rollback in the event T23
of a failure
E The threat that unauthorized user is rollback T24
T The threat that version information is tampered T25
Software I The threat that version information is exposed T26
Process | P5 version The threat that modifies version information in
check D the event of a failure, making the update more T27
difficult
Omit
T The threat of modifying files and memory in T87
infotainment system
R The threat to repudiation access to the T8S
. infotainment system(system file, memory, etc.)
Data D1 In Vehicle T h ¢ 1 Al d -
Store Infotainment 1 The t reat of expose iles an memory In T89
infotainment system
The threat that makes user cannot get service
D properly due to not being able to access system T90
files and memory of infotainment.
The threat is tampered to important information
T on the OEM server(user information, vehicle T91
information, encryption key, etc.)
R The threat to repudiation access to the OEM T99
Data server(system file, memory, etc.)
Store D2 OEM Server The threat is exposed to important information on
I the OEM  server(user information, vehicle T93
information, encryption key, etc.)
The threat that makes user cannot get service i
D properly due to not being able to access OEM's T94
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3.5 Attack Tree

STRIDEE &3 =&3 3+ 248 = 3=
H) Attack Librarys 7|4t
EA13518E Attack Tree®d =

E3H29). 34 AVl L= OEM Awe} ol=zH
JHE F5=H, o]o] dis] AFAIgE Attack Tree=
Table 83 #eow =+

23.1.1 Internet download
2.3.1.2 UART port dump
2.3.1.3 JTAG port dump
2.3.1.4 Memory dump
2.3.2 Firmware tampering
2.3.2.1‘ Malicious code injection

3.6 Risk Management

Eiaas Ayudys T =5 99S =58 £ 74 9
o] wlH= 98 HEZ wlelsly] 9)ste] SA49
Table. 8. Attack Tree z . oo :—‘_ ! o151 6 s as
£ AAslof g AFl dHd ZE 3PS 43
OEM Server 2 IS #Esr] YeirE v]E 2 A7k sk
1 OEM updat.e server attack Agko] 9l7] uwjFol] $ALYE AAI T YIEI)
1.1 Important information leakage l\:‘i‘% l"j__‘,t_'—oﬂ EH»H z};}% ‘?l'al7]' jé_g_‘]":]—
1.1.1 Packet dump el e 2ALS. Slubo olal Thal = als
1111 Version information & A ARk 7 e s
o sniffing < Trike 71HE& AAst $AENE 2AICL A
11.1.2 Sniff.ing critical information A OEM AB], elxzHewER EEam 93c
in the package file £ 1R e et 4972 2F2eh None
11.1.3 Administrator account . N B . N
Lt sniffing A= S 3] Y E APt e
1.1.2 Packet spoofing & fFoln| Low WAv Four}t & AR &
11921 Versiton info.rmation Z qolg Ang ¢ge] WAsle I Er} Yo 53
ampering . N
1) L ZoT o6 = 3= e
1.1.2.2| Package file tampering s Medlum‘%ﬁ““ T“‘L*_'J]’ o AR J“E =
1193 Digital Signature = AMulzel gEs T o] sl =}
1.2, (.jertiﬁc.ate tam?ering =& $Foly High #AE =857} v$ =& &
1.1.3 — 1O‘btam Dslziml"or.ma.tlon B o3 ml xu)a Adle] Ak tidk 9]8e] kA
1.3 njection N - N .
1.2 Denial of service sted A=t ol w2 e Smdh Trike
1.2.1 Resource consumption AL B3l 7 Akl A Ao HeE @ FS-
1.2.1.1 SYN Flooding
1.2.1.2 Smurf attack ’
Table 9. Risk level
1.2.1.3 Ping of death
1.2.1.4 Land attack Level Risk Example
1.2.1.5 Teardrop attack B vl .
- Not xpose very low-priority
Infotainment None | ¢ information:
2 Infotainment device attacks relevan dimmy information, etc.
2.1 Important information leakage . Low-Critical Information
2.1.1 Obtain storage data Low 1\{[.11’;(01” Disclosure:
2.1.1.1 Reuse of memory TSXS  Ipateh update date, version, etc.
2.1.1.2 : Physic?ll access High-priority information
2.2 Denial of service Sionificant| eXposure or threats affecting
2.2.1 Resource consumption Mediuml g i<k services:
2.2.1.1‘ Infinite loop s Logs, patch file exposure and
2.2.2 Memory tampering modulation, etc.
242.2.1‘ Buffer overflow attack Very High-priority information
2.3 R(?ot aCQUlSlthI.l _ . Critical exposure or pl‘lYllege
2.341‘ Firmware acquisition High risk acquisition:
Encryption key, root
acquisition, etc.
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Table 10. Trike for Infotainment

Creat Read Risk
reate ea - - -
Update Delete . . .. Information| Denial of |[Elevation of
e Uepteeits |LEpuiiaiion Disclosure Service Privilege
Low Med High Med | High | High
OEM Server - -
Low Med High High
Asset - -
. Med Low Med Med | High | High
Infotainment -
Med Low Low High
7 =2 ¥ Er} wAlE B A= .
s i b $4 Aks Table 10 Category Checklist
3} 7},
Infotain c11 Check modulation by
. ment overwriting the memory
3.7 Checklist Check digital signature
Developer | C12 certificate management
AEEJIHES] qhddt dulo]EE $]sle DFD, 013 Check identification and
STRIDE, Attack Library, Attack Tree, Risk authentication features
Management® 7]dle 2 Azg~2ES EE319] Check account information
for identificati d
o Az g, A, oI 4 e e
HV“H—SE A}, Feold B o ZelAlolAd, UEYaRE Cl4 whether information is
% 6709 Hofz 2EH leaked to ID / PW thr.ough
packet dump at login)
) ) Check replay attack during
Table 11. Checklist for Infotainment identification and
C15 authentication (Timestamp,
Category Checklist Sequence, etc.)
o1 Check download through C16 Check the numb.er.of login
internet attempt limit
Check acquisition by packet Check.secure pas§word
Cc2 sniffing when updating generation mechanism for
firmware identification and
Update C17 authentication(English
Check whether the firmware server/ capital letters, lower case
C3 | can be extracted through the Deployment letters, numbers. special
boot loader server characters, etc.)
c4 | . Check for. existence Of. Check password masking
firmware verification routine (*****) processing for
C5 Check physical removal of C18 identification and
Infotain JTAG ports authentication
ment 6 Check logical removal of Check generate audit record
JTAG ports C19 for identification and
o Check physical removal of authentication failure
UART ports 020 Check trace for identification
o8 Check logical removal of and authentication failure
UART ports 091 Check the default password
Check for infotainment force change
9 important information (patch, Check manage critical file
version, status, etc.) C22 storage and configuration
acquisition files
C10 Check Flash memory data 093 Check the session lock and
encryption session termination, when
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Category Checklist Category Checklist
there is no operation C44 Check to keep the latest
Check the session version of software in client
094 management when accessing Check the vaccine
the same account or same installation, an eep the
h C45 i llati d k h
authority latest version of vaccine
025 Check the system shell Check identification and
. C46
supported(SSH, Telnet, etc.) authentication
Check information acquisition - -
C26 via system shell Check account information
for identification and
27 Check the weak API usage o4t authentication(Check
(strepy, streat, system, etc.) whether information is
Check the incorrect API leaked to ID / PW through
C28 usage(out-of-bound, packet dump at login)
use-after-free) Check replay attack during
C29| Check the user’s file access 048 identification and
Check th it authentication (Timestamp,
030 ec e sensitive Sequence. etc.)
information in stored file . .
Check the privilege and C49 Check tilte nur‘:l]i).er.;)f login
C31| access control for directory attempt fimi
and file Check secure password
Check whether audit records geneilzlatliir}imifhanlsgl for
9 ) bl v b entification an
c3 are éccessl e on y, y, C50 authentication(English
authorized administrators capital letters. lower case
Check the countermeasure letters numb;ars special
C33 ) . ' . .
for audit threshold characters, etc.)
034 Check the countermeasure Check password masking
for audit storage full ok ; .
8 c51 ( ) processing for
Check the rollback to Application identification and
C35 modification version or authentication
downgrade Check generate audit record
036 Check the recovery after Ch2 for identification and
install update patch authentication failure
037 Check the agent 053 Check trace for identification
neutralization and authentication failure
Check the self-integrity O54 Check the default password
C38 check during booting and force change
periodically Check the session lock and
039 Check the data acquisition in Cb5| session termination, when
Client local storage there is no operation
ien -
Check whether important Check the session
C40 | information is stored in a (56 | Mmanagement when accessing
file(password, key, etc.) the same account or same
c41 Checking if ports are open authority
via port scanning Ch7 Check session encryption
Check that there are no 058 Check data acquisition in
shared folders local storage
Ca2 Check that there is no
shared path 059 Check daItnaericociglsltlon in
Check the media automatic :
Check the existence of the
C43 | Lun(USB, CD-ROM. etc.) C60

apk integrity tamper
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. s N
Category Checklist 4.1 2eIS2TAE
detection routine ABRFAE By TAERe ZEWS)|F
cp1| Check the safety of apk ARTH31). APedYL 5 £29 A=e|aE
obfuscation and obfuscation - bo e . . -
= =] < 3L E W 53
062 Check encryption key via apk = 7 SEAPIE 2T$]r R
decompile SFR(Security Functional Requirement)s %
Check for existence of 3 QlxEIHUECA sHAsA ddlo] Eslr] $gt 7]
important information such ‘—g—_&fTLA}ﬂi Ez—o—].oﬂp}
063 as account information,
system information, personal
information in app source Table 12. Security Requirements
code
Check requesting Class Component
C64 | unnecessary permissions for FAU_GEN.1 Audit data generation
app operation FAU_GEN.2| User identity association
Check whether system FAU_STG.1 | Protected audit trail storage
065 information is exposed FAU . - -
through deliberate error FAU STG.3 Action in case of possible
induction - ’ audit data loss
066 Check for the latest SSL / FAU_STG.4 |Prevention of audit data loss
TLS FCS_CKM.1 [Cryptographic key generation
Check for the existence of .
Ce7 routing check code FCS_CKM.2 Cryé)itsotilif}e;i?ilsnkey
Checlf replla.y afutack during FCS FCS_CKM.3 Cryptographic key access
068 identification and - -
authentication (Timestamp, FCS_CKM.4 [Cryptographic key destruction
Sequence, etc.) FCS_COP.1 Cryptographic operation
C69 Check Transml.ssmn data FDP_ACC.1 Subset access control
encryption - -
Check Transmission data FDP_ACF.1 Security attribute based
C70 . . access control
Network integrity
Check for trust after sending FDP| FDP_IFC.1 Subset information flow
DoS packet control
CT1 | (SYN Flooding, Smurf attack, FDP_IFF.1 Simple security attributes
Ping of death, Land attack, B t of d th
Teardrop attack) FDP ETC.1 xport o }Jsel a.ta without
- - security attributes
079 Attack packet detection and — -
flow control FIA AFL .1 Authentication failure
= ’ handling
- - FIA_UAU.1 Timing of authentication
V. 2ol =5 Single- thenticati
FIA UAU 4 ingle-use authentication
zeelmEe] sxEge] W HYolZ kx| FIA mechanisms
SRR o b = e et FIA UAU.7 | FProtected authentication
dulolE 3] fleiA flnddS sty =& - : feedback
 AFRAES} viHEES HePleaAe & FIA_UID.1 | Timing of identification
=ttt w3 vl NHTSA(MlS =2argebd=) FIA_SOS.1 Verification of secrets
of| A 2017 NPRM(Notive  Proposed .

] = . ) . FMT MOF 1 Management of security
Rulmaking)elzgl= W AAS $18 o748 - ‘ functions behaviour
H/W Security’} FIPS-140 Level 3% &%42 FMT
2 F5dok drka %ﬁé}lv} 30). olel uwhet s FMT Msa.1 | Management of security
SRS FRoH BELTAGE BT




A8 1533 (2019. 6) 625

Table 13. Assurance Requirements

FMT_MSA.2 | Secure security attributes
Class Component
FMT_REV.1 Revocation ASE_CCL.1 Conformance claims
FMT_SMR.1 Security roles ASE ECD.1 Extended components
FMT_SAE.1| Time-limited authorisation definition
. B - ASE_INT.1 ST introduction
FPT FLS.1 Failure with preservation of
- : secure state ASE | ASE_OBJ.2 Security objectives
Passive detection of physical Derived security
FPT FPT_PHP.1 attack ASE_REQ.2 requirements
FPT RCV.1 Manual recovery ASE_SPD.1 | Security problem definition
FPT_RPL.1 Replay detection ASE _TSS.1 | TOE summary specification
FPT_TST.1 TSF testing ADV ARC.1|  Security architecture
Basic limitat ol - description
asic limitation on multiple - . -
FTA_MCS.1 concurrent sessions ADV FSP 3 Functional specification with
ADV - complete summary
Per user attribute limitation . | TOR ” i
FTA | FTA_MCS.2 on multiple concurrent ADV_SPM.1 orma sgclurl ¥y policy
sessions mode
FTA_SSL.1 |TSF-initiated session locking ADV.TDS.2|  Architectural design
FTA_SSL.3 | TSF-initiated termination aGp [ 2GD-OPE.1 | Operational user guidance
AGD_PRE.1 Pr rati g g
FTP | FTP_ITC.1 | Inter-TSF trusted channel GD_PR reparative procedures
ALC_CMC.3 Authorisation controls
) Implementation
4.2 BEQTALE ALC_CMS.3 representation CM coverage
ALC ALC_DEL.1 Delivery procedures
> 517 0 I 5 3l 3 . -
2=F #8748 H/W Security® & dof sl 374 ALC Dys. 1| dentification of security
o2 FIPS-140 Level 35 gFAHo 2 £5317] 9 - : measures
3 W= @ FA}8le] Fesicl FIPS-140 Level 1 ALC LCD 1 Developer defined life-cycle
& AR g SEe wopFEor usts A R model
L 5Fo|n, Level 2= Q25| oo oy HZ ATE_COV.2 Analysis of coverage
S HAF= Bl 3ot} Level 3& ol&=E#] o ATE ATE_DPT.1 Testing: basic design
o B2z #Zo] HAE AL o] 2 ex|3ly oot ATE_FUN.1 Functional testing
T 9 Haol FFoln Level 4= Hu $£Fo= ATE_IND.2 [Independent testing - sample
o17}E]x] ke WE AL ALEE ©Bx|51 935 AVA | AVA_VAN.2 Vulnerability analysis
el

3he, o] S Het 7% F AlFd AE(Trusted
path, FTP_TRP.1)& IFHL 2 F53l1 BE5S
2 EAL3 ©]A} =oltt. EAL3 $EolA 3714
o BEFgFAR F oEeE A md(Security
Policy Model, ADV_SPM.1)& AZdlelsl=d
o] FF& EALG o)A Fol7] wtel o]F 7[uke
R R = =

gas) Adslel olel A A15e AT Sl
s 9% vEsast gl glo 2Rt 4

2% 4 ole Ao} Hn ew A A7 A}
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53] AxHQAUEE thfgt LZEolr} HAH (7] IHS(Information Handling Services),
o] gle] x| WA A] kAl dle] Ex|efo} & “Over-the-air Software Updates to
v} mkek ok AL ELe] M| Al FAR} ek Create Boon for Automotive Market,”
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