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ABSTRACT

In recent years, biometric authentication has been used for various applications. Since biometric features are unchangeable
and cannot be revoked unlike other personal information, there is increasing concern about leakage of biometric information.
Recently, Jin et al. proposed a new cancelable biometric scheme, called “Index-of-Max” (IoM) to protect fingerprint
template. The authors presented two realizations, namely, Gaussian random projection-based and uniformly random
permutation-based hashing schemes. They also showed that their schemes can provide high accuracy, guarantee the security
against recently presented privacy attacks, and satisfy some criteria of cancelable biometrics. However, the authors did not
provide experimental results for other biometric features (e.g. finger-vein, iris). In this paper, we present the results of
applying Jin et al.’s scheme to iris data. To do this, we propose a new method for processing iris data into a suitable form
applicable to the Jin et al.’s scheme. Our experimental results show that it can guarantee favorable accuracy performance
compared to the previous schemes. We also show that our scheme satisfies cancelable biometrics criteria and robustness to
security and privacy attacks demonstrated in the Jin et al.’s work.
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URP(Uniform Random Permutation)-based
IoM &jAdlA =z WTA(Winner Takes
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Table 1. Notation

Notation Description
I LSH(Locality-Sensitive Hashing)
family
h LSH function hIN H
Similarity function defined on X
S(X.Y) and Y
X Iris vector XE R?
Number of Gaussian random
matrices(GRP-based IoM)/
m Number of Uniformly random
permutation(URP-based IoM)
Number of Gaussian random
q projection vector
P Order of Hadamard product
Window Size(URP-based IoM
k .
hashing)
: torp - GRP-based hashed code/
tyrp - URP-based hashed code
2A $xA7]= 9, LSHe A7t 2 dlo]
He 22 gl &3 g gle delee &
7ol v,
A9] 1024) © LSHE A5 he] o) ol
T’Hz—ﬂ' Q’% B¥E Po]u%, Ph,eﬂ[h(X):h(Yﬂ:

S(X,¥) ot} o] w] S X9} VO fAlE e
AoEa U= #lA F7kelrt.

£ 8(X,Y) <R then Ppey(h(X)=h(V) < P,

i£S(X, V) > Rythen P oey(h,(X)=h.(V)) = P,
A7) Phepe FES dEM® R R,
(R, < Ry)E SAE Asola P9} P(P > Py

g Aol
3.2 RMF(Random Maxout Features)

Mroueh et al.(26)e] #l¢kg+ RMF+
Gaussian W5 HWEE 793 F 7 set "k 7}
A 2 s JEse wer  =TdAe
GRP-based IoM @Alol A14-¥tt. RMF+ 24
#HE Eske A g, B =ddAe #d e
QAT 7|53

2] 2(26)
ol e Gaussian #WE2} saF 2= R dajA
maxout random unit hy,) = R 2ok

: wé, I=1.m, j=1l.¢% 594

hz(m) = ¢(% W[) =max < wi:c > [=1.m.
j=1l.q

714wl ~ N (0, I)ola W= (w".wl)olct, w
2}4 maxout random feature map ¢ & °Fl

o} 2] Aej=e)
¢ (z) = \/H (hl(x),...,hm(x)).
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o4& URP-based IoM #lAell Al-g-¥c}.
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Amsla, Jin et al.(24)o] Algkgr GRP-based
IoM @43 URP-based IoM aA)dl thal Awd3t
b5 7o) wjAle] s =gt

Jin et al.& MCC(Minutiae Cylinder
Code) (28, 29)& °l&dl A|+¢ minutiags F=&
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HE oM 34 siHo = ARg3lodnt. =ellA
£ &4 2=F A7) $l8l Daugman(30)9] &
EES ARSI B ovIAlHA TR =%
kel AAE Zo}l kol=E A7t +dE A
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1x960 vector
[ A
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Fig. 1. Conversion of iris bits into real numbers
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GRP-based ToM 3149 <dxe]EL Jin et
al. o dwyEd Fdsk Fig. 24 Jebi
(24). HA Aestd 4 A58 W E -2
Gaussian W5 e FoIAA Ho 7o) AdS
Axz der) o] FAHES mWl HkEste] mole
ToM <ldlx Aghs AR

Input Feature vector X, window size k,
p order of Hadamard product,
number of random permutation m

Input Feature vector X,
number of Gaussian random projection
vector ¢, number of Gaussian random
matrices m,

1. Create m Gaussian random matrices
W=(w11,w2) i=1,...,m.
2. Set " hashed code t, =0
3. Execute random projection and store the
maximum index in the projected feature
vector.
for k=1:m
X" =wx
Find X! =max(X"), j=1,...q
Then t; =j (j refers the index of x")
End for

For each permutation set

Opill="1,0.q. i=1,...,m.

1. Perform permutation of elements in X
based on 6, X=perm(X),perm(.) is the
random permutation function.

2. Set " hashed code t, =0

3. Hadamard product vector generation and

output hashed codes.

for j=1k
_ D ~
Set X(j) =1TX())
=1
if X
Then X(j) >X(¢;) then t, =j
End for

Output Hashed code
typp = {t;E[LEI=1,....,m}

Output Hashed code
topp=1{t;] i=1,..mRIGHT

and tgpE(1.q]

Fig. 2. GRP-based loM hashing
422 URP-based loM 54!

URP-based IoM &4 <& Jin et
al. 8 dxe|E Fdshd Fig 3¢ Jeblioh(24].
WA Aestgl 24 53 WeE prie] vl WY
213 seeds® A 3hsto] WElE At prie] A
2kel WElE Hadamard product 3] =9 A}
o]z kWA 71 2 3E 7HE dEaE 7SS
o} o] AL mwl vkEsle] oM elElx A3S
23738kt

4.3 0§ (matching)

ToM a4e] w13
55 35o] ¥ +9 /1 LSHE wEdh 5 )
FA et fAbEsL el AR FE e

o 1, fape

>14¥~
B
5
4y
|t
N
&
Lot
£y

Fig. 3. URP-based IoM hashing

29 fARE ¢ ={tli = 1,...m} 2 F= 3}
AE ¢ ={tli = 1,..m} Aol 35 /Fsale
AR S ® mREG F ple=t] =
St for 1, ..., mo] X}

431 GRP-based loM O{Z

2 h:RY{1,.,¢0™ 2 A EE= LSH 3¢
32} u, v IV RY o)1
<w'u>| i:L...,m} o]

h(u) = {argmaszlmq

ot Q714 {w,ERYj=1,..¢}~ N'(0, I,))e]c}.
GRP-based IoM 3| Al ol A1 2] AL E
SG]?P(te7tq) =

P {arg max < W;,ll> = argmax < W§~7V>} olt},
J=1l.q J=1l.q

T wA] AHes ATz F QEF
(m)ell tHEl 29} t17ke] 24 wAle] o5 0 (5
=)o H& 3ot}

4.3.2 URP-based loM O{Zl

URP-based IoM @AM FAl=E dAs8t
W3 el Mol Adzel &4 EA o]t}
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%)) ¥ 35elrh

SrptSt?) =

v. 4

i

21t

=rollde AES f8l Windows 10, Intel
CPU i7-4790(3.6GHz) ¢ 8GB RAM Aol Al
2~®lollA] MATLAB Ver.R2017a AZEHRE
dslodon] CASIA v3 dloJEAle A3}t
CASIA v3+ 320x280 sIA= oW &, 249702
subject® o]F1x 9lom F 2639709 o|n=]7}
el 249719] subject+ 47t 9%F3 S EE Fo
2 el glow 299 olwlA| sl UABHA
ot E I LEF T2 24 H"e] thEr] o
ol ARE QA IF w3 2EBEF v vE
subject® sl on] T oAk o|mA|E Zh=
subject®t AR&stglct z#lA 246 subject, &
1,722(246<T)709]  olwA|7} Aol A=}
7k subject®] T7He] o]mlA]l F A5 37W o|nlAl=
A& ARt yA] 4749 olviAl= FEH H
Zglog  akgslodrt.  AHExE:E  EER(Equal
Error Rate)® Z33}3ic}

5.1 loM siiale| m2tolg

5.11 Gaussian Y DHEZIA JH4 m, Gaussian ZH
= Y dE HE g

GRP-based "|A A Gaussian Iy wjEZ
4 m¥} Gaussian ;M Fo WE] 5 & s}
A< 9l EERel "lH= 93-S Alsloich. Ao

o

/‘1 m3 ¢= 27+ 2, 5, 10, 50, 100, 200, 3002
WA 7hA BEERE S48k, A3 Fig.
4°ﬂ el it
1) me] A4+ EERe] & %o 7‘}&3]% 7l
< ghalstdomd m =100 l 1w gl A
#¢le] EERe] 0.1 wwtoz %E}‘;}D}, u}e}

A GRP-based ®|&ol4: Gaussian @A
HEE]/‘\O] 4 meo] AHI® /\g‘—o AR 3=

o=

-q=2
40 q=5
35 9=10

q=50
0 ~q=100
=25 q=200

L =q=300

&

s
10

5
o - :
2 5 10 50 100 200 300

m-Gaussian random matrix

Fig. 4. EER for number of Gaussian random
matrices m and number of Gaussian random
projection vectors q

512 1= AO|= k, Hadamard Product Order p

URP-based "lAelA &g Ale]= k&)
Hadamard product order p3 2|3kl
EERel "IA= 9 ZARBIITH AdoA ke
50, 100, 200, 300, 500, 700, 90022 WH7As}3d
2 pe 2, 3, 4, 52 WA 71HAM EERE 43
A3, A= Fig. 5 ol Jepuisich

1) "UEF Afe]z k7F AEEe] vix= 932

A9l et p=54 =, k=502 900 d
) EER=0.34%, 0.39%% 77 vepyton

2

-

o

URP - EER(%) vs k, p —p=2

50 100 200 300 500 700 900

k-windowsize

Fig. 5. EER for window size k& and Hadamard
product order p
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A 9z

Z ze]7t et

2) Hadamard product order pell wialx=
p7} AR we}t HEEr) Folxle A Fal
395 p=54 w A=} 7P Egh)

5.1.3 Uniform &= X[t JHE m

URP—based w3 ell4] uniform WAL 23 5
ma 2231 S vl EER v+ d3S 24189
o}, Alg oA rjE—% Abo]lZ= k=100, Hadamard
product order p=5E IAHAI|Z me 2, 5,
10 50, 100, 200, 300°.= W& 7pdA EER
S A8, A¥= Fig. 69 detislcl. A&
T 0°] “ﬂ EER=0.02% 7}% &332 mo]
50 OVJ"HH—E ALt 22 FEoE FAEH AU
w2t URP-based "lA o4+ uniform WY #
gho] 429l o] HAFE S AAI= Fad &

e} T

Sl

o

Zrolv] HAF] me A EERS &A4HA71#
S AAhE g AATS A 4= 9}

URP - EER(%) vs m

5 10 50 100 300 500 800 1000

Zoll W2 Error Rate® 2=z vehlglon
URP-based IoM%E AR 22 =E 7xich. At
o] gle AH&AR ALE o8 wE7] S8 A
e S Hgke] F-oiEl AN ARl A o] ¢
HYA 2 W E A FhE Fold Hdte] gle AN
27 A2 S ole gEo] FobAl7] wiiel] A3t
A A & AR of gk
ol =atellA AAE H7E AANS WA =
ol A Ak WHel AS(EER)E #
Table 21 wlasigle. 2ol Ak IFO
hashing ¥} Agx A5 43S 2 ¢

o

20

80

70 [

60

50 [

Error Rate

40

30

20|

o 0.05 0.1 0.15 0z 0.25 03
Threshold

Fig. 7. FAR and FRR of loM hashing

Table 2. Accuracy comparison between the
cancelable iris authentication schemes (CASIA
v3 database)

m-Uniformly Random Permutation

Fig. 6. EER for uniform random permutation m
with k=100, p=5

=roie AR Ass sl A wHe
2 EERS ARgstedl, ol FAR(False
Acceptance Rate)¥} FRR(False Rejection
Rate)o] #2lx= A|H o2 Ao¥r}, FARS £4l
o] Ao] ofd AAHRE Hale] Ao AL ghrial
FEo]x FRRS £919] AAARE £l ofd A
o7 2% sl 5oty FARY FRR2 Fig.
7ol B upe} 7o) trade-off Al glon] ®
St e AAEE AMSEE A Bl wek ZE
A}, Fig. 7+ GRP-based IoM 3iAolx <A

No. Iris Lowest
Methods images used | EER(%)
GRP-based IoM
hashing(proposed) 1,722 0
URP-based IoM
hashing(proposed) 1.722 (b
IFO hashing(23) 868 0.54
Block
Remapping(11) 2.653 1.30
Bio-encoding(13) 740 6.27
Adaptive bloom
filter(16) 1.332 114
Bin-Combo (5] 1,332 4.41
5.3 224 =}
IoM slAZ=2 WA def wxat o] &84

& A7) 3 A9 BT 28 ARE SYN
oh AAZEE AHT ) Az S B
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Table 3. Average time processed in matching
stages

GRP-based ToM URP-based IoM

0.065 sec 0.058 sec

GRP - Generating time vs g, m
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m - Gaussan Random Matrices

Fig. 8. Average Time Processed in Generating
hashed code for number of Gaussian random
matrices m and number of Gaussian random
projection vectors ¢
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Fig. 9. Average Time Processed in Generating
hashed code for Hadamard product order p and
uniform random permutation m with k=100
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Table 4. Complexity to invert single and entire
feature component

Min value with four

. .. -0.5000
decimal precision
Max yalue Wlt.h.four 0.4990
decimal precision
Possibilities f ingl
ossibilities for single 1 024= 21

feature component

Total possibilities for 10X960 __ 49600
. 2 =2
entire feature
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