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ABSTRACT

As the number and type of software increases, those security vulnerabilities are also increasing. Various types of software
may have multiple vulnerabilities and those vulnerabilities as they can cause irrecoverable significant damage must be
detected and deleted quickly. Various studies have been carried out to detect the vulnerability of the current software, but it
is slow, and prediction accuracy is low. Therefore, in this paper, we describe a method to efficiently predict software
vulnerability by using neural network algorithm and compare prediction accuracy with conventional system using machine
learning algorithm. As a result of the experiment, the prediction system proposed in this paper showed the highest prediction
rate.
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Table 1. Comparison of prediction accuracy according to alpha parameter change

No. Parameter Precision Recall F-measure Accuracy
1 alpha = 0.1 90% 84.5% 83.5% 83.9%
2 alpha = 0.01 79.8% 82.7% 80% 81.2%
3 alpha = 0.001 91.5% 86.8% 85.8% 86.8%
4 alpha = 0.0001 91.6% 87.2% 86.9% 87.9%
5 alpha = 0.00001 84.5% 84.4% 82.5% 86.1%
6 alpha = 0.000001 92.5% 86.9% 85.5% 88.1%
7 alpha = 0.0000001 89.2% 83.4% 82.8% 86.5%
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Table 2. VulPredictor, VDiscover, NVFinder Prediction Accuracy Comparison

Tool Algorithm Precision Recall F-measure Accuracy
VDiscover R;;i‘;? 1% 70.9% 67% 61.8%
VulPredictor Eg;ﬁésjz 85.7% 84% 83% 79.1%
NVFinder Bg::s;';fz)‘j 92.5% 86.9% 85.5% 88.1%
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