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ABSTRACT

According to a recent report by anti-virus vendors, the number of new and modified malware increased exponentially.
Therefore, malware analysis research using machine learning has been actively researched in order to replace passive analysis
method which has low analysis speed. However, when using supervised learning based machine leamning, many studies use
low-reliability malware family name provided by the antivirus vendor as the label. In order to solve the problem of
low-reliability of malware label, this paper introduces a new labeling technique, “Unified Labeling”, and further verifies the
malicious behavior similarity through the feature analysis of the fine-grained method. To verify this study, various clustering
algorithms were used and compared with existing labeling techniques.

Keywords: Malware, Labeling, Machine Learning, Clustering

LM B Bl ME A WE e F4 et
7skgeAes Frtsta gl Kaspersky se-
2 Anti-Virus(AV) #tEe] oJAze L3 curity bulletinel] wt2™ 20174 M= SA3F o
Received(02. 12. 2019), Modified(04. 30. 2019), 714 h 3} IR AR EAN B A B EAT XS AE 2] of
Accepted(04. 30. 2019) SHCTTAEISAAIAIEY] A0S o} 4305 od]
R =R 20184% AR H TSR] SAsles]e] wWhEsh (IITP-2019-2016-0-00304) .
e IR 2 ey t A7 dhtkdwlsh37 @gmail.com
* o] =i 20194% A (FRPIEAHREEAN) ] Alfdes A ¥ AL taekyoung@yonsei.ac.kr(Corresponding author)

BEA71EA18AE ] 2] (No. 2017-0-00380, *HAIHH <15



550 ot I= #49 Ground-Truth #AlS ¢ Unified Labeling? Fine-Grained #%

AFE oF H5uul Ao weich(1).
ISTR report7} 23k 17k ¥iE A F= F+= 3
vir} Z71sled 2017 3 & 5ok <oF 6.6 /e ¥
Z QAzcr} 2AF(2). G Data Software
Blogel w2w 2018 Aby] &8sk

iy 8 =
E 9 oF 20 el arh3), ey 24
=]

A e o WA Ak elel@ A1E ey
WAE naksta A7) 8 A2 ASE B
d%e B89 P G 2 FRel BF A7
e) A 91eHT)

ground-truth7} £&5% dF ZAxo] AFAe] =
oplk. 72e] epyzme 3

Agshe pgze sfeld
Asi

Wlem Ead ma AV Wdehg ARsE o)

o] 4], AT eo]elol] Al-g3

2~
-
B oAuh I Es 24 AREe wel

AAsdek(4]). ol wet T B AFEe] o]
g3 AFHAE sty ek, AR, el g
o] ErkE AAF] witel AAEA L ofE
o]Be] Aul ¥AFE FAZL ole}h. Euk olz)t
HSEE & dolEoe] B54d AS FUd F AE
o] #olEo] A= thZA AAE 71540l

eha] dol 5o Al A A= AlE] sl
AEA] o3& Aefeltt.

B =2 712 #AE s $1sl Oh et
al. (9) 7|4k unified labeling2 Algtgicl. AV
Ht)e] #old & shbwt AAse AVclasset 2]
7S BE AV HIH HelEs FHToEH

AR dAEe AL ol I w2

r_1

[0je}
=
o
=
j=]
[oN
&
=
=
g
jon
f{u
N
2
=
-
74
A
s
lo
M
S
rO
-
N
Y

Ak B =l Astsle HelEHE Hrkshl
Al 2d AV Wi elA Algshs AEed 2 e
A9 dol&aFe] v|wE F3l HHFZE HolEe
ground-truth® 7 = 93

7 FEaEE daelES o] &3k Ao
71E 7R AkslE 7Y 2
4 9o A o] o A vehdE Elsledch

1. 218 71 204

2.1 Clustering Algorithm

28 dae|E vAE sy 7ake] 7|AE)
& daEFeln, o] dHelge] $lo] Foixl A&
EAS o]l 3L T g Zoln. 7
g 7|uk, AZ 7k 5 7kl mel Sy g
g &S tofsiAl A4 4 glth. Agglomerative
clusteringe @Y ZFelxeE A ¥isle A%

=

718 dwg|Zolt}, K-Meanst® @2 7F A=
aele] FARS FHAsbsle AR 7|wke] obare
t}. Birch clustering CF tree® |43 %
A A8} 71 dae]Felrt

>
o d
% N

°]
=

2.2 Forward Stepwise Selection Algorithm
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Fig. 1. Unified Labeling System Overview
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Table 1. Category Feature Set & Subcategory Feature Set

Category opcode pesection | compile api command | droppedfile | registry service mutex

name, access,
. . . . created,

Subcategory opcode pesection compile api command size, delete, read, started mutex
ssdeep write

Category network

Subcategor host. dnsAnswer, dnsRequest, dnsType, domainIP, domainName, icmpdst, icmpsrc, icmptype, pcapSHA256, pcapSorted,

gory udpDstIP, udpDstPort, udpOffset, udpSrcIP, udpSrcPort, udpTime
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Table 2. Clustering Algorithm Results

Category Sub Category
Alg. | Type of Label Feature Set Feature Set
Pre. Rec. Pre. Rec.

Symantec 78.00% 65.26% 75.41% 68.59%
V3 76.65% 70.88% 85.27% 70.74%
K.C. Kaspersky 81.97% 70.28% 82.87% 70.91%
Cuckoo 82.08% 67.01% 87.14% 66.49%
AVclass 86.12% 70.85% 85.99% 70.75%
Unified Label 96.06% 82.93% 95.85% 87.59%
Symantec 76.23% 67.69% 76.23% 67.69%
V3 79.96% 70.52% 83.38% 75.39%
AC Kaspersky 83.41% 71.84% 83.41% 71.84%
Cuckoo 86.05% 66.99% 86.05% 66.99%
AVclass 83.07% 69.23% 88.48% 72.69%
Unified Label 97.88% 81.02% 96.01% 83.31%
Symantec 76.656% 64.53% 85.56% 65.15%
V3 79.96% 70.52% 80.75% 75.19%
BC. Kaspersky 82.47% 72.96% 82.48% 72.96%
Cuckoo 82.41% 70.64% 82.17% 71.36%
AVclass 83.11% 69.55% 88.04% 71.42%
Unified Label 97.88% 81.02% 96.91% 83.41%

Alg.: Algorithms, Pre.: Precision, Rec.: Recall
K.C.: K-means clustering, A.C.: ive

B.C.: Birch
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