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ABSTRACT

As leakage cases of personal information increase, the concern of personal information protection is also increasing. As a
result, most applications encrypt and store sensitive information such as personal information. Especially, in case of instant
messengers, it is more difficult to find database where is mnot encrypted and stored. However, this kind of database
encryption acts as anti-forensic from the point of view of digital forensic investigation. In this paper, we analyze database
encryption process of MalangMalang Talkcafe application which is one of instant messenger. Based on our analysis, we
propose a decryption method and explain the meaningful information collected in the database.
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public static veid loadlibs(Context arg2, File argd) {
Class vl = SQLiteDatabase.class;
__monitor_enter(vl);

try {

System.loadlibrary("sqlcipher");
¥

catch(Throwable v@) {
_ monitor_exit(vl);
throw v@;

__monitor_exit(wl);

¥

Fig. 1. Loading SQLCipher Library in Application
2.1 SQLCipher
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AESKey= PBKDF2(HMAC— SHAL, (1)
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HMACKey= PBKDF2(HMAC— SHA1, (2)
AESKey, Database,2, 256)
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Table 1. Structure of Encrypted Database

Encrypted HMAC
Salt v
a Database Value
Encrypted | HMAC
Passphrase Salt Database | Value v

I Error

|Database = AES-256-CBC_Decrypt(Encrypted Database, IV, AES Key)l

Fig. 2.
Database

Decryption Method of Encrypted
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I Hash = SHA-256(android_id || Serial Number)

| Passphrase = string(Hash) |

Fig. 3. Generating Passphrase of user.db
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Decrypt userdb
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Get useridx

A 4

Passphrase = string(useridx)

Fig. 4. Getting Passphrase of talk.db
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Fig. 5. Getting Android ID from ADB

) el EHele] Qla'lay AZ=E Android 71719F Bl
T 9 vhEA WHE E—T’*‘”M-

2.4 Ho[E{H0|A S&5t 21}

Fig. 62 ADBE &3t Android ID %5 2
S8, 2vnkEEe] Aeld deeh dAdd g sl
Astel A 715 AH8ste] AAl skEste o]
o] ~E 535313 Aol

i@ uerdo Before

) user_decryptdb

o

Fig. 6. Decrypt Result
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Table 2. The Data of user.db

Uil Name of the Data Data
Name
. The index of
useridx
user
userID The ID of user
user
The name of
username
user
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profileMessage

The status
message of user

idType

The type of ID

friends

The number of
friends

updateTime

The time of
latest access

secretProfileFlag

The existence
of the profile
which only
friends can see
who are
designated by
the user(T/F)

secretUserName

The name of
the user which
only friends can

see who are

designated by

The type of
message(text,
image, etc.)

lastChatType

The time when
the user
chatted lastly

The Sender
who sended a
message lastly
The address of
the host of the

maqtt
The port
number of the
maqtt
(ex. 1883)

lastChatTime

lastChatSender

mattHost

mattPort
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Table 3. The Data of talk.db
Table Name of the Data
Name Data
roomidx The index of
the chatroom
The type of
type message(text,
image, etc.)
chats
text The message
The sender of
sender
the message
The time when
time the message is
received
roomids The index of
the chatroom
name The name of
the chatroom
The chatroom
rooms which is the
roomsLastldx user chatted
lastly
The message
lastChatText which is sended

lastly
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5) QU dlolel % M| sile] Agelel, DB 5L Aol
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6) SQLites] A4% ale wzelol 478k 71geleh.
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