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ABSTRACT

Elliptic Curves Cryptosystem(ECC) provides the same level of security with relatively small key sizes, as compared to the
traditional cryptosystems. The performance of ECC over GF(2m) and GF(p) depends on the efficiency of finite field
arithmetic, especially the modular multiplication which is based on the reduction algorithm. In this paper, we propose a new
modular reduction algorithm which provides high-speed ECC over NIST prime P-256. Detailed experimental results show that
the proposed algorithm is about 25% faster than the previous methods.
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Input: ¢=(c15,¢14,¢13,-,¢2,¢1,c0), W= 2%

plil=i«p

Output @ s=cmodp

=(c7, c6, cb5, c4, ¢3, c2, cl, c0),
(c15, 014 c13, ¢12, ¢11,0,0.0),
(0, c15, cl4, c13, ¢12,0.0.0),
(c15, ¢14,0,0.0, c10, c9, c8),
s5=(c8, ¢13, cl15, cl4, c13, cl1, ¢10, ¢9),
(c10, ¢8.0,0.0, cl13, cl2, cl1),
(c11, ¢9.0.0, c15, cl4, c13, cl12),
(12,0, ¢10, ¢9, c8, cl15, cl4, cl3),
(c13.0, cl1, c10, ¢9,0, c15, cl4).
(2)t=0;
for i from 0 to 7 do
(t,x1(1)) =s1(i) +2(s2(i) +s3(i)) +s4(i)
+s50)+t
tl = (t, x1) - plt)
if( t1 )= p(1))
tl = t1 - pl(1)
(3)t=0:
for i from 0 to 7 do
(t,x1()) =s6(i) +s7(i) +s8(i) +s9(i) +t
t2 = (t, x1) - plt)
if( t2 )= p(1))
t2 = t2 - pl1)
(4)Return( (t1-t2) mod p256 ).

Fig. 1. Fast reduction modulo NIST P256
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Input: ¢=(c15,cl4,c13,---,c2,¢1,c0), W= 2%
pli]=i+p-27%°
Output : ¢=s modp - 272

(Dt=0
x100)= ¢(0)
x1(1)= c(1)
x1(2)= c(2]
(t.x1(3))= c(0])+c(3)
(t.x1(4)) = c(1) +cl4)+t
(t.x1(5))= c(2)+c(B)+t
(t,x106))= 2c¢[0)+c(3)+c(6)+c(15)+t
x1(7)=t
t1= x1-2%% x1- c(15)-27'%
(2)t=0
(t.x100))= t100)+c(4) +c(7)+c(15)+2-¢c(1)
(t.x1(1))= t1{1)+c(5) +c(8) +2-c(2) +t
(t.x1(2)) = t1(2)+c(6)+c(9)+3-c(0)
+2-c(3)+t
(t,x1(3))= t1(3)+cl1)+c(4) +c(10) +t
(t,x1(4)) = t1(4)+c(2)+c(B) +cl11)+t
(t,x1(5))= t1(5)+c(3)+cl6) +c[12
+2:c(0)+t
(t.x1(6))= t1(6)+c(13)+t
(t,x1(7])= t1{T)+c(14) +t
t=t1(8) + t
(3)c = (t, x1) - plt]
if( ¢ >= p(1))
c=c-pll)

(4)Return( ¢ ).

Fig. 2. Proposed fast reduction modulo NIST
P256
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Table 1. Performance results of modular
reduction or multiplication modulo the NIST
prime P256(Cortex-M3 75MHz)

method clock cycle
multiplication 92073
without modular reduction
modular reduction(6) 1946
proposed modular reduction 1471
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