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ABSTRACT

In side-channel analysis, which exploit physical leakage from a cryptographic device, deep learning based attack has been
significantly interested in recent years. However, most of the state-of-the-art methods have been focused on classifying
side-channel information in a profiled scenario where attackers can obtain label of training data. In this paper, we propose a
new method based on deep learning to improve non-profiling side-channel attack such as Differential Power Analysis and
Correlation Power Analysis. The proposed method is a signal preprocessing technique that reduces the noise in a trace by
modifying Auto-Encoder framework to the context of side-channel analysis. Previous work on Denoising Auto-Encoder was
trained through randomly added noise by an attacker. In this paper, the proposed model trains Auto-Encoder through the
noise from real data using the noise-reduced-label. Also, the proposed method permits to perform non-profiled attack by
training only a single neural network. We validate the performance of the noise reduction of the proposed method on real
traces collected from ChipWhisperer board. We demonstrate that the proposed method outperforms classic preprocessing
methods such as Principal Component Analysis and Linear Discriminant Analysis.

Keywords: Side-Channel Analysis, Non-Profiled Attack, Deep Learning, Auto-Encoder, Preprocessing

Received(03. 11. 2019), Modified(05. 02. 2019), = s
Accepted(05. 02. 2019) + 12} donggeun. kwon@gmail.com
R o= ey okdrle E3}dTAEl(UD170109ED) & ¥ WAIA2} 80khs@korea.ac.kr(Corresponding author)

T A st AT Ao



3
i)

to

2o

Eolmy 7k A AR 71E

Az A 7)o Hastel A E2A A7
73l xe] Hele] FoFAHA, k5o
sHA] kARt opdel EelHel FAe A A
A wgk Fesh =l B84 34 F sl F
Ad £ (Side-Channel Analysis)e]zt AES(A
dvanced Encryption Standard)$} ze] o] 24
o7 kiAol AE i duz|Foe] A Au]elA
B2 o FEEe BAE HRE o83t kw4
28-S FAsE 7ot FAd AHEE Au|rt
Axshs AY, Axpr]g, Atk A7E Fel gloh
FAE A 3 3l wel Za2gdds 3A
(Profiling Attack)®} =z 23da 34 (Non-Pr
ofiling Attack) 22 troixic), o]F Z2ulale
T4 aAE vEI)7E e 3 Y e A
oF Tk Arsl 2] An)E 7 olE o
73 7kt w422 ®Es]l ¥4 (Template Att
ack)(1), 2EsM2=9 FA4(Stochastic Attack)
(2) 5ol 9o} FAA = Z2alds] Au)E o] 83}
o 7“3]"1] Eﬂﬂ -’4"—?’{ 15 A7 F, A A

e

rie
Wi
R
M
2
1%
(Sh
12

(Differential Power Analysi
s, DPA)(3), A A¥ EA(Correlation Powe
r Analysis, CPA)(4] %o°] S},

J2id (Deep Learning)< 3sl=9oie] Wz}
g due|Ee s R Qs o] FolellA] AT
H ARE RAFA, HTde FAE A Folol
Ax B A st 58 $15ke] "Hede o] 4st
A7} ks A&z il 2] dAF= HAE =
d =13} (Leakage Characterization, Power
Model Characterization)% Almshs 37 EA
o I ATE AURAT(E), olF EFH TAE &
At wyo=y ‘ﬂi’i‘éa o] &3l= Al =
o] Folxlct olw ZRuE FA AvE|LeE 714
st FAAE Z2Addy AuE S8 7 vES]

aghrebi et al(6)¢] A7+ A5 3l Hzd 7]
uke] z @z FAL viad] o3y He oy
o} FAgle] #A o] 7hsslths Aol A=Al o] F
Cagli et al(7)®] 175 E3] CNN(Convolutio
nal Neural Network)< o] &gthd slold “H%
7|Ho] ALx T3 M E A|A ALy} 7o

A2 44 8 glol Weld slure] Fad s &%
Fal wUslE BAT 5 vk o] welzld

< Timon(8)e] Algket Wz Hzd& izt
(Distinguisher) 2 o]&3sl= &4 712 dlolg
gl 5o w2} il vEN Y s A &4
(Loss), A%E(Accuracy), 7F&A(Weight)<]
ZolA thEA Yehdtls ARLE o] $3ke] ndA
5 I A 75 Sdl =Tz E ey 34
AE] el E HEy 7]uke] FAd BAe] 43
7hestthe AS BTl

A ZRaledE] 7|uke] Heds o] &3t W
WL g dlofelel gk 2ulE 2hdE L glofok

&

7ol UEYZE g5 5 vke A% 59 3
Aol 28, s dlolele} ol thgt 2 & 3=
& 5 ol ZEIYE A AFE AgE
A= gl wEba ol gt gRfE S
7] FE =zEIE 34 A= o] ¥

th= whxo] &g}, Timon(8)e ¥4 7|¥&

sy Sl uNAE FEstel F1k
& Aol 915} fArebl pAsE AgoE, A

Holee] sl F2bgtel Bastel F5F N
o WEN D wd Sge] STE,

2 epddE wxesels 34 $dE &
A e gl A ol AA A e
322 ARk, APEE 7% Al ol
A eEQIEE AR B4 Bge AR
W ARE GG e, el A AT
Fo s o)z AA eEela]

FAE FAYs EAo] Al ol zo] ol A
A E3E 1T 5 odek AR ol 8T A5

lo & on
o,
tio
T
3
it
>
_H
n°"

H= =
oJd AFEIE vhes H9e) F0ghe marehs
9 fel vEY e B A5E Fa ez
VY AL $AY 4 olvh =R, J)E A7 9
o A B Gedl 84 A%e PEAL o
Foh Ane e AASAAR, 71 24
= °

o,
¢

xll, ©



A8 1533 (2019. 6) 493

slHA CPAS) 72 7|1E HAd 84 7|4 34
0|48 4= 9lrk= A o] ot A
oAl AlQkgE 7|Hle] o]z A|Ad
7RIt A& Bolw, 7]& ARl FAEEA (Pri
ncipal Component Analysis, PCA)Z} Algs
W2 (Linear Discriminant Analysis, LDA)

A2 A ZEdke vast] $2 A |l

=1 FAE ot 2k 2%elA = Al
s oldlsly] gt wiAAAQl =Z Ry 34,
deydy e EQIFY B o]= A LEQFT
el gl 34 LEQIFHE o] 43 A
g 318 oz AA HAE 7S AFA At
w43 AEE FE 7Sl dEAl AAY 7]
g
2k
o}

53} ARy Abele] A% Hlaiit oA 5
AL AT FF AT PR AAEA T

=z agds FAole Zaaiddz] Angle] Al
A ERet A8 3yE 4 rhed A9
FAE B4 el AR A HY A
A A3 BAo] glrh. aFoA 20044l Brier

< A (D) 7ol AYgt(9). o714 62 =
H A 2=z A(offset), HW(s )&
(Hamming Weight) &<, Noise= N(0, o*
A BEZE w2 Ay Lo|=E ofw|dit)

)
= =
ES
[e3
X

P= 6+ HW(data) + Noise

—~
—_
~

F21 (D9 9nle A7E AR A A4t
== dlo]e ¢ s so] E9} AbiAlZ} ik Ao
o} A A FA2 A Ay} edARel A
dodabs st s W andte AEE F4Ea,
g Ao AFel FE FE3k] T G Aol
A#A G (Correlation Coefficient)S F3kc}. o]

=
=

=
=
W b 2 AR 5 Fgke] Lut

S
)

(it

CovlX, V]

V Var[X] Var[Y]

O YX XY -Y)
VE (X -2 (v, v

p(X, Y)=

(2)

2.2 ElY<(Deep Learning)

Heldelst w1 UEHZE o83t dJoo
FE A 71AEEY] & RekE olvA|, A
of, £4 Ag T oz FopelA AREEHI 9lvkl
0). HeldelA g2 7l UEH=ZE oAt &
T2 AP 93 FerlgE eAse Ao,
olef] Ag-E= e wlolE]e] e} wlo]Ee]e] (L
abel)e] Folzl A$ddl= A% 5 (Supervised
Learning), Z2%¥%] %<& A9+ ¥AE &55(Uns
upervised Learning) &2 %3},

HedS B 2Akskaal sk 4 f (0 ) Y
7] $17F ¥ e =) f(. )z, 07} F
il MEH=ZE Ak debeigd o, f(X;0)
= 948 Xel gt w3 WEH=Y FHS vehd
ohoooldl EFH f(X; )l tHE Fre] =hd
Y(= (X)) sk fARLes seirie g 2gshs 3}
= Fgoleta FErh S EA(Loss, ®=e
4 Cost)& FAistste JAHY Fdsly, 7
VI ES A9 £A12 dlolelE w1l UESH A Y3}
of ol S} 2l Afole] AolE u|sle, 4
Al (3)3 #t

Loss(X,Y)= L(f(X;0), Y) (3)

0" = argg@inL(f(X;@), Y) (4)

A (3)ellM 4 L+ )= &4 F5(Loss Fu
nction, & ¥4 ¥4, Cost Function)E <]v
sy, 222 =23 (Cross Entropy), H7 A
¥ 2xH(Mean Squared Error) 5] vk 7#
vESAE S AAE 53l 4 (DE US53)
€ el ES =29 Heirle 05 9 "ol e}
WS WA= g2 SGD(Stochastic Gradie



494 njzeslely 7k Ay

1A AR 7

nt Descent) ¥dx2|F o=l RMSpr
op, Adam 59| ¥ 4*’3.§]r7](0ptimizer)§ o]
43, o= He dere 24 AHE 5 T
o] o]Fo{zIc}(10).
YEIE o8 =2 74 o
Z(layer)etal 2ok 7o vES=Z9
dlelele] sl  aldEle dHEE
layer), UYIEHZS] EHo
(output layer)® = ¢ ymx
layer)o& =A 37[A| 2 FEEr) J
27+ 19 ‘ﬂ"]ﬁﬂ =9 dlo|ele] A4 z7)9}
7}7‘1"4 a5 dlo|eldl wet 2
o‘?‘oﬂf N, F5, 7438k
o FAAE Aok = JJr?JrU H
55 58 A== Ty
7} obdl Fhetule]E slols setrlejEta F-&
ARz sto]H FEirlE &S 243t 71 UE 45’-

Al
=LA~
d5

[e]

L

=0

3L
(<)

7} Q3 g9 HABEHE e 4 3len, 53
24939 Fxo wel  MLP(Multi-Layer
Perceptron), CNN, RNN(Recurrent Neural

Network) 522 &3},

2.3 k& HMEZ(Multi-Layer Perceptron)

MLP= 7]&A44

o dEYa mdoln
DNN(Deep Neural Network), ANN(Arti-
ficial Neural Network) % oJ&] WAooz &gl
tt. MLPelA w& vEH=Y & 2952 Ad
ko) v R TR A )\( )._
AHS-3= #=% Fully- connected layer(FC)zta
3 dY Xol| oisl] 7R (W)} el (b) 2}
Asb Wx+bE gt &4 34 (Activation
Function)ztx H2& vlAd ¢ o« )5 AL
3= &S Activation layerzkx s Sigmoid,
ReLU (Rectified Linear Unit), SELU(Scaled
Exponential Linear Unit) 59 &% A&3
t F2 F ERY 2% A Ao A )E
2 Zolety ¥-Er}. Universal approximation
7o vEHIE=
740] 01—3:]7(3 )

L B

theoremel
el o4
v (11],

oL

2.4 2E9I1A(Auto-Encoder)

Ac)

N

)
M o
it

lo
e

Hoh
s
T4
Y

N
IS
_,VL
]-o
fm

WJ

3
R

jz O
Rl e
o,

l

Ef=9 7Hr7] =
-'"E(Pre training)e &%= A}
*‘Lﬂ‘”ﬁr 3 WES =Y 7 ol rlA7) o
2 HolHE 7 A 2 Y ¢ EF 2EQIHE
o] 83l AMA g3te] 71EAE 271818 ©]F, Fin
e-tunings §3le] AAHQ 7l5AE 2= W
Ao ® VEIE ShF3aict. A Sl 7 4
oo gt 71E#] ghgroleld, Fine-tunings ZE
golol 5o Wi 7] SR AA vE AL
Z T EE g o3 A 2]
3} wAlS Stacked Auto-Encoder(SAE) =k
H-2r} Maghrebi et al(6)ol] 28] #ad &4
A AME o At EAs, dlg 9]
3 Aslol| uwlzd MLPEY £ 452
7} gel=l ek

Ase 9@ Av

O

—

Al

A

r{r r—in

4°m

=
B

o=

oo 2 EQlIEE dHolEe] AYE Eee
WO R AR 4 olrh AR S-S BA SR AL
S5 2EQFIHE 7|EH 02 91 dlo|ee] A
+ 58k 92 (Encoder) ¥#3 FtlE 5
glo] gf=El dlolel s 22| §1F dole|Z o}A] A
TAeke Yz (Decoder) HHO2 o]FolA gl
t} Fig.1l.2 2EQ1ZH Y 7|24 WEY= Fx

Encoder Decoder

ONO

©

Fig. 1.

Basic Architecture of Auto-Encoder



AR R 53| =82 (2019, 6) 495

g oElole, 22,28 FE(Code)oh i
L EQFY QI E o]&3to] &3 dlolE]oln],
Yirlos Y Tl UIES 2] 23 dlofele|t}. o]
H3} Code Alel® 29FER 4% 7= UES
2% d@ejeha F2rf, Codest ¥ Alele] £+
FTER AEe 7 vEY I davsa v
o} dZrie} tzus) zH7t & e edFe R
e 2EQIH A4k $4] (5,6) & e
4 ik dubd o2 Codedl 14l ¢+ 1% ©lo]
Bo] AR nach e g AREske] of2id 2Eql
Ft]Z Undercomplete Auto-Encoderztae ¥
Ec}. 9l Z 7} nBel & 22913+ Overcom
plete Auto-Encodergtx H-2t},

O

n
z=0()] Weight(}x;+ bias;") (5)
=1

j,

¢
=3, I/Veightd"l)zj-ﬁ-bias;le" (6)

_ G

j=1
9* _ argznin L(g(f(X7 9671(:) : 9(16(1)7 Y) (7)
e Esol Y HlolH (X))

2 =
%9 dolel(1)9] Ael7k A Aol sfeiole]
Weight, Bias)® $4sb e, chads] L%

Qzrie) Qze] @471 f(+)ole, HzHst g(+)
A, 24 (NE BEE Al tre
A ow faEo] 77t 9

)
shefdl, & X= Y& U553t

of s EHe] & )
d X=g(f(X)=g(2 7k AR} o2 L&
A E T 4% dlelel(Z, Code)= §18 Hlo]
Bl 2k Agle] dlolelolHA]l  ojudl 4
g(«)E E3] 49 dolHR 2y s on|
olty. wehi] LEQFLE o]gale] LB o]k
(X)9 EAS n% 743 glodME e 2519
delel(2) % 53 4 slet vz 24 5=
AE gpelniAl L(«)& MSEE AHE A% +

AR5 ZAgE BRI 7H(Subspace)S A4 (S

an)3ekar e dek(10].

T

2.5 £0|= M[7{ 2EQIAH(Denoising
Auto-Encoder)

QEQIFHE 7HEeR o] wo|= A RIE
% 4 9l 7 vlES=7} Vincent et al(12)el
9 . xo]l= AlA 2EQF(DAE)=
L eI} VEHAS] FE= AR, Fael

= dlelelellA] zpel7} EAIct 1ekeiA &
oksldl | 9l X& aUE AMsls eEQlmr]e} o}
27 DAE®] 5oz s dlolele] xo]l=E &
7kste] wo]zsh Sol7k dole X il WEY=
o] qjgeoR ARgdt}. Fig.2.&= DAES 7]#A<l
TE2E vERd Zlelth

A dole X7} FHE o, Fig.2.9} %] D
AEoIAE dHolE] Xeol| o]=Z Frlsle] AR
-o]= dlolE (Noise Trace X)Z AAsle] 7
vEY=e] qlglor Algatt s dlelE XE
H U ES A gjH oz sle] ol F3 dlo]E] (O
utput ¥)¢} ko]=E F7Ishr] A9 {E dloly
(X)E == Agsto] EAS Axbsla, 48 3

i
o
T
K
=
&
T
>,
e
gl__t,’

32
RS
ot

b

9,

N

i

E)

R

o,

2

e,

e

=,

o,

Au)

il

4z

e

1

=2

S ATE ool ol 2 AAskE

& b

LI

DAE®l4 §iF dlolefol] ko= Fvl8le W
o72E A HHE dHoled 7F$AgE ko|2E

Code

Encoder fi; Decoder fp,

[©OOO0O0) OCOOOO0)

Noise Trace X Output Y

Noise

[OOOOOO g (())((.’/:)(fs(i)))

Input X

Fig. 2. Basic Architecture of Denoising Auto-
Encoder



496 nzeselel sk Ae B0 A% S 97 LI s A4S A7 7%

F7RAY, delee] ¥ J4ES (02 Wi Ad B4 Ao #gslx] ok}

whgo] ot} WYl ko|2E Frlgowa A ujeba olzfgt 3] o] gl DAEE 47
el gl dHolH S 43 vloje 2 Axtdl 5= gl A43l7] FErh B =iellAde olHd HAEES
T 3he] gy 945 007 REo s do|E<9 s|Asl7] SlelA 7)Eo Alqkel FRE wWsle] A
54 3ol AFsle] shepshis o] ofd dHloly A A Ard e Eqlmy wdls Aok}

Aol el s & = A= gl olHT WS Fig.3.& & R4 Aglsls Fe vEY =9
Esle] olzrl AAR dolEHE EHIrE FH 718 Fxolr), Aot mElE e ElFH ] J|B T2
vEY =S AAE 5 i}, £ weprixet, DAES thEA 91 dHlele|E v

[1l. Side-Channel Preprocess based on

Deep Learning
3.1 Side-Channel Auto-Encoder

owA] A2| ofete] Aejxlow qlaf sbA AR

9bA] g g} 3re] 44 (1)eleta 7pA
Ay I on shg)

A4kt Aot

=

4 (9 :

21 (9 9 dole s
ue] DAES] £4&

@ DAEE 3414 24 2744 AHgablde 27}
A whale] EAlgeh 3 MAR Wt SAE el
wol2E F7ks}o] &g dolHZ AT A, o]
F4 ol BATRE molze] Az wol=E &
AR o el S Aelwl, o melsl el i
o] t% YA Aol AT 4 vk, A 2
o
al,
&

Lig(f(X:9)), X)
= L(g(f(6+ HW(data) + Noise + Noise'))

Loss pyp=

, 6+ HW(data) + Noise) 9)

of7]A o]=gl Noise®] Fhol 22 7ol 3
T el dfjA o]z AL el A &
th BN R Noised] Fhol & 7-F, AEE ol=ql
Noise' & F7tste]  AXbd i’.’% dlelel 5+
HW(data) + Noise + Noise' ol xo]=2] H]|Zo]
oldrnct Y5 AA ko] wolwrt FistA Hoh

=

olu Noise' &
W, 2EQFIYr}

A Hol ko= A axp= =

U A Agse] sgal e
AL ol 2ol el A4S 3

o7 =t

o] /K]—

T S Oi Z7]3}31o

.

glem= 3

2 84 dole 2 gtk =F, AR 7Y ol
galo] AP woleE Pz AgFoEH Tl

UE 7} AA ko]|2E AAZ delHE 4

T UEE UEYF 7EAZ 53t Fig.3.3
7ol el WES =) §1¥ o ¢Jy dlo|e (Input

_E_
=

A3t e thEF =3 dlo]E (Output V)
o} AA2)® dole (Denoise Trace X)oF &A%
sto] 7S gepdict. o]e} e Aokt L&

11' 2 1 H
Fle] £AE A0 el £4 (10)% 2

Lossgoup= L(g(f(X:0)), X)
= L(g(f(é-i—HVV(data) + Noise))

, 6+ HWldata)) (10)

E DAEIA = AEA 371t keol=2E AA3)
i UEHZE FE3iAR, Akt 719l
5218 A Fo| ZAF= wo|=2E A AT}
43}, DAE £4(9)% thed] 22 5y
data) + Noise S QJHLOE QLEQJFTE

g(f(6+ HW(data) + Noise)) 2} o]
dlele] 6+ HWidata) Ate]®] zte]E A
oleigh AAe] A o] Felle A dAl AR

25}

_[

O.

ri [N
2L % of

OO0 ] eode

(COOOO0)]

Output Y

[COOOO0)]

Input X

Denoise

[COOOOO}-r ]

Denoise Trace X

Loss ()? B Y)
Loss (R, fo(f ()

Fig. 3. Basic Architecture of Proposal Auto-
Encoder



A8 1533 (2019. 6) 497

9 34 me AR A B e )E A B
4 A1 olgalel MMy BAF 5 gt

2
i)
st
i
o
+
1>
=
K
i)
=
ﬁo{_A‘
a3
of\
M
ol
E1=)
o rlo

Aok A )

9 of
o e
25l
N,
257
= -
et
-
ru{o 3
O
rugrI 2
ok, o
ol rlo -
o 32
L —Sl
= N
N,
oo :@
o oy &
N,
i) E
o o ..
N :.‘:

7F AAR wlele (B )= AT
Fig.4 4", 22 738 7= 33

A S AE, A FEE 7

ik eple Aga) g 5

dlelelal ofd s}&e] Fikgke] 19l A,

e JHE Y5 FE H3E 5

g2 A 7 F2bgkel dAshs Wital

L s

ogh

O U o [ 1T

2l g "éﬂ%}"% g 7 EH=y

AA] ro]2F AAZ F xS & = i
ZF‘Q*‘?*J?*@. AgdE R wi= SSA(Singular

Spectrum Analysis)9} 72 7]Ee Algksl A

2] 71H& ARt Zh F3e gl 2hd S Ao

Xﬂ?ﬁl‘ﬂ% st ‘ilﬂr. 3} ]‘j} 711 AT 7344'

© ge gedeln(9), the A st e
A ot steklEE glol FAAE 47 48
St shyoleh. mah, oleldt WPy AP WAL

pil

AR B A delele] e o)ees

Training Data Label Data

i A "
ou00 |, | = | W——

e
OxFF Wi =

e

Fig. 4. Labeling of Proposed Auto-Encoder

i
2
>
=
n
S
(NS
rlo
il
I
o
o, fot
u
=, K
Ach
N
rlo
i)
I
=}
N
N
)

my e He
r

=z

oft

s

X
o,
i
2
2,

( mlo
o),
o
2

12 ot

ol

(% d

Ny

s
\af °‘h‘
o
%

1_,
Mo 7
ofl,
r,{

[o

N
L
X,

b ogk
M
Sl

J,
o
)
<2

(o3
o
=
3
e

o s
_or(L
£
i

o (o
.
ofN
~
g.:l_‘
o
N
N
N
s

o &

o ra

ﬂ

o8t

X

il

jn i)

o

g
2L o

o, fo udt
e
+
%0,
;o L
E=)
£
o
oo
®

ol ol
i=y
o,
=
=
roi
ofl,
eT
<l
ot
rlo
offt
e
o
o

fo o

59

°

. §

o

X

o

z

rol

0

X

=

>N

N X0

S

£

5 oy o afd
o R
oy 2 A o ofy

o, i ¥° &
M

o2 fAlstol® Al yE s 5 ot

Iv. & #

B e A8E ool AW o)z A
A A& Az, 71z Ak e AR 7]
R S EL !

B =] Al ARE Aule] A9 CPUE I
ntel Core i7-8700K, GPU+= NVIDIA GeForc
e GTX 1080 8GBE AH3tsla, H8d UEH=
T8L 9814 TensorFlow “1.10.0°(13)3} Kera
s 2.1.6-tf'(14)5 o] &3}t

kolz AA Aes A3 HeiA FAE dg

71He] H4=x] & AES-128 F&ol gk Y
3-& ARSIl ChipWhisperer-Lites ©]%
slo] Ezb Fubg 7.37MHze Atmel XMEGA
- 128(8-bit Z2AA) REoA 1o it o)
t AES €32]% 1 Round %4+He =83 uf, A
Ho]E(Sampling rate) 29.538 MS/s2Z
“*(points per cycle) 42 % 800%
13 10,000/05 At APE 53
ﬁi A= 73 9,0007= < dlolE
(Tramm Set), Y™Al= 713 dlole](Validatio

2
v
Eo)

Bz
A

o oy w r°"

4.2 AF dHH g9l 5o|H mizjolg

Ao Zol= AAL e HFIP] S}
o ] 71l wE stge] 4135 o 58] (Sign
al-to-Noise Ratio, SNR)& Al4tste] w|asly]
th 38 4 104 AHE Ao 33 A



498 vlz2alls] 7uk Ay 240 g S Sk LEFEY suk 3E Al 7%
SNR Results
25 T T T T T 7SNRFCA
& ] e
Wy n ZD’F +SNRC:T’ SNRme&a\—
X: 27 — & SNR —SNRCOde
o Y:19.5 15,“ B 7SNRREW
T L ‘l ]
& L
i) 10
< |
£ S |
g !
[ L
0 40 50
) s
500
Samples
Fig. 5. Results of Signal-to-Noise Ratio
ES #8& rl83te] AglE Asgslgdel. Aol S AAeE sa3en, step size 1, window siz
NRS (15)2 #Hwstglen dolel: 12H+-E Sub e 23, principal components 212 A& ¢
bytes 89| a9 do|E F& AHS-3IT). gk 9o gk SNR Zolc} ol SNR2 14
Ak el A5 21T slo]u slejg 07ZRQENA 597252 SNRp, B}t F& F3]01A]
o] A%l QA FHo| Zv|= w3 zs)9) E g 3o $7h FEe] woklehd o gobd Zlew
A3k 800elr, &YFE 15 29F9 xtv | A}EIC)
30, 2959 FFG= ReLU, 2459 24T WZ TWE SNR, s A7 S 085}
e AR S ARRen 7190 He norma g qe)2 a3k shge] Hj3 SNR Azolet 414
1 initialization(16) W o2 njelojii= (o2 o7 SNRe] H& 71& % 4 glon E3] 76H
z7|8sk9)aL, 27] 58 (learning rate)2 0.00 Al AR A 2049022 ThE AT 7|WEe] Hu
12 Adam optimizers AH3te] VIESZE <7 29 wmsle] A e Asne neZc) wal
steleh. HE A A5 dlolH el B &4o] 76MA AAL AR 53o4 SNRe] 714 =&

2 W) Sebrle g AHgsiele.

Al
=

4.3

o

R

Fig.5.= AA2] 7]l w2 SNR Azs 23
AHolet. Fig5.olA 254 22l SNRg,, & A
Ae] 7|8 T3] @ ol ek SNRE Al
AkgE Astolrt. dld SNRellA 2z T6%Q1E
ol 5.17820c}h. T T L] SNR,,E 71E
Akel AA2 7|l o]-g-3tod step
size 1, window size 24, principal componen
ts 2= AAE 533 3ol iz SNRolct. 3
T Febrles AdS F3 SNRel 7t H= @
5 S5t ARl e, #Hd SNRS 112¥]1E
oA 9.54890 |t} WA I L SNR,,,E AT

Ll 3]
= A (<]
WAL olgat] FHREAN $AT WS o

Z BB )
‘T‘/\é T’:‘\L‘/gl’é‘

[0

o
=

e

& ot oleh vEA B

= 7 4
o] ARl SNRp-, 8t SNR; 8 A5 2 729
Al o] principal componentsE a2lsle] AAks}

Hebw vherks A Hg 4 9lr

AR LEQIH] T2 F stz A4 ¢

%o A% =R sPthe AL melr] sl
Table 1. Comparison of Signal-to-Noise Ratio
Results

Trace Maximum SNR

SNRp.., 5.1782

SNEpc 9.5489

SNR; 4 5.9725

SNBp, o050t 20.4902

SNB G4, 19.4983




A8 1533 (2019. 6) 499

SNRp, posa® AHSF BT 5T 2 BT

] iﬂ% o]t "%:% &= EHO]EM] EH?“J SNR

N
%
b
o
i
%
L
o
%
2
I
b
E
gd
ﬁ

ADH SNR-2 SNRP“WWZEE‘ri ‘4%] F 19498307

FAREAT YRR v S5 A
& wlFT) ol FAPEAT AFPREA 2
e AdwAl WY Sk e A Yo e
A 7el] 9E Astelrt

A& B AR ol AA A5 IF
& % glow, wat slEe] A LA AHES ol
S Aur 4 gl PgEdes ¢ 4 ol

q fr

ig.6.= SNRe] 7} =2 763231 AA
d 2t Fae] s dlol Bl wet 9y LSS ol

Raw

Proposal

| J\%/&x

0.06 0.055 0.035 0.025 0.02

Fig. 6. Normal Distribution of Traces

A7 (Noise Reduction) v}3 A™(Trace Align
ment) 59 AT FAHE FY3pA] Yol EAHT

2 o

Mo e % Mo %o fer2 38 A £
O

i}
> o & tp
‘oﬂl’ﬂl

L 2 O o Lo ol ok

R c
Lo TS e

2
N

z
|o
fru
N,

m'?‘"_lZiHU

"1]—‘—5—‘?45'-9] fﬂ,’f}"] 2 6]—1‘4»— A A o] &4 3}

o L
;
H
X
ru&
o
rﬂ
o,
=2
>
b1
z
i)
ol
(o
o

o
b,
e}
N
N
-z
B
I
T
2
N
L
lo
oX,
olf
tlo
n)
Ho

References

S. Chari, J.R. Rao, and P. Rohatgi,
“Template Attacks,” Cryptographic Ha
rdware and Embedded Systems-CHES
2002, LNCS 2523, pp. 13-28, Aug. 20
02.
W. Schindler and K. Lemke and C. P
‘A stochastic model for differenti
al side channel cryptanalysis,” Crypto
graphic Hardware and Embedded Syst
ems-CHES 2005, LNCS 3659, pp. 30 -
46, Aug. 2005.
P. Kocher, J. Jaffe, and B. Jun, “Diffe
rential power analysis,” Advances in
Cryptology, CRYPTO 99, LNCS 1666,
pp. 388-397, Aug. 1999.
E. Brier, C. Clavier, and F. Olivier,
“Correlation power analysis with a lea
kage model,” Cryptographic Hardware
and Embedded Systems-CHES 2004, L
NCS 3156, pp. 16-29, Aug. 2004.



500

nZ eIty 7wk A

719 A AA 71

(5]

S. Yang and Y. Zhou and J. Liu and
D. Chen, "‘Back Propagation Neural N
etwork Based Leakage Characterizatio
n for Practical Security Analysis of Cr
yptographic Implementations,” Interna
tional Conference on Information Secu
rity and Cryptology-ICISC 2011, LNC
S 7259, pp. 169-185, Nov. 2011.

H. Maghrebi and T. Portigliatti and
E. Prouff, "Breaking cryptographic im
plementations using deep learning tec
hniques,” International Conference on
Security, Privacy, and Applied Crypto
graphy Engineering-SPACE 2016, LN
CS 10076, pp. 3-26, Nov. 2016.

E. Cagli and C. Dumas and E. Prouff,

“Convolutional Neural Networks with

Data Augmentation Against Jitter-Ba
sed Countermeasures,” Cryptographic
Hardware and Embedded Systems-CH
ES 2017, LNCS 10529, pp. 45-68, Au
g. 2017.

B. Timon, “Non-Profiled Deep Learnin
g-based Side-Channel attacks with Se
nsitivity Analysis,” IACR Transactions
on Cryptographic Hardware and Embe
dded Systems-TCHES ‘19, Vol. 2019,
no. 2, pp. 107-131, Feb. 2019.

E. Prouff and M. Ricain and R. Bevan

“Statistical Analysis of Second Order

Differential Power Analysis,” IEEE Tr
ansactions on computers, Vol.58, No.
6, pp. 799-811, Jun. 2009.

(10)

I. Goodfellow and Y. Bengio and A. C
ourville, Deep Learning: Adaptive Co
mputation and Machine Learning seri
es, MIT Press, Nov. 2016.

K. Hornik, "Approximation capabilities
of multilayer feedforward networks,”
Neural Networks, vol. 4, pp. 251-257,
Jan. 1990.

P. Vincent and H. Larochelle and Y.
Bengio and P.A. Manzagol "Extracting
and composing robust features with d
enoising autoencoders,” Proceedings of
the 25th international conference on
Machine learning-ICML'08, pp. 1096-1
103, Jul. 2008.

M. Abadi et al, “TensorFlow: Large-sc
ale machine learning on heterogeneou
s systems,” 12th USENIX Symposium
on Operating Systems Design and Im
plementation-OSDI'16, pp. 265-283, A
ug. 2016.

Keras: The Python Deep Learning lib
rary, ‘Keras,” https://keras.io, 2015.
S. Mangard and E. Oswald and T. Po
pp. Power Analysis Attacks: Revealin
g the Secrets of Smart Cards, Springe
r US, Mar. 2007.

K. He and X. Zhang and S. Ren and
J. Sun, "Delving Deep into Rectifiers:
Surpassing Human-Level Performance
on ImageNet Classification,” Proceedin
gs of the 2015 IEEE International Co
nference on Computer Vision-ICCV'15,
pp. 1026-1034, Dec, 2015.



AWK 535 =4 (2019, 6) 501

(M X274

A % & (Donggeun Kwon) A3

20184 2% yuigta f&3 A}

20184 3¥~&Al: zedgn Hry sty Azt
(Aol Ad 34 |Hed, #Algy 74k ks

21 A & (Sunghyun Jin) A3

20154 29 AeAIgd st 3t skt

2017 29 zEdgn R s A}

20174 3¥Y~dA: wdEta AR R 53} ukalaAd
EAlEeh) #9234, wAleld 7 i

7 3] A (HeeSeok Kim) %3¢

20064 AA st 48k} shap

200841 vt A H RS e AAl

2011 vl A H B S fEhed uhat

2011 9¥9~20129 129: Bristor University ¥ A+

2013 ~20164 8¥: =787 ]&A BATH (KISTID) Add+4

20151 ~201649 8Y: Fsbr|sdgddiskddslw (UST) o4

201641 9¥ ~&A): zEdga FHer]|Edst Alo|HEokAY g

(FA Rl Had 37 d3Axd oA B4 2 u&7d ) 33 AA s, Bk
A, MEY= Bl

% 4 3] (Seokhie Hong) 4134

19954 zedista 487} Al

19974 z=dta 483} AA}

2001d: adgtal 43k} upal

19994 8€Y~20049 24 AT H elzE2A AddT4
20034 3% ~20044 2% ydgn AR B 37]EAFAE AddT+d
20044 49 ~2005 29: K.U. Leuven ESAT/SCD-COSIC ®r}3 o144
20054 3¥~20134 8¢: wHdlgn HRBISA Fu
20139 9¥Y~dA: weidsta R RISt A

(GAEoR dA7] 2 7] 5 dxedE, A 34 2 7]

i}

rE
o
N
iy
52}
2
1>



