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Abstract This paper proposes a class—based FQ—CoDel(Flow Queue—Control Delay) algorithm. A variety
of application system services create bottlenecks in tactical communication network and the bottlenecks
cause some problems such as traffic loss and delay. Therefore, more research on effective traffic
processing is needed. The proposed class—based FQ—CoDel algorithm, suggests dynamic buffer
management and scheduling, classifies specific packets in each queue according to service attribute and
criticality and checks periodically latency of the packets in each queue. Also, it abandons the packets

if some packets stay in queue above schedule time and manages the total amount of traffic stored in

queue with certain level.

Key Words : Tactical network, FQ—CoDel, QoS

1.4 & AAUSR), AF A HEAAA(CLD, AE FE71s
AA(PGMs)3t S8 2o AFES Suskshr| sl

ARZA7)Ee] Wy 31485 B4 wh sl e} HEY T T4 837 (Network Centric Operation
T A& 87138 BA7|&ol et A7et Environment, NCOE)©] dA9] Sil& 9T o=
o] ghts] o] o x| Yt m L AR EE  odEe)
A, e 2B 18 Received: 11 April, 2019/ Revised: 11 May, 2019
Aedak 20199 49 119, 48 20199 52 11Y Accepted: 7 June, 2019
AANZAGLA: 20199 69 79 “Corresponding Author: jmparkl2@add.re kr

The 2nd R&D Institute— 1st Directorate, Agency for Defense
Development(ADD), Rep. of Korea



Application Study of FQ—CoDel Algorithm based on QoS—guaranteed Class in Tactical Network

WIN-T (warfighter information network—tactical)
= E5 FiENAS FAH o7 FHER(edge force)
7HA] P = (seamless) GES &3l A 3EE TF
st SIS ARt ms EES] HERE YA oA
ARE wAshs 5 AFEES i3 sk giokl @
S VP Aol ARTRE 53 TAE 2H 5
o] 995 st7] Ha d=d B EFNA A (Tactical
Inform ation Communication Network, TICN) 7
#als 31 Folgl

Ae YEY TN -8 MH]2E VoIP(Voice over
P)AH 2, ) A&, SFDHE AR 2, o] 838k
TEAA T Tl AlFEH, Ee] LA wet

Y

4
AUAE Fdol AT T A, £, UGE, Aaw
ool te 8Ale] HERR e AleS arEfste] A
H| A~ = E

A QA Salste] slobad B ElAe] Fhssokait. ut
2 1% A2
% 4 doly

a9 1. ST AT (WIN-T)
Fig. 1. U.S Army tactical network(WIN—T)

chabet S8 Aulzol Edls 54E nels g
e 7%, Aehie](itter)7} A1

= 3
AR5 g Eo R Q8] 37 Eo] T wag

o] g Wi QoS WA -3 SPQ(strict priority
queue) 2} CBWFQ(class based weighted fair queueing)-2
%33 LLQ(low latency queueing) TZ°]th A& &
& AAe] Y] Flow H 85 A WEIS QoS =
&5 918IA= Flow ¥ AH] 2~ 87 ARERS whadgh 48

4 F#2] (Adaptive Queue Management, AQM) 7]

Al 2ol dnk fES T W HAE EDINA AH:
skl e dybARl ke 7IwE 484 e 71y
of gk Ade mE3 A 3ENA S 7w
FQ—CoDel &are]F thet 7idS AdrgstaL Al 47¢lA
+ Riverbed ModelerE &3] FQ—CoDel(Flow
Queue—CoDel) 9] &-&Alel thslA 1zsic) A 529
Az ool Ug Hdutd gigk A8& AA S

it

N

ILAgH 7Y =

Wy Fe] daE)FES it WEdols 7Fo® 3t
+ RED(Random Early Detection)!”'7} 9l om ol
Flowel thale] REDE #-8-81= FRED"® %ol glt}h 1
2o R EAY YA ARES VEL

ol 3

8h= BLUE"

#H 7] eh=

]_T’_ 9}14_.[10,11]

d(Information Compression Model)
TCP 71%Fe] AQM A]2=Hlo| A #8715

A 58 2A(fluid—flow model)?o]t}.

td

— p(t—R(t)) (1)

1 Wi(t) Wit —R(t))
(

R(t) 2R(t—R(t))
i) = N -

¥ 1. TCP/AQM #& F2 W
Table 1. Major variable with regard to TCP/AQM

kai a9

W TCP 4w Aol

d el Aol

R FEAZ

N TCP A4

P TCP AZA<] W7 =& 35




The Journal of The Institute of Internet, Broadcasting and Communication (IIBC)
Vol. 19, No. 3, pp.53—58, Jun. 30, 2019. pISSN 2289—-0238, eISSN 2289-0246

(1)e] 2] a2 M2 F7(addictive increase)
2 w4 A (multiplicative decrease)Z TCP Reno
£ B B2 3 #H5-E9) F F-5(queue dynamic)el
alA] 71sskRn). v EA], A v)skald = do)
A S & lom F AP AR A s Tl
o] Wi 3 WA SA0R Bl 1A Al o

3. Aagel Ao AN Fuk 7o Fx
Kl WL D1ff%erv‘d“‘° 14&3}04 4 EAA

32T A4 A WEde] Muls 5 B3-S 99
& Al HEHIR FYHE
DSCP(differentiated service code point) ZE=E 7]
Fow Mulx FYs HR BRE A 42 Muls F
g2zl W)= ol AFEnt 2t FE2 4 9ol
upe} 2+7F 294 22 (1st PQ), $-41 212 (2nd PQ),
o WF(WPQ), el ¥ g(BE) o= FEdrh

I 2. A% UENIY Qo0 T A
Table 2. Example of QoS Queue Structure for Tactical

Network ¢!
== [ o
MHl~ | Dscp | Dscp |wmar(zhMe| Adfoc lojs B M
= || s
EEERE
(1,253) 26 15¢ pot
; .
= 1~1s
ST EF P P
e (B Q| PQ apg Pa
)

N Jnd ond
16~31 QY PQ

~fo|~rm
B

0z | A
oln
I

w
I
1%
ofn
1
A
¥
o

atesimof | 48

LIENR | {CS6)

SNMP 24

HAIX| (€53}

34

S HlolE (AF41)
= =f A[0] " WFQ i 2nd
BeOrE 3471 aa7hy) pa | o

=
il
=
3
E

w

Jhoi
F Ll
W0

nm
12
[m=
|
Hofn

In
I
Y
A
>
N
o

FIFO

=
2
[N

i
el
z |
I 4
2

w
ojn

A

4th 3rd
PQ PQ

m
il
on
U

0 ~
(BE} 49~63| BE

o™
:

1
00|

«@

i

g

N
|m
g
E

AA S 7 %Lz_t 7 29} 7Lu} z1 o.M xa] Au
o] &9 JEMIO]
-4 Al
Mujz S EEES *”4"1] w}a} WH ik
oA M (preemption) A& Ht}.

a9 2. AXA 7Y 7=
Fig. 2. Structure of low latency queueing

= WA SPQel| sjgEls AH| A 2 AES A
SPQel sgsl= Hu|x~ S EfEse] A4
AZo|A] HA HEHH, uale

= 70e] SPQel SdEl= AH) A S
IR {% Foll 7H8-3 v F-2 CBWFQell A
Al 2 EddEs AEched
CBWEFQ }\71] 2ol ]3] Alo]¥= Tail Drop F&
Z}zko] 9-2Melel uhe) HaA BA o9 Fo] z4z A}
&t EXJE]D%, R uﬂﬂt 7} o] Ael gy} F A7)
ofaf AA At T Z o7 i tgZ o)At 2y
g syt 7t 7S X}ﬂl A At RE wH7)Eke] *
28 AlolE 3 Erk mA o A gIE wio)
9l w2 Eg)9) = BE(Best Effort) E#Y

T g Fo] e A AFHA Hh

£
X

T

2

>

Oii
i, |

>
o
i
o

2 nE rlO ;

it

7}z

L 488y A% Aus ¥4 1wy 7=

1. CoDel X2 EZ
CoDel ZREZS AQM 7|HE H duhite] &
e A i TREF Fof SR 1Y 39
o] Jtoll #zle] QA==
o] A AI7HS FH 3

-

]300 time stampZ 7]%3



Application Study of FQ—CoDel Algorithm based on QoS—guaranteed Class in Tactical Network

] ;]E(head)oﬂ Aol Sl TrellA 7 2
AlRrol Z7] wlstel] of sfjZle] <
3 A ARE o el AdE A

23t B3l Head-Drop
> Target Delay)

19 3. CoDel 713 713
Fig. 3. Basic concept of CoDel

2. FQ—CoDel(Flow Queue—CoDel) Z2EZ

FQ-CoDel ZREZFS U4 CoDel &
DWRR(Deficit Weighted Round Robin) 7| Ho &
A& sk Walelth AH| 2~ Flow & =842 F5
Akl o5& DWRR WA o ~AlEdd st S
’\1H]’\ Flow "= "‘015‘ = AGARE QoS &7
a1, A2 7he] IS B

. %Té*é EXP—« Al A= AE) s

FA0ge] A2 Flow 8 &7A1HS
2ERo) ) Aol

] x
4 1S 98] FQ— CoDel ?Z% 3

o
do g
Ho
r)'
iy
f
12
il e
)
%
f
)
o
f
.?L
w
3]
’?

Flow-specific Queue | High Priority

Dela Drop?
L Priority
s ) Quese) "
e

w04 18 Auond

[ Queue

Medium & Low,
Flow-specific Queue Priorty
b= v
De\a Drop?
- @

V

a9 4, A3 HAE Au)x TAH Y TR ER
Fig. 4. Detailed Design for AQM Protocol

Queue

A AAA

V. M&S =2 74 3 HS

1. FQ—Codel &9 &
FQ Codel 7] Riverbed Modeler®] CoT R4S
7o 2 7 sk

FHRE=E AT

o
=
3

=
1% 59} o] EEAx Rl

-~

e

29 5. FQ—Codel ZZ A2~ RElo] e
Fig. 5. State diagram for FQ—Codel process model

- O

FQ—Codel 7+& RA& A3 f8liME A&y
7o) AA AFo] desith ¥ 62 HeghdA ]
ok ol 3L A5y e s £ 1wy
Tzo| A B8 93 538 M&Se] 874 Aol

A HaE 98 7|E dEs5Awe] LLQ 729 4
8 As s FE 23 29 A5S vk
2128 de Mulx= 4 1A 725 Flow 719 QoS
o] Welo] wE njuE $13)] FulEalae de W
B o] Egojol|ut 283 7$-9} AA 2$-Elol] 2&
g ASE 47 A 2AsIT

‘g%?l‘

. .é/a - cesie g
: oheh 3 * 1 i

a9 6. AwAdA EEZZA =
Fig. 6. Topology structure for tactical environments

M&S EEEAE 17 79 Zo] 7Pde] Ao e
EZZAE AL, 4% AxE A FH A5

H g 98 Uzt AAATE A, 93] EH4E 2
TCP FAA R SHAIZHE v ws3ith CoDel A4
HFE oA Hole uhe} o] M| MR 2 F



The Journal of The Institute of Internet, Broadcasting and Communication (IIBC)
Vol. 19, No. 3, pp.53—58, Jun. 30, 2019. pISSN 2289—-0238, eISSN 2289-0246

Ak By vl v FaE Rl ahr] {4k it
= HAA] et IER(Information
Exchange Requirement)2] 3¥f Z7]2] EZFS H9]

= o] 2HA 5o YEY A &5 Asto|q A
T EAE SIS 87 Aol

(1
[m
&
L
o
it

4= W&
=4 = e Edge Re 2 71E 584 24
= IE 719 QoSTZ

A% Au|2: B4 0Y P

» A wEo] HEY dE AE s 1 B F2AE
R EEALS 17

EZEA = XA 26704

= U¥/FY/428 FEAL 9 /31 /16304

®Ha 4 2)7%4/914 =5 BER 107°
‘_ o AEa FE FE AA, A E AR EAE
e A% T oo
= TCP #4: SHAIRE
Class EF | AF41 | AF31| AF21| BE
CoDel Eaerliet 005 | 01 | 015 ] 02 | 025
shepul el i
Check 1o fon | o1 | o1 | o
Interval

a9 7. A%

A EERA
Fig. 7. Topology for performance analysis

3. FQ—CoDel SIRES M&S 449

X A3} 18 83} o] H-8 A
28351908 u), H7 SAES Z7)

a9ith 715 LLQ 2ol A 714 22 57 &aFo] 1
2 FA v F2E AA Bl

Hg89 W7t by we o
92 A2 S| 24 Auls )
wro] Au|2 FAe] G2 v
2T A WA 1 A Sk A A1) aholet
9} o] Afu]2s 2
0318 ZAAL HISePl £4%

g seln 5 9;4. B i AEFE LLQ P27 7

35 s
Blegacy  bevolume.
30 - 1 FQCoDellGW only] i
mFQ.coDeFul) i
g | & FacopellGw ank)
£ = FCoDei(Ful)
2 2 —
.
2
£ w0 §
5T z L
ol 7 [ | B | P—y
W MR AR ol BE A1 AFHL ARl

a9 g Au s it gz IH 9 ANs 8 fE AE
=5 &

Fig. 8. Average packet Fig. 9. Effective
drop rate for throughput for
service service

T AA e 27 103} o] ﬂxﬂ Z--Eel A
S@ A Fd A TS A88islE W 7P A
UrE‘rkM al xd_iﬂ 2he-Eol 44389 492

%Oﬂ 23l n
o] 17] wliell WA -Efol X—I%O} S uj Aol
H]-] 719 trade—off #AE

EE R
ZrHow Awst Bas,

1000
Blegacy legacy
DFQ.CODLIGW only) | 50 CoDel(GW ony]
_ B - | o
i 850 Cobelul) g s . Cobel(Ful)
i w0 1l & oo
3
z £ 3000 -
g | Il
HET.
i g
o ‘ L oo L1 U
.
1 ol *
i A AR el
NnooMn Ne o

a% 10, A W Zuge L 1L TCP AR o A|7F
P AF A4
Fig. 10. End to end delay Fig. 11. Reaction time for
for service TCP session



Application Study of FQ—CoDel Algorithm based on QoS—guaranteed Class in Tactical Network

oV} bt BE 4ot

1 e s 3y

r
ol
ol
Fl
-
D
O
o
)
@,
o
ofo
>,

=
/‘1% A7 0}—‘ WFQE @%fﬂ 5
skt 1A, AQkelE Ve
3} Riverbed Modeler® 7Hate A
o] AT A4S FAsIgltk AlEdleld A AlRb

=
3O Ao 1
g A% *

o &
oo

O N oo ofy ofy |

rlr oo
N2
it

[o
)
oo
_0|L

ol
-

o
2
2
)
oo
e
o
o
L
2
__)‘J_r‘(
o
o,
ALY
o
aq
=2
o
op
e
ol o

o ooy © 2
M
N
u
ol
2
__)‘J_r‘(

References

[1]1 Y. S. Im, E. Y. Kang, "MPEG—2 Video Watermarking in
Quantized DCT Domain," The Journal of The Institute
of Internet, Broadcasting and Communication(JIIBC),
Vol. 11, No. 1, pp. 81—86, 2011.

DOI: https://doi.org/10.7236/JIIBC.2014.14.2.17

Do

I. Jeon, S. Kang, H. Yang, “Development of Security
Quality Evaluate Basis and Measurement of Intrusion
Prevention ~ System,” Journal of the Korea
Academia—Industrial cooperation Society (JKAIS), Vol.
11, No. 1, pp. 81—86, 2010.

DOI: https://doi.org/10.5762/KAIS.2010.11.4.1.1449

w

Eun—Gyu Ham, Chang—Bok Kim, "Model Implementation
of Reinforcement Learning for Trading Prediction
Using Deep Q Network ," The Journal of KIIT, Vol. 17,
No. 4, pp. 1-8, 2019.

DOI: 10.14801/ikiit.2019.17.4.1

[4] General Dynamics Mission Systems, WIN—T The mobile
expeditionary soldier's network, pp. 27—28, Mar. 2017.

[5] J. Park, “Network Configuration Scheme to Improve
reliability Based on Tactical Wireless Network”,
KIMST conference pp.699—610, oct., 2017

[6] Jang—wee Research Institute for National Defence in
Ajou University, “Guarantee of InformationCirculation
for Weapon—system in All=IP Tactical Network,”
Research Report, 2014.

[7] B. Braden, “Recommendations on Queue Management
and Congestion Avoidance in the Internet,” RFC 2309,
1998.

DOI: https://tools.ietf.org/html/rfc2309

[8] Woo—June Kim, Byeong Gi Lee, “FRED—fair random
early detection algorithm for TCP over ATM
networks”, IEEE IET Vol34. issue 2, pp. 152—154, 22
Jam. 1998.

DOI: 10.1049/el:19980049

[9] W. C. Feng, Kang G. Shin, Dilip D. Kandlur and
Debanjan Saha, “The BLUE Active Queue Management
Algorithms,” IEEE/ACM Trans. of Networking, Vol.10,
No.4, pp.513—528, 2002.

DOI: 10.1109/TNET.2002.801399

[10] Z. Liu, X. Hu, “An Adaptive AQM Igorithm Based on a
Novel Information Compression Model” IEEE Access,
vol2, issue 1, pp.31180—31190, 2018
DOI: 10.1109/ACCESS.2018.2844407

[11] H, Jorgensen, Toke, “Analyzing the latency of sparse
flows in the FQ—CoDel queue management algorithm”,
IEEE Communications Letters, vol.22, issue 11,
pp.2266—2269
DOI: 10.1109/LCOMM.2018.2871457

[12

V. Misra,W.—B. Gong, and D. Towsley, "Fluid—based
analysis of a network of AQM routers supporting TCP
ows with an application to RED,'ACM SIGCOMM
Comput. Commun. Rev., vol. 30, mno. 4, pp.
151160,2000.




