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ABSTRACT

FLUSH+RELOAD attack exposes the most serious security threat among cache side channel attacks due to its high resolution and low
noise. This attack is exploited by a variety of malicious programs that attempt to leak sensitive information. In order to prevent such

information leakage, it is necessary to detect FLUSH+RELOAD attack in real time. In this paper, we propose a novel run-time

detection

technique for FLUSH+RELOAD attack by utilizing PCM (Performance Counter Monitor) of processors. For this, we conducted four kinds

of experiments to observe the variation of each counter value of PCM during the execution of the attack. As a result, we found

that it is

possible to detect the attack by exploiting three kinds of important factors. Then, we constructed a detection algorithm based on the
experimental results. Our algorithm utilizes machine learning techniques including a logistic regression and ANN(Artificial Neural
Network) to learn from different execution environments. Evaluation shows that the algorithm successfully detects all kinds of attacks

with relatively low false rate.
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2.4 Performance Counter Monitor (PCM)

Performance Counter Monitor(PCM) [8]+& 918 Z 2 A
o] HExHa JREH #@e HoF7] 93 =424 PAPI
(Performance application programming interface) ¢ +-A}3k
oh. PAPIE Z2AXA ol7ldxo A AFshs A 7H=Edl
Aeb7] \ek A FH ol ol CPU 78l AlghsA] &
CUDAY WES A} 2L b2 2A4dAM% F235t= 540
2tk PCM} PAPIS] 2ol H-& PCM2 2.2 Z2A|A Ho
of gk 7h&¥ ek A 9S A7 PAPIE QPI(Quick Path
Interconnect) 9} 22 18l ZZ A4 9] A7 (Uncore) Hi
o FlEHE 2T £ gl £ =FdA AtslE €4 7
W ZRAA oA dojus 5SS RUHF S
23 22 PCMolA A 23t 7S EHEE 25235,

2.5 Logistic Regression

@l dolE(x)o] W3 Logistic Regression[9] &F3&} a1}
sz Hlolgdl gk 7tEA(W)E wet H vheloj2(b) td gk
< Equation (1)9] linear H(x)°]2} 3}, logistic regression®]
E419l binary classificationg $13l linear H(x)& EE &
0~1 Afo]Z whEo]Aof gt} Equation (1A sigmoid &
Fglz)e 0~1 Aol 2 3 2As = 982 311, sigmoid
Shamo] tiYdstel U2 3k sigmoid(linear H(x)ZE 7F4 3k
(Hx)elgha F-2m o] o] MelE= 0~1o|th whef o] 744
ghol 05K T AW olF gk 1 o], 05K} oW o F
o] 0o]t}. Equation (1)o]4 FZ2E 49 C(H(x), )| 32

AA g & gl @
3} 6% ZHHK)o] T

s ougth YA AA ()
grarol thdsiA Aol gt o

My (m o

= Zro] ZAY I v costd] e FolAa, o=
grol S8l cost Ftol AAE AL on| gt}
linear H(x) = Wx + b
g(z) = —
e
1 (1
H(:r) = —(Wz +b)

1+e

[—log(H)  (y=1)
ctr)n) = {18, (= 0).

2.6 ANN(Artificial Neural Network)

o1F AAWANN10]S A=l ANAntolr o
2 gy gdaglFo|th dubdo® AgEE AFAAY
Q 9% 93 o8 Al /MK FoE F

o giet.

o
tjo

tlo
N rlo
TR
t} % 2 H
o SR
o
T; o I :gz T
[ =
o f & 1{;
TEL
< ﬂ QI
o © _E
of =
gli n‘;g et £
A m10
L) )

[
i

[
o o

HOomy @

e b
(M
N

I oM
o
o [ oofN ofw @ Ob xo Mr o 2

S%WJE—{HMN’QEQ
T o Mo X

o rot

_{

o
rr

rlo
i’
ol)ll

>
-

3. 34 EXIE fst PCM 7I12H 44

PCME 744 AFEolut gaol 48 85 5 ZzAlA
B2 AuE RUEe] 9% dd A% AeH g AT
@tk PCMel AlFehs tbd AgHE Fol4 FLUSH:
RELOAD A4 % A 82 @A g8
slste] Y At &

A% 9% PCM 7198 S Adshs Nge 71,

31 AY =

PCM¢| oj" 7}2-E]7} FLUSH+RELOAD ¥24< w3 o
Fgs e 2 U AP 98 HFEE spye victim
o2 Yol A3S AP} Spy AFHE Intel® CoreTM
i5-5250U 1.6GHz 2442 452 8GB DDR3 Y2 a2
AF2-EH= MacBook Air(2015W % 29)E A2+l th Victim
AFEHE Intel® Xeon® CPU E5-2620 v4 2.1GHz Z&A|A
£ ®A8ka 128GB DDR3 HIEE & A3k Asus X99-E
WS AH AFEE AMEstdth 7 H3FE Y IAAE 24
7z} OS X High Sierra, Ubuntu 16.04 LTSZ #-& UnixAl<d
SRQAAE AL QLT

o7 A9S 93] Mastik [11]¢] FLUSH+RELOAD &7



,0

154 SENESe=2X/ERH H 8¢

fu

TS AT Mastike o8] 742 A A
< ol L LR o] LA ARSIt}
AATo 7 A FLUSH+RELOAD 5245 A3

rE ol

o

peh B Y [

32 Ay Zn o

FLUSH+RELOAD &

Folxol SR spy<| F3
AFE ] Ao Pa3tel 4L AP

ol® PCM 7+$E|7F 24 exo] &3 olx mtelalr] ¢
A= AF AL Hos A ATE Y therst ALg 37
I fALEA ol AFS AP ey vt upebA
victim ZAFE A wt)e A4, & A4, LibreOffice Calc 9+
Firefox 5 & Y] 714 £¢=z =219 o
AP}, 72 $gzeaY vy #FyE 7}%51:;_9] oouoy
o] B &gt7] wite] 3% Al 3 =3
Hod o7 ojmg Walr} 9l

ol
ofd

‘ —IPC —L3MISS —L2MIsS ‘

‘M
[\/\W\\ [ﬁ/j‘\ ’N ‘

. \/"/ \/
¢ ' / 7 ‘ ‘ N
\ \

. u&/vw | |

o

A “ ‘ ‘ |
\My‘\/‘\ A\Jw\ \,\““»\”\ A, A L\\,J\ M) \\”W
\ \ W \ \

Start End Start End Start End

TR 1 1

C

Count(M)
IS

@

0:00 030 0:50 130 150 230 250
Time

Fig. 1. IPC, L3 Miss, L2 Miss Count Values when Playing Video
(Start: The Beginning of Attack, End: The End of Attack)
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1:  pid = fork()

2:  if pid == 0 then

3: execute(PCM)

4 else

5¢ While fruc do

6: t'=open(Log.csv, skiprow = s)

7: array = f.readline()

& result = Detection(array)

9: if result == 1 then

10: print(Detection message)

11: f.close()

12: if s == 20 then

13: s=0

14: truncate(Log.csv)

Fig. 3. Pseudo Code for Real-time Detection Program
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Fig. 4. IPC, L3 Miss, L2 Miss Count Values when Playing Youtube
(Start: The Beginning of Attack, End: The End of Attack)
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