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A Design of Risk-Based Security Threat Assessment Process
for Fighter—Aircraft Airworthiness Security Certification

Hyunju Kim" - Dongsu Kang"™

ABSTRACT

Cyber attacks are an important factor that determines the victory and defeat of Network-centric wars in which advanced weapon
systems are highly interlinked. In addition the increasing dependability on software as its develop as the latest fighter is demanding
enhanced security measures for fighter software to Cyber attacks. In this paper, we apply the DO-326A, which is an airworthiness
security certification standard, to design a risk-based security threat assessment process by reflecting characteristics and operational
environment of fighter aircraft. To do this, we add the following steps in security threat assessment stage of DO-326A's airworthiness
security certification process. First, we derive security threats of fighter. And then, we scored the security threat in terms of possibility

and impact on the fighter. Finally, we determine the security risk severity.

Keywords : Airworthiness Certification, Cyber Attack, Fighter-Aircraft Software, Security Threat, Risk Assessment,

Airworthiness Security Certification Process
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Aspect 1 Aspect 2 Aspect 3
Tvpe - Human
yp - Non—human
e . - Privileged
Certification . Authenticated
Attitude  Accidential
- Intentional
- Constructive
Threat Motivation - Malicious
agent - negligence
- Low
Elaboration - Med
- High
. - Remote
Locality - Local
Power - Full strength
- Unusual condition
. - Operation
Life cycle - Development
Human role . Systgm obligations
- Service user
- Modifying or destroying data/code
Method Behavior - Error
- Inappropriate authentication
Vulnerability mechan}sm & Inapproprlate
authentication mechanism
- Integrity
Type of loss |- Availability
- Confidentiality
Result -, - User data
IT ability - System
Location -
Security function -
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Table 3. Threat Sentence Structure of OCTAVE

Asset Threat Type Actor Motivation Result Impact
Network + Inside + Intentional
+ Phisical + Outside + accidental
+ SW Failure
+ Virus
+ Server + System Problem | + System Destruction N/A
- Networking Component - Communication
- Security Component Trouble or Instability . Exposure
 Desktop Workstation + Low
+ Assumption Computer - Power Supply  Revise

Loss/Destruction | * Medium.

. Laptop - Manpower Shortage  Hign

Storage Sor Maintenance Interruption
+ Unmatched

- Wireless Component.
User Needs

ete  Other Problem | o0 58 N/A
+ Composition of
Tauipment
+ Contral Lack of
HW/SW

Accidental R
Loss/Destructio

Inside

Intentional

Accidental
LOutside ...
Intentional
Asset Access Actor Motivation chult T [mpact

Fig. 1. Example of Threat Tree
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Table 4. Comparison of Security Threat Derivation Methods
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Threat Analysis | Automation | Create a

Division Element Tools threat tree Advantages Disadvantages
.  Threat a.gfent ’ Detailed and accurate threat There is a limit to the
Scenario Vulnerability X X A . L. . .
analysis is possible derivation of various threats list
- Assets
. - DFD Various threat lists can be derived It l.S FOOI deperlden.t and therf: s
Threat Modeling . 0O 0O a limit to the detailed analysis
- STRIDE by automated tools
of the threat.
As the corresponding concept of
Use Case easy to draw Misuse It is difficult to analyze the
. - Misuser Case. And user misuse including limitations, vulnerabilities, and
Misuse Case X X

- Misuse Case

cyber attacks, threats due to
system / SW malfunctions are
possible to derivate

impacts on the assets of
various threat lists

CC ToolBox/ - Threat agent

Predefined threat statements are

There is a limit to the
derivation of a threat sentence

PKB - Attack method 0 X applicable that matches the characteristics
- Result .
of a fighter
- Assets
- Approach type - Threat analysis and threat tree
OCTAVE Agept . 0 0 creation from V@ous perspectives Thereils a limit to the .deta%led
- Motivation enables systematic threat analysis of the threat situation
- Result management
- Effect
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Table 5. Threat Agent Factors

1. Skill level : How technically skilled is this group of threat agents?

No Some Advanced Network & Security
technical technical computer programming | Penetration
skills skill user skills skills
0~1 ~3 ~5 ~7 ~ 10

2. Motive : How motivated is this group of threat agents to find and
exploit this vulnerability?

Low or no reward Possible reward High reward
0~2 ~5 ~ 10
Threat | 3. Size : How large is this group of threat agents?
Agent
Factors Intranet
System users(Pilots/ External
Developers administrators | Maintenance Partners attackers
crews)
0~2 0~2 ~ 4 ~8 ~ 10

4. Opportunity : What resources and opportunities are required for
this group of threat agents to find and exploit
this vulnerability?

Full access or
expensive
resources

0 ~4 ~7 ~ 10

No access or
resources

Special access | Some access or
or resources resources
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Table 6. Attack Method Factors

1. Ease of discovery : How easy is this group of threat agents to
discover this vulnerability?
Practically . Automated
impossible Difficult Easy tools available
0~1 ~3 ~17 ~ 10
2. Ease of exploit : How easy is this group of threat agents to
actually exploit this vulnerability?
. - Automated
Theoretical Difficult Easy tools available
Attack
Method 0~1 ~3 ~ 7 ~ 10
Factors | 3 awareness : How well known is this vulnerability to this group of
threat agents?
Unkown Hidden Obvious Public
knowledge
0~1 ~4 ~6 ~ 10
4. Intrusion detection : How likely is an exploit to be detected?
Acﬂve dlete(?ﬂon Loggled and Logged_ without Not logged
in application reviewed reviewed
0~1 ~3 ~8 ~ 10
2) 9% Y7k 8x
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Table 7. Aircraft & Mission Impact Factors

1. Aircraft damage : How about the impact of an attack on aircraft system to flight safety?

Firel Data link | Survival | Nevigation C?(linm'/ Displayl/ Mission | Aircraft

. control sys’ sys’ sys’ en control Computer sys’
Aircraft Sys sys sys

& 0 0 0 ~2 ~2 ~4 ~7 ~ 10
Mission
Impact 2. Mission fail : How about the impact of an attack on aircraft system to Mission Fail?
Factors

Nevigation C(I)énmb/ Data link | Survival Display/ Aircraft Fire Mission
sys’ en sys’ sys’ control sys’ control Computer
Sys! sys sys
~2 ~2 ~3 ~4 ~ 4 ~ 6 ~8 ~ 10
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Table 8. Technical Impact Factors

1. Loss of confidentiality : How much data could be disclosed and
how sensitive is it?

Minimal Minimal Extensive Extensive
non-sensitive critical non-sensitive critical All data
data data data data disclosed
disclosed disclosed disclosed disclosed
0~2 ~ 6 ~6 ~ 8 ~ 10

2. Loss of integrity : How much data could be corrupted and
how damaged is it?

Minimal Minimal Extensive Extensive
. . . . All data
slightly seriously slightly seriously totall
corrupt corrupt corrupt corrupt cormyt
Technical data data data data P
Impact 0~1 ~3 ~5 ~ 7 ~ 10

Factors

3. Loss of availability : How much service could be lost and
how vital is it?

Minimal Minimal Extensive Extensive .
- y All services
secondary primary secondary primary
. . . . completely
services services services services lost
interrupted | interrupted | interrupted | interrupted
0~1 ~5 ~5 ~ 17 ~ 10

4. Loss of accountability : Are the threat agents’ actions traceable
to an individual?

Fully traceable Possibly traceable Completely
anonymous
0~1 ~7 ~ 10
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