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Effects of Information Security Education on the Practice of
Information Security for the Youth
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Abstract

As reliance on information and communication becomes widespread, a variety of information dysfunctions
such as hacking, viruses, and the infringement of personal information are also occurring. Korean adolescents
are especially exposed to an environment in which they are experiencing information dysfunction. In addition,
youth cybercrimes are steadily occurring. To prevent cybercrime and the damage caused by information
dysfunction, information security practices are essential. Accordingly, the purpose of this study is to discuss
the factors affecting the information security practices of Korean youths, considering information security
education, perceived severity, and perceived vulnerability as leading factors of the theory of planned behavior.
A questionnaire survey was administered to 118 middle and high school students. Results of the hypothesis
test show that information security education affects perceived behavior control, and perceived severity
affects attitude. Subjective norms, information security attitudes, and perceived behavioral control were
found to influence adolescents’ practices of information security. However, perceived vulnerabilities did not
affect youths' information security attitudes. This study confirms that information security education can help
youths to practice information security. In other words, information security education is important, and
it is a necessary element in the information curriculum of contemporary youth. However, perceived vulnerability
to youth information security threats did not affect information security attitudes. Consequently, we suggest
that it is necessary to strengthen the contents of the information security education for Korean youths.
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EDU1 0.040 -0.004 0.680 0.238 -0.059 0.018 -0.0008 0.049
EDU2 0.048 0.152 0.725 0.382 0.024 0.164 0.112 0.051
EDU3 0.028 0.022 0.774 0.269 -0.001 0.126 0.162 0.072
EDU4 0.036 -0.007 0.834 0.301 -0.101 0.216 0.090 0.057
EDUb5 0.107 0.027 0.687 0.102 -0.104 0.188 0.107 0.083
SN1 0.316 0.598 0.193 0.802 0.589 0.168 0.363 0.207
SN2 0.283 0.427 0.326 0.938 0.392 0.263 0.421 0.250
SN3 0.363 0.414 0.379 0.873 0.288 0.198 0.356 0.165
AT1 0.310 0.524 -0.049 0.483 0.953 0.127 0.309 0.299
AT2 0.299 0.487 -0.135 0.427 0.961 0.143 0.298 0.291
AT3 0.348 0.484 -0.026 0.478 0.964 0.144 0.348 0.302
PCB1 0.082 0.099 0.304 0.203 0.095 0.705 0.344 0.406
PCB2 0.084 0.152 0.081 0.167 0.220 0.770 0.410 0.407
PCB3 0.185 0.100 0.102 0.139 0.041 0.686 0.230 0.214
PCB4 0.211 0.123 0.152 0.182 0.020 0.737 0.337 0.287
BI1 0.187 0.180 0.172 0.288 0.213 0.372 0.729 0.478
BI2 0.347 0.356 0.104 0.427 0.328 0.345 0.845 0.509
BI3 0.273 0.286 0.149 0.294 0.165 0.273 0.802 0.544
BI4 0.289 0.279 0.055 0.367 0.327 0.482 0.795 0.551
AC1 0.133 0.112 0.196 0.154 0.161 0.317 0.471 0.734
AC2 0.305 0.318 -0.073 0.273 0.360 0.316 0.468 0.705
AC3 0.266 0.204 -0.056 0.128 0.303 0.216 0.462 0.763
AC4 0.138 0.053 0.159 0.131 0.084 0.481 0.475 0.665
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(Table 4) Analysis of Discriminant Validity

Information . Information o Perceived . Perceived
. Subjective B Perceived i . Intention of .
Security Nom Security Severit Vulner- Attitude Behavior Behavioral
Education Practice v ability Control
Information
Security 0.742
Education
Subjective | 34 0.873
Nom
Information
Security 0.058 0.546 0.906
Practice
Perceived | 145 0.437 0.350 0.794
Severity
Perceived
Vulner- 0.075 0.364 0.616 0.349 0.899
ability
Attitude -0.072 0.483 0.520 0.332 0.333 0.959
Intention of| - 4o 0.240 0.235 0.657 0.290 0.310 0.718
Behavior
Perceived
Behavioral 0.232 0.243 0.165 0.470 0.179 0.143 0.475 0.725
Control
4.3 FX2Y U JIMAA A28 A3 (goodness-of-fit, GoF)E 7
3 A3, GoF %38%=+ 0.7006 224 Wetzels et
& AT PLS 4 A7elrt. PLS 4ellA al.[2009)] AN A1gF 7} (large) R} =7] vl 23
72 o] dre 49 (Explained variance) o] A} e e Aoz vt Tenenhaus
ol R*#e2 3= (Chin and Gopal, 1995). et al.. 2005).
PLS®| R* w43 ARRE PFoles HRNT PLS #4% £3 AzAGe) AzAS oS
AAe] 46.75%% ARkt ol= Falk and Miller AZslAt) o] 98] M AFEL o] Lale] TR
3 1025 Adsiske Aol o B3 ARZASE i, PLSA AFsHE o

(1992)e] AN A&+ HA 734
((Figure 3) #x).

Information
Security
Education

Perceived
Vulnerability

0.020
(T=0.328)

Perceived
Severity

(T=3.848)

Subjective
Nom
(T=4.054)

E=] WS o] 83kl ARASE t-3& AEsisi

0.275

Information
Security
Practice

0.557
Intention of (T=8.350)
Behavior

0.213
(T=3.316)

R square = 0.467518

Perceived
Behavioral
Control

<Figure 3> Analysis Results
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(Table 5) Results of Hypotheses Test

Hypothesis p-Value t-Value Result
H1 | Perceived Vulnerability — Attitude 0.020 0.328 Reject
H2 | Perceived Severity — Attitude 0.508 6.832 Adopt
H3 | Information Security Education — Perceived Behavioral Control 0.233 3.848 Adopt
H4 | Subjective Norm — Intention of Behavior 0.275 4.054 Adopt
H5 | Attitude — Intention of Behavior 0.144 2.03 Adopt
H6 | Perceived Behavioral Control — Intention of Behavior 0.383 7.073 Adopt
H7 | Intention of Behavior — Information Security Practice 0.557 8.350 Adopt
H8 | Perceived Behavioral Control — Information Security Practice 0.213 3.316 Adopt

FRRFHe| ARRAL Smart PLS2| Bootstrap- =
ping ¥AlollA Algsle t-3He 8 A foAS S

H3aljof gF 2
A5 5 9l H1E A9l 871 79 A=A t- 3 o] AH AFARA ggE s} gt =
#hol 1,968} ZA viehd H2-H8 79 44 A= A, ARRE wgo] AH YF5A el dFS nH
7F FodS kA etk ((Table 5) 32). = Ao R vepdth Aade] Arnsel A o
A% PEEAE NIAHRE BE37] 918 555
5. ZE ¥ AAE ARRE I 225 A P e oYS wirh £
AFolMe AREE W82 IxH PFFA A G
B A7 Hade] ARRS AA g 2918 oF S WA Ao Ve R AR BT 9SS a3}
o= I HZo] it FHATFE viEoE Y4 o AR wvbe] e 24t & 4 gl
o] AR F Al JeE vl S.elo] diste] = Ao A 2 g% AaRe o5 2 Al
Fatglon], AHHs ARl I v 29l AR AT AFEAL fste] A4 HolEE
tiste] 2Hlsly] fl8 A7 mds A AERA Z - a5 FAES e Rt o, a5
T AASe AFRe B4 F - wEsael A sl wlgel 80%0) M9 ATARE Jades
1 AES o2 AAEle] F 14345 353} oluks}sly| ol = g7} glck. B4, AR wak= 2018
3 Smart PLS 2.02.2 118%5 #4359t} 2 A3E TS dAte R Ae- o7 waET Qi)
B4 Avps o ek QAE FH A Elxel o olF % ARy &g o] Pl upe} 255w
S wA]A] ekgkA|ut, QAR E AL E izl df 23hd QA AREAY| %S Besta 9}, o]o] et
< PAe AR YEton AHREI w82 Q1A AadS 253w wshd ) S5k pss o g AR
= A5EA FFE A= AR eyl 53 stato] Fowd oAre] AR RS wSo] ARRS AH
A 9, He, A" P55Als B5 e s o] m|x|= gk ti3le v A Ao B A arde
vx= AR vepgr, 5o 5o} 1A 35-5A AR R T tste] AAEA A D v} gl w=st
= ARES AXe 9 vH= Aoz Jepgoh A4ad A AR W T w8 a5 A o7 A
Ao ARE S Ao Adgg v 2qld o Z3l7] Qe 28 A - T2 Agske] A= W
g S B e 22 AP S 2Eskdeh A A1e] 7t F st
A, AeAEe] ARES 9 g A= A4
< ARRS X FE HH= ALZ JEREH References
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