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ABSTRACT

This study proposes a malware classification model that can handle arbitrary length input data using the Microsoft
Malware Classification Challenge dataset. We are based on imaging existing data from malware. The proposed model
generates a lot of images when malware data is large, and generates a small image of small data. The generated image
is learned as time series data by Dynamic RNN. The output value of the RNN is classified into malware by using only
the highest weighted output by applying the Attention technique, and learning the RNN output value by Residual CNN
again. Experiments on the proposed model showed a Micro-average F1 score of 92% in the validation data set.
Experimental results show that the performance of a model capable of learning and classifying arbitrary length data can
be verified without special feature extraction and dimension reduction.
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Table. 1 Number of training and validation data for each
classes
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Table. 2 Computer Hardware Specifications for Experiments

H/W Description

Intel(R) Core(TM) i3-8100 CPU @ 3.60GHz
(4 CPUs), ~3.6GHz

GPU | NVIIDIA GeForce GTX 1060 6GB
Memory | 8192MB

CPU
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Image Image Image Image
seq #1 seq #2 seq#3 seq #N
Dynamic
ConvLSTM
-
0.1 0403 0.4 0503 02 03 0.2 0102 0.4
0.2 0.7 0.2 0.8 0.5 0.7 0.1 0.1 0.1 0.2 0.1 0.1
0.7 0.6 0.1 0.6 0.7 0.3 0.3 0.6 0.2 0.4 03 0.2

MAX(: | 4o

040503

08 05 0.7
06 07 0.3

Channel
65'— } Concatenation

0.4 0.5 0.3
08 0507

06 07 03

Class Train ing data Validation data
Ramnit 1231 308
Lollipop 1982 496
Kelihos_ver3 2354 588
Vundo 380 95
Simda 34 8
Tracur 601 150
Kelihos_verl 318 80
Obfuscator. ACY 982 246
Gatak 810 203
Total 8692 2174

Fig. 1 EVariable length encoder
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Fig. 2 Classifier with Residual Convolutional Layers
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Fig. 3 Residual Conv 3x3 Layer in Fig. 2.
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Fig. 4 Loss and accuracy graph.
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Fig. 5 Normalized confusion matrix.
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Fig. 6 Micro-average ROC curve
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