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ABSTRACT

Typical software developed and used by North Korea is Red Star and internal application software. However, most of the existing

research on the North Korean software is the software installation method and general execution screen analysis. One of the ways to

identify software vulnerabilities is file fuzzing, which is a typical method for identifying security vulnerabilities. In this paper, we use file

fuzzing to analyze the security vulnerability of the software used in North Korea's Seogwang Document Processing System. At this time,

we propose the analysis of open document text (ODT) file produced by Seogwang Document Processing System, extraction of node based

on Document Object Mode (DOM) to determine test target, and generation of mutation file through insertion and substitution, this

increases the number of crash detections at the same testing time.
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Fig. 1. Red star's Seogwang Document Processing System 3.0

Local Header #1 - Afile containing the actual contents of the document
1 Contentxml | - To reduce the time to save and read documents, save without
ot formatting elements
File Data #1
- Meta information about documents that can be entered in
5l Metaxml attributes
ey Local Header #2 | . - Document creation date, time, and generator (Seogwang Document
L‘F,"IHI Processing System 3.0)
e = -
Area § File Data #2
""""" - Save additional properties for the document
Settingxml | - Print settings (black printing, print order designation, etc.),
Local Header #.. View settings, etc.
FileData £.. >< Stylesxml | - Save style applied to document |
Central
Directory(CD) >{ Manifestxml | - XML file structure |
File Header #..
End of
Central Directory >ENCUICH About picture files attached to ODT files
BMP, etc

Fig. 2. ODT File Structure
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Table 1. Types of Fuzzing
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Type Category Contents

- Change the value the user enters on

Simpl
Hmpie the keyboard
Data .
L. . - Change the file that the software
injection File .
enters as mput
type
Network | Change the network data packet to
send and receive
Fuzzing | Generation| - Create completely new input
data
processing Mutation |~ Change some data from existing
method input

- Random assignment to trigger

Understan | Dumb vulnerability

d format

structure Smart - Understanding the target and putting

the appropriate input values

t Document Object Model(DOM) 7[2t THE 71¥ 121

Test Case

|k__.§-\_,,-"§“3c D ]_.[ B A C D |#1

[ Ao |— aceo |n

[ A Bic/Dy|—=] a8 D C |

Fig. 3. Swap

Test Case

[ afsic oo |<‘ A 00 C D |#2s7
[a f c D] fFC b |2

[ A B c 00 |#70

A B .C FF #1024
Fig. 4. Bytemut

Test Case

[ABcCol [Bcp A |m

C DA B #2
[oaec]n

Fig 5. Wave

Random mutation Run target program

Unrecognized
file format
| processing
(No exception

occurred)

€m————

Invalid,
— Unexpected, —
Random Data

Data
Input

Exception
handling
routine

—?{ Crash ‘

-{ Normal operation ‘

File structure

> —

check

Fig. 6. Result of Execution of Target Program by Dump Fuzzing
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Selected
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atra
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A31 Application of XML
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Fig. 10. Mutation of the Area to be Tested
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Fig. 11. Detailed Mutation of A31 and A32
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41 Ay 9 "ot
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CERT® Basic Fuzzing Framework(BFF) Ver 255 A3}
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Target_xml2 A A st @ 372 A32WA 7oz XML It
AL WolA It ® o thA] ODT Hd=Z A4S 314 3
G aZEold Fdtth ® T F T Z2A 20 o

55 o|ME7} WA Crash® YeEhH i 9 #ojg 5

S 2 g @ Wold ddo] Koz A AL, 4
qAE FE FOoE AFEA %ﬂxﬂﬂloﬂ*ﬂ g fAAE
it QiR

O
=

CVE 2012-2665% Q1545 %

J
R owE e 44 wE ER

g2 944 AT} %%Ed_
TH mER o]fojxl 24¥ ODT #4dS F=s fidto]
Aok et AA AHAN (Crash)7h F S doji

O

=
W Fig. 1304 & 4 9l%o] <office:automatic-styles> Ej
217} <office:automatic-stylesx A3xDC#1xDENAKc> = H

Table 2. Experiment Environment

Division Contents
CPU Intel(R) CoreTM i7-4700HQ CPU @
2.4GHz
SSD 256GB
0S Windows 10 Home
Target SW | Seogwang Ver 3.0
Workstation 14 Player
Memory 2GB
Storage
VMware capacﬁy 20GB
Processors 2
Tool 0S Red Star 3.0
BFF Ver 25
Python Ver 2.7
HxD Ver 1.7.7
Notepad++ Ver 758
| Fuzzer load e i)
‘ target_seed._file = pick_random_odf()
_seed_file)

target_xml = pu:k random_xml()
mutation_xml_file(target_xml)
compress_odf(target_seed_file)

target_process = run_mutated_file(target_seed_file)

‘ Pick random ODT

‘ ODT file 3 S519] Met

! time.sleep(2)
if target_process.poll():
‘ Decompress target file(ODT) ‘ print "crash"

save_crashed_file(target_seed_file, target_xml)
- ODT THUE temp ECIZ HAH else:
- ZIP THUS HESH target_process.kill()
1 AF;
- temp ECf Lj ODT 234 4 - sro-tag®] 2101 4 HOIE 44 % ¥E
‘ - dst_tagZ src-tag2 27|
. = + P21 HIO|E £7 48 mutated JSONE XMLE
Pick random XML files
’ . - BES XMLE temp EC{0| HE

content, meta, setting, styles, manifest)

- HISE ‘

- Decompressed file 5 £At9| Mg} Compress mutated file(ODT)
- if RIS FOIARE XML 021, S} mielS 2B

- temp B 519l 2E IYU 55 +8

‘ - temp EC2 22 43
-ZIP U5 YIRFECE UE 5
‘ Mutation XML file ‘ 2P u3 BIe f =

- XMLZ JSON EXtH2 Thd

- total_list M1 2 JSON key} value 5t 7+

- total_listofl €2l2| 3t £& = src-tag,
dst_tagZ Mg

Run mutated file,
If the target process terminated,
save the crashedfile

Fig. 12. The Basic Process of a Fuzzing Tool Written in Python
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Luxi Sans"
"system"/>

svg:font-family=""'KP CheonRiMa'" style:font-family-generic="
<style:font-face style:font-pitch="variable z
svg:font-family="'Luxi Sans'" style:font-family-gener
</office:font-face-decls>
<office:automatic-styles CEELx DEINAK (S
<style:page-layout le:name="pml">
<style:footer-style>
<style:header-footer-properties fo:margin-left="0cm" fo:margin-right
="0cm" fo:min-height="0.75em" fo:margin-top="0.25em"/>
</style:footer-style>
<style:header-style>
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="0cm" fo:min-height="0.499em" fo:margin-bottom="O0cm"/>

Fig 13. The Mutated Part of the Styles.xml,
where the Crash is a Mutation File
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Table 3. Iteration Cumulative Counts for Three Methods

Time Byte | Proposed Compare

(Hour) Swap mut | Method Swap Bytemut
12 8357 | 8%6 3110 %Zgj %gﬁff
24 17319 | 18007 | 6210 (;24.111029 ((6‘331)1‘)7/%7
36 | 2599 | 27333 | 8521 (;27127;7)4 (;égﬁilf
48 35752 | 38167 | 10812 (;;92;%0 (('7) 1?;?
60 | 45771 | 48996 | 13792 (;(:93;;? (E; 13;;?4
72 55656 | 59772 | 15752 (;; 1.33;34 (2;3%;22)0
84 69198 | 72648 | 17682 (;7) 43;1)6 (;; ;’74;6;’6
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Fig. 14. Iteration Cumulative Comparisons in Three Methods

Table 4. Crash Cumulative Counts for Three Methods

Time Swap Byte | Proposed Compare
(Hour) mut | Method | Swap | Bytemut
12 0 0 4 (+) 4 (+) 4
24 0 2 7 ()7 (+) 5
36 1 3 9 (+) 8 (+) 6
48 1 5 15 (+) 14 (+) 10
60 3 6 21 (+) 18 (+) 15
72 3 8 23 (+) 20 (+) 15
34 3 9 23 (+) 20 (+) 14
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Fig. 15. Crash Cumulative Comparisons in Three Methods
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