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ABSTRACT

Purpose: This study aims to apply the counter terrorism policy in pertain to malicious drone abuse and
the croweded public places in South Korea. And, to improve counter terrorism protection measure,
this study suggests an adoptation of Anti UAV technology into counter terrorism related regulation.
Method: Compared to nations’ operations of counter terrorism prevention and protection activities
with the South Korean gov, problems and limitations are suggested. Results: Anti UAV technology
could not be applied for Multi-user facilities by any law due to the limitation, so that it is required to
amend counte terrporism related policies and law. Conclusion: This study intends to identify various
protection methods against UAV threats. To reduce the risk of UAV, the law of public safety and
counter terrorism should be promoted and reinforced for the first
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Fig. 1. The incidents of terrorist attacks by years

Table 1. Casualties of terrorist attacks between 2013 & 2014 by targets
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Table 2. A example of multi-functional soft targets in South Korea
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Table 5. The evidence of North Korean UAV's infiltration in South Korea
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Table 7. Article 10 of “Act on anti-terrorism for the protection of citizens and public security”
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Table 10. Contingency situation manual for the public
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Fig. 2. A category of aerial vehicles
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Table 15. U.S. Code related to ANTI-UAV(10 U.S.C. 130I)
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T} The Senate’s Federal Aviation Administration (FAA) Reauthorization Act of 2016 (H.R. 636)2] HE-& 53l F<21H]3Y
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A1) 1] 9] F.8 Ao A 22 E2 0] 91313 ] St e 2k ek, AEel A= 20158 Aleflol ] B2

8) 10 U.S. Code § 130i. Protection of certain facilities and assets from unmanned aircraft

9) (a) Authority—Notwithstanding any provision of title 18, the Secretary of Defense may take, and may authorize the armed forces to take, such
actions described in subsection (b)(1) that are necessary to mitigate the threat (as defined by the Secretary of Defense, in consultation with the
Secretary of Transportation) that an unmanned aircraft system or unmanned aircraft poses to the safety or security of a covered facility or asset.

10) Detect, identify, monitor, and track the unmanned aircraft system or unmanned aircraft, without prior consent, including by means of intercept
or other access of a wire, oral, or electronic communication used to control the unmanned aircraft system or unmanned aircraft.

11) Warn the operator of the unmanned aircraft system or unmanned aircraft, including by passive or active, and direct or indirect physical,
electronic, radio, and electromagnetic means.

12) Disrupt control of the unmanned aircraft system or unmanned aircraft, without prior consent, including by disabling the unmanned aircraft
system or unmanned aircraft by intercepting, interfering, or causing interference with wire, oral, electronic, or radio communications used to
control the unmanned aircraft system or unmanned aircraft.

13) (D) Seize or exercise control of the unmanned aircraft system or unmanned aircraft.

(E) Seize or otherwise confiscate the unmanned aircraft system or unmanned aircraft.
(F) Use reasonable force to disable, damage, or destroy the unmanned aircraft system or unmanned aircraft.

14) (c) Forfeiture—Any unmanned aircraft system or unmanned aircraft described in subsection (a) that is seized by the Secretary of Defense is
subject to forfeiture to the United States.

15) (d) Regulations—The Secretary of Defense and the Secretary of Transportation may prescribe regulations and shall issue guidance in the
respective areas of each Secretary to carry out this section.
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Table 17. Adaptable Anti-UAV technologies in S. Korea
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Table 18. Intangible information related acts for protection purpose
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Table 19. An authentic interpretation summary of “Presidential Security Act”
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