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Abstract

One of serious security threats is a botnet—-based attack. A botnet in general consists of numerous

bots, which are computing devices with networking function, such as personal computers,

smartphones, or tiny [oT sensor devices compromised by malicious codes or attackers. Such botnets

can launch various serious cyber—attacks like DDoS attacks, propagating mal-wares, and spreading

spam e-mails over the network. To establish a botnet, attackers usually inject malicious URLs into

web source codes stealthily by using data hiding methods like Javascript obfuscation techniques to

avoid being discovered by traditional security systems such as Firewall, IPS(Intrusion Prevention

System) or IDS(Intrusion Detection System). Meanwhile, it is non-trivial work in practice for software

developers to manually find such malicious URLs which are hidden in numerous web source codes

stored in web servers. In this paper, we propose a security defense system to discover such

suspicious, malicious URLs hidden in web source codes, and present experiment results that show its

discovery performance. In particular, based on our experiment results, our proposed system

discovered 100% of URLs hidden by Javascript encoding obfuscation within sample web source files.
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Fig. 1. Executing drive—by download attacks by using
malicious URL hidden in web source codes
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[l. Background and Related Works

1. Various Methods of hiding URLs into Web
Source Codes

1 <!DOCTYPE html>

H<html>
H<body>
H<script type="text/javascript":>

var _0x2f81

t6D\x65\x3E",
¢T4\x65"] ;x= _O0x2f81[0

1Be document[ 0x2f81[ 11 (x)
</script>

F</body> ’ .
_<,htm§f> Hidden Malicious URL :

| http://caubr.gov.br/sh.txt

Fig. 2. An example of hidden malicious URL generated by
Javascript encoding obfuscation
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2. Existing Defending Approaches
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Fig. 3. Timeline showing when hidden malicious URLs can
be injected into an software(source code) during its
SDLC(Software Development Life Cycle)
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Fig. 4. The design architecture of our proposed system
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[I. Desigh of Proposed System
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1. (STEP 1) Extracting URLs from Javascript
blocks in web source codes
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2. (STEP 2) Discovering Hidden URLs
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3. (STEP 3) Discovering malicious and
suspicious URLs

upA e AR STEP 3943 kol A] §84]& &4 URL &
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& (3)3 o] 2FA(m : malicious), 24I(s : suspicious),

A4(n : normal) 2.2 FAE 4= reld], 0 < Ty < Ty < 1.
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m T, <S8V, =1
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n 1f0<SV, <T
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PYE S AR o 28E 4 ). AMAAE EHR
@FNE) FARE gaglFe]l A AA plug-in 2 F I&
TEE AW, AR 54 dagjFoEE  Ratcliff]
pattern matching algorithm[11]3} n-gram[12] So] A}&=
ok FaE, oM URL DBE AlgHAl 4% +&3 Ay
e HE AAR 758t d5E 4 vk o URL 55
< FERIEIKZTAKISA) I 2ol Aol #& =9 4
BHEE 7|¢o 2 RE 4TS WAL Zone-H[13]3} 2] A}o]
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o#fe] Algorithm 1& A57kA] A3 AMAAS] H3 &
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(pseudo code)°]t}.

[Algorithm 1] Hidden malicious URL Discovery

Input : SF(S), Tiow, Thigh
Output : HURL(S:), MURL(S;), SURL(S)

for sf in SF(S) :
# step 1
# step 1.1 - static analysis
URLpetore(sf) < extract all urls from source file sf

# step 1.2 — dynamic analysis
URLafier(sf) < extract all urls from parsed source
file sf by using ChromeDriver

# step 2
HURL(sf) = URLater(Sf) = URLpetore(sf)
HURL(S;) < HURL(S;) U HURL(sf)

# step 3
if IHURL(S)| =0 :
for hurl in HURL(S) :
if D(hurl) € [0, Tiow) :
MURL(S;)) < MURL(S) U hurl
if D(hurl) € [Tiow, Thign) °
SURL(S) < SURL(S) U hurl

[Il. Implementation and Experiment

1. System Implementation and Main View

AAANA FdE A8 dH BEQ ) 22T E=9] Javascript
block2 *2]3h= Javascript Engine & 2+= kol A w3t 73}
o] F/NE AZESOI ChromeDriver[10]5 AHE-3ISiTh
ChromeDrivert= Az3hd fdo]x] &A AMg2L fez}
Javascript A 55 #E3te] § Bepe-A] 719k HAE $28)o
e}, 7|el "AAAle] BEEL Python 910] 2.7 Bl [14]2
=2 3G
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2. Experiment Results
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[#] Downloaded Sourcecode File @ sf02
[Step 1]

[[1] URL Before ( sf02 ) |
http:/fwww. normall.net
http:/Awww. norma 2. net
http:/Afwww. norma 13, net
http://www. normald.net
http: A www. norma 15 . net
[++ wiew more ++]

[2] URL After ( sf02 ) |
http:/fwww. normall.net

http: /A, norma 12, net
http:/fwww. norma 3. net
http:/fwww, norma 14, net
http:Awww. norma 15, net

[++ wiew more ++]

[Step 2] HURL { sf02 )
(2] - [1]

http: /e,
http:/ www,
http: A e,
http:/fwww. hidden.
http:/www, bidden.
[++ wiew more ++]

ma |l ware. com/mal
hidden.norma |8.net
hidden. norma 9. net

net
net

normald.
norma 15,

[Step 3] MURL & SURL  sf02 ) |

URL Pattern... N-gram Class...

http: A
http:/ www,
http: A
http: S,

0.857143
0. 432452
0.432432
0. 4324352

0.681818
0.181818
0.181818
0.181818

Suspicious
Mormal
Mormal
Mormal

| wa re, comsma | 1

hidden. norma 15 . net
hidden.norma 9. net
hidden. normald . net

Fig. 6. An example of discovery result (Sample 2)
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Fig. 7. Discovery Execution Time (Sample 1 ~ 6)

Table 1. Test Result of Hidden, Malicious URL Discovery

Test Sample Sample 1 Sample 2 Sample 3 Sample 4 Sample 5 Sample 6

Number of Normal URLs(N) 50 50 50 50 50 50

Setting Number of hidden URLs 0 10 20 30 40 50

(Number of Malicious URLs) (0) (1) (2) (3) (4) (5)

Discovery Rate(%) Hi(.jdlen URL - 100 100 100 100 100

Test result Malicious URL - 100 100 100 100 100

Discovery Execution Time(sec) 5.46 5.78 6.03 6.26 6.52 6.74
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Fig. 8. Discovery Execution Time (# of files : 10 ~ 100)

IV. Conclusion and Future Works
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