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ABSTRACT

The medical industry is rapidly evolving into a combination of artificial intelligence (Al) and ICT technology,
such as mobile health, wireless medical, telemedicine and precision medical care. Medical artificial intelligence
can be diagnosed and treated, and autonomous surgical robots can be operated. For smart medical services,
data such as medical information and personal medical information are needed. Al is being developed to in-
tegrate with companies such as Google, Facebook, IBM and others in the health care field. Telemedicine services
are also becoming available. However, security issues of medical information for smart medical industry are
becoming important. It can have a devastating impact on life through hacking of medical devices through
vulnerable areas. Research on medical information is proceeding on the necessity of privacy and privacy
protection. However, there is a lack of research on the practical measures for protecting medical information
and the seriousness of security threats. Therefore, in this study, we want to confirm the research trend by
collecting data related to medical information in recent 5 years. In this study, smart medical related papers
from 2014 to 2018 were collected using smart medical topics, and the medical information papers were re-
arranged based on this. Research trend analysis uses topic modeling technique for topic information. The result
constructs topic network based on relation of topics and grasps main trend through topic.

Keywords: Smart Medicine, Medical Information, Healthcare, Topic Modeling, Research Trend Analysis

1. Introduction education (Swaraja, 2019). The medical industry is

rapidly developing into telemedicine, mobile health,

Artificial intelligence (AI) technology can be used EHR-EMR-PHR, wireless medical field and precision
widely in medicine, finance, manufacturing, service, medical care through the fusion of artificial in-
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telligence technology and ICT (Zawadzki and
Krzysztof, 2016). The combination of medical and
healthcare with artificial intelligence improves the
accuracy of diagnosis. This combination utilizes it
as a new medical technology or medical assistant
(Yu and Kim, 2019). Recently, As the environment
changes due to elderly society and economic industry
convergence, the demand for smart medical services
is increasing. Smart medical healthcare has become
possible to diagnose and treat through Al robot,
and autonomous surgical robot has appeared. Also,
it is possible to predict drug interactions, prescribe
and dispense. In other words, smart medical means
intelligent service based on medical information in
the form of combining medical, artificial intelligence
and ICT technology. Smart medical provide health-
care services such as preventive and state-of-the-dis-
ease diagnosis, diagnosis, treatment, and health care
anytime and anywhere. Smart medical care is divided
into technologies for measuring, analyzing and man-
aging medical information, including devices and
platforms for providing services. Major technologies
of Smart medical include Big Data and Artificial
Intelligence, Internet of Things (IoT), Virtual Reality
and Augmented Reality.

Research on smart medical healthcare has been
actively conducted on data, such as providing person-
al health record data and digital health solutions
(Wissam et al., 2018). Google, Facebook, and IBM
have developed a learning and reasoning-based artifi-
cial intelligence platform that integrates video, voice,
and text into the healthcare field. Babylon Healthcare
utilizes an artificial intelligence chatbot to collect
personal health record data from users and provide
customized counseling services to help patients cope
with emergencies and connect doctors who meet
the symptoms. However, as smart medical in-

formation can be collected and shared anytime and

anywhere, problems related to medical information
security are occurring, Information protection is very
important because medical information contains per-
sonal information.

The medical and healthcare industry provide smart
services through intelligent medical platforms, but
there are healthcare hacking issues through vulner-
able areas. In smart medical healthcare, malignant
code found on a MRI CD in a hospital can be found,
and malignant code in software embedded in medical
equipment, such as pacemakers, can be life threat-
ening (Chen et al, 2017). The Identity Theft Resource
Center, a study of US personal information leak cases,
reported that data breaches in healthcare and medical
sector accounted for about 34.5 percent of the total
in 2018. The number of healthcare data thefts and
outbreaks has increased by about 400% since 2005.
Hacking of medical device has a life-threatening effect
on an individual’s life and causes personal medical
information security problems (Lee and Wu, 2017).
The security of smart medical healthcare threats occur
such as devices, networks, platform services, and
healthcare information (Kim and Han, 2018).
Therefore, it is necessary to study security technology
to build security system quickly in smart medical.

Smart medical is focusing on the implementation
of artificial intelligence robotic medical devices or
medical applications of intelligent robotic platforms
(Silverman et al., 2015). Medical information regu-
latory and information policy trends and the privacy
of personal medical information (Zahid et al., 2019).
However, in the field of medical information, only
research on the necessity of privacy and personal
information protection is under way (Price and
Cohen, 2019), it is difficult to find research on the
protection of medical information. Analysis of medi-
cal information protection trends will provide oppor-
tunities for creating new value by utilizing the tech-
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nologies that are emerging at present. It can also
be used as a resource for solving social issues in
medical information hacking and forecasting changes
in future society.

In this study, we collected medical information
papers and examined the research trends related to
medical information protection. The purpose of this
study is to confirm the research on information se-
curity in the field of smart medical information and
to suggest the direction of academic research by com-
paring research topics on information security.
Medical information related papers were collected
from 2014 to 2018 using topics related to medical
information. The research trend analysis used text
mining technique for topic information of theses,
constructed a topic network based on the relation
of topics. It is possible to identify the main trends
through topics (Benites-Lazaro et al., 2018).

II. Literature Review

2.1. Smart Medical Healthcare

As population aging rapidly progresses worldwide,
the incidence of chronic and serious diseases increases
with the increasing variety of serious diseases that
increase the patient’s burden on treatment expenses.
In addition, quality improvement and expectations
for treatment methods are expected to increase stead-
ily in terms of medical demand. Recently, along with
the development of the 4th industrial revolution,
artificial intelligence (AI), the combination and appli-
cation of information technology to medical equip-
ment, robotics are expected to be more innovative
and effective in population aging solving problem
(Tawalbeh et al., 2016). That also being expected
as a solution. Especially, it focuses on Al and robot

technology, and shows a trend that is being utilized
variously in medical field. Recently, in domestic en-
terprises, universities and research institutes, research
and development of robotics medical equipment
combine with Al technology has been actively carried
out by paying attention to the advantages of Al and
robotic technology (Dhukaram and Baber, 2013).
One of the remarkable achievements of the applica-
tion of robotic and Al is virtual nursing assistant,
can save nurses from unnecessarily having to visit
patients and can keep patients from unnecessarily
visiting the hospital (Yu and Kim, 2019).

In recent years, with the advent of the smartization
era, smart healthcare, which is an intelligent health-
care service customized for users (patients, healthcare
people, etc.) has been emerging (Alma et al., 2017).
Besides the continuous development of artificial in-
telligence, the applications of Al on robot technology
have also developed, in which typically must be men-
tioned are: surgical assistant, rehabilitation robots,
telepresence robot, etc. u-Healthcare service is an
evolving model of mobile medical service (Goozee
and Rhianna, 2013). It eliminates spatial and temporal
constraints and provides centralized remote medical
service system based on biometric information and
environmental information collected from various
medical sensors and devices in living space (Yiwen
et al.,, 2018).

New technologies have influenced many parts of
our daily life. Today’s healthcare system has also
recognized the advantages of using Information and
Communication Technology (ICT) to improve the
quality of healthcare, turning traditional into smart
healthcare. Smart Medicine is defined by the technol-
ogy that leads to better diagnostic tools, better treat-
ment for patients, and devices that improve the qual-
ity of life for anyone and everyone (Karim et al,
2018). The key concept of smart medical healthcare
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includes eHealth and mHealth services, electronic
record management, smart home services and in-
telligent and connected medical devices. Smart medi-
cal healthcare provides solutions for personal health-
care, such as personal health devices and personal
health applications (Umakanth and Estefania, 2018).

The area of health in recent years has been rapidly
integrating technology in the monitoring, diagnosis
and treatment of patients remotely. Thus, achieving
to improve the quality of life of patients and greater
traceability of information from them. Recently study
discusses the concept of networked healthcare and
its enablement through the mobile cloud computing
and big data analytics technologies (Umakanth and
Estefania, 2018). The motivation and development
of networked healthcare applications and systems
is presented along with the adoption of doud comput-
ing in healthcare. A cloudlet - based mobile cloud
computing infrastructure to be used for healthcare
big data applications is described (Alma et al., 2017).

The EU’s MobiHealth (Mobile Healthcare) project
is aimed at high-risk pregnant women, patients with
chronic illnesses, and those with heart disease, and
provides platforms and services to provide services
such as disease diagnosis and prediction and emer-
gency response through continuous patient monitor-
ing in daily life (Yu and Kim, 2019). Recent develop-
ments of wireless and mobile technology have laid
a foundation for the new generation of wireless in-
telligent sensors (Alma et al., 2017). This same tech-
nology has made the implementation of intelligent
medical monitors that can provide real-time feedback
to the patient feasible, either as a warning of impend-
ing medical emergency or as a monitoring aid during
exercise. Intelligent medical monitors can sig-
nificantly decrease the number of hospitalizations
and nursing visits by acting as a personal “guardian
angel” that can warn the user of a medical emergency

or contact a specialized medical response service
(Goozee and Rhianna, 2013).

2.2. Information of Smart Medical Healthcare

In recent years, medical institutions are establish-
ing medical information systems, and they are digitiz-
ing all processes and records such as patient’s re-
ception, examination, prescription, treatment, hospi-
talization, discharge, and test results (Chen et al,,
2018). The medical information system is composed
of homepage, OCS (Order Communication System),
EMR (Electronic Medical Record), PACS (Picture
Archiving Communication System), PHR (Personal
Health Record). The homepage provides services
such as patient’s online check-up appointment and
hospital guide. OCS is a prescription delivery system
that delivers the prescription results created by the
medical staff after the patient’s treatment to the re-
spective departments (medicines, raw materials, etc.).
EMR is an electronic medical record that records
patient’s medical record information in electronic
form rather than paper. PCAS is a system for trans-
mitting and storing patient imaging information such
as X-ray, CT, PHR is a personal health record system
that stores personal health information in electronic
form (Goldschmidt and Peter, 2005).

Medical information systems are connected to de-
vices in various hospitals, mainly medical devices
and supported devices (Hong and Kim, 2017).
Medical devices are products classified by the Medical
Law and are products intended for the diagnosis
and treatment of diseases and ascending. This is partly
due to the development of IT technology, which
is classified as a Smart Medical Device, which is
connected to systems in the hospital via Wi-Fi and
Bluetooth communication (Dimitrov, 2016). Supported

devices are medical service support devices that are
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provided to improve patient information and con-
venience, such as electronic signatures, issuance of
medical waiting lists, and hospital information
(Javanov et al., 2003).

In smart medical healthcare, medical information
plays an important role. It is possible to provide
various services and develop medical robots based
on medical information. However, there are problems
such as institutional problems of hospitals that pro-
vide medical information and infringement of per-
sonal privacy (Alejandra et al., 2019; Appelbaum,
2000; Ross, 1996; Smith and Eloff, 1999). Research
is needed to protect medical information beyond
technology and smart medical healthcare services
to utilize medical information.

2.3. Information Security for Smart Medicial
Healthcare

EMR, which has been managed in its own form
in the hospital and clinic, has recently developed
into the concept of EHR, the personal electronic
health record of life (Wang et al., 2018). Sharing
of electronic records and prescription information
between hospitals, reflecting the need for ownership
and management of patient’s own mandatory data,
and HER intelligent and EHRS for high-quality medi-
cal services are required (Kim and Chang, 2018)
In addition, EHR and EHRS are currently conducting
standardization of data sharing, medical terminology
unification, messaging method and interface between
medical institutions to support interoperability and
connection. In addition, there are some issues and
researches on security threat factors that prevent acti-
vation of EHR market such as safe keeping and ex-
change of EHR data and protecting personal privacy
of patients (Gollakota, 2011).

The establishment of advanced medical in-

formation system poses many risks in terms of pro-
tection personal information despite advantages for
improving public health. Since medical information
is professional and public information related to the
people, special protection is required among personal
information, and digital information is easy to re-
produce (Lee and Wu, 2017). In a certain aspect,
medical information theft could be much more dan-
gerous than credit card data theft. Because credit
card data theft can be easily recognized and reported
to banks, which can act immediately. While medical
information theft, on the other hand, which is usually
difficult to be recognized by the subjectivity of the
victim.

The sharing as well as distribution of patient in-
formation enables productive medical research, prop-
er treatment of patients, and improvement in health
care quality. On the other hand, electronic patient
records pose a challenge to maintain information
confidentiality, integrity, and availability (Halperin
et al., 2008). The computerized record infers that
the requester has the same hardware and software
communication protocol and thus enables easy access
to data (Sweeney, 2002). With the advent of electronic
patient records, patients’ data can easily be shared
among physicians, health care providers, nurses, sup-
porting staff, medical research, and public health
care services (Williams, 2008). Basically, most health
care information including patients’ data is not gen-
erated solely within a physician and patient relation-
ship, but is generated from the diverse sources (Jin
et al, 2013). This may open doors to the unauthorized
parties who may unscrupulously steal patients’ data
for personal benefits, alter patients’ records, and ex-
pose patients’ medical history. In other words, the
high accessibility of patients’ data has made it easier
for perpetrators to invade patients’ information con-
fidentiality, integrity, and availability and commit
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health care fraud (William, 2008).

Medical identity theft can cause difficulties like
lost insurance coverage, mixed up records, higher
premiums, medical harm and false diagnosis. But
the reason healthcare data hacking exists is that there’s
a lucrative market for the data, and a working sup-
ply-and-demand model with both buyers and sellers.
Centralized storage make the central node exiting
a high risk. Once the system is invaded, it can lead
to disclosure of enormous patient’s privacy in-
formation and the theft or illegal use of electronic
medical records (Wang et al., 2018). Therefore, pro-
tecting patient’s medical records should be every hos-
pital’s and physician’s office concern. But with many
issues in the healthcare industry vying for attention,
security may fall through the cracks.

It will be much easier to maintain legal system
if technological security for medical information pro-
tection is enabled and abuse of medical information
can be reduced. In terms of technology, medical in-
formation should be equipped with systems such
as encryption level, processing method, and process-
ing method of medical information according to ac-
cess control and use authority of medical records
through user identification. In order to protect medi-
cal information from this point of view, joint research
among various disciplines should be preceded
(Huang et al., 2009).

The development of a security policy remains a
key step in the process of securing the system.
Unfortunately, existing policies are unable to cover
all the security needs of medical information systems.
Moreover, in practice, the absence of a security policy
in the majority of current health information systems
(passwords shared by several users, arbitrary use and
without prior study of security mechanisms, etc).
The security requirements of our system must there-
fore be defined in a very precise way and new methods

must be devised to apprehend them (Lee and Wu,
2017). Information-access control: Current research
on information access has primarily focused on tech-
nological solutions. There are very few economic
studies that offer deeper insights on managing in-
formation-access control in a cost-effective manner.
Healthcare organisations must invest in many in-
formation security measures, such as access control
systems, intrusion detection systems, policies and
personnel (Gollakota et al., 2011). The iOS and
Android App Stores offer a wide selection of mHealth
apps. Analysis of rating counts indicates, however,
that less than a quarter of available apps are in more
or less widespread use. An issue impeding app dissem-
ination might be users’ information security and pri-
vacy concerns (Kai et al., 2018).

II. Research Methodology
3.1. Data Collection

This study was conducted based on the following
analysis procedure <Figure 1>. We selected smart
medical healthcare keywords to collect objective data
suitable for analysis purposes. The SPRINGER web-
site collected data based on smart medical health-

+ Keyword Strate:
Search strategy . SG?rZh DB ¥

—_—

+ Medical information field Academic

Data collection
research data collection(SCOPUS)

\///

+ Data preprocessing

Topic Modeling + Application of LDA algorithm

— —

———

+ Analysis of research trends

Research trend analysis _ .
through major topic
—

Interpret analysis results| * Interpret analysis results

—
<Figure 1> Research Framework
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care-related keywords. We analyzed the basic trends
of smart medical healthcare research trends, con-
ducted data preprocessing for topic modeling analy-
sis, and applied the LDA model. Finally, we analyzed
the trends of smart medical healthcare research and
suggested the implications of the results.

The analysis data for this study was collected on
the Springer website. We chose the data collection
period from 2014 to 2018. Smart medical healthcare
keywords are ‘smart medicine’, ‘smart health care’,
‘telemedicine’, ‘medical robot’ and ‘Al medical care’.
We collected all articles with keywords in the title,
author keywords, and abstracts. From 2014 to 2018,
1,517 cases, 1,611 cases, 2,014 cases, 2,189 cases and
3,297 cases were collected. The paper with matching
author names and keywords were considered the
same paper. Finally, 10,562 articles were collected
by removing duplicate articles. The collected data
is organized by title, author, date, keywords, journal,
and date.

3.2. Topic Modeling

Topic Modeling is an advanced technique of text
mining, which is a technique for identifying topics
that are latent in text. Topic modeling is an analytic
technique that extracts information from the text
of a document and creates a model to search for
meaning that could not be found using existing key-
word analysis alone (Blei, 2012). Topic modeling
refers to the process of finding a topic through words
in documents and documents using algorithms to
find themes in a large unstructured collection of
documents. Topic modeling, a technique used in
text mining, allows you to find patterns in a corpus
and search for clusters of words in topics in many
documents. Topic modeling mainly uses two models.
The first is a latent semantic analysis (LSA), which

assigns vector values to segmented words and reduces
the size of the words to close them. Second, a latent
dirichlet allocation (LDA) can be used to estimate
the probability that a word exists on a certain topic
and the probability that a certain topic will exist
based on the probability (Blei, 2012). In recent years,
the LDA method, which complements the dis-
advantages of LSI and pLSA, has been widely used
in research to find the topic of the document. In
this study, topic modeling was performed using the
LDA model.

The LDA algorithm is a generation model that
finds hidden topics in the literature (Blei, 2003). The
creation model is a process of creating actual
documents. In order to create a report document,
it is necessary to model which topics are to be induded
in each document, and which words are to be selected
and placed in each topic (Blei, 2012). Therefore, it
is aimed to infer hidden variables such as the ratio
of the subject and the assignment of the subject by
the word through observed variables such as docu-
ments and words, and as a result, Rate, and dis-
tribution of words to be incdluded in each topic. Topic
modeling is mainly used in research to extract new
information from unstructured text documents, and
it is proposed as an effective means to identify topics
and trends in specific fields (Cho et al,, 2017).

In order to identify the words (tokens) in the
document to be analyzed as frequency-based, we ag-
gregated the entire article data and recognized them
as vectors for computing words in individual docu-
ments (Blei, 2006). Based on this, a Term-Document
Matrix was created that calculates the frequency of
words appearing in each document. In the analysis
result, the complicated text form is refined in order
to reduce the noise generation. In general, it is per-
formed by applying a predetermined code to the
tasks such as unification in small letters, elimination
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of insolence words, extraction of roots, elimination
of numbers, removal of spaces and removal of punctu-
ation marks. The application of the LDA algorithm
begins by constructing a term-matrix that constructs
a matrix based on the collected documents, eliminat-
ing word order, sentence, and grammar structure
and finally based on the frequency of words and
words (Benites et al., 2018; Blei, 2012). The final
stages of topic modeling are the definition and classi-
fication of derived topics. It means interpretation
of n words with high probability of appearing for
each subject derived through topic modeling and
make definition of the subject. Finally, it is possible
to apply the finally derived topics to experts and
field workers through validation It is necessary to
carry out the process of refining.

In topic modeling, the number of topics is usually
determined by the researcher (Benites et al., 2018;
Blei, 2012). That is, the researcher designates the
number of topics to be extracted by performing a
number of preliminary tests. This is very important
because it affects the interpretability of the results
of the study. If you specify the number of topics,
all the words in the data or document are automati-
cally calculated in the probability of belonging to
each topic and arranged in ascending order of value
(Blei, 2006). Key words arranged in each topic are
automatically presented, and they are used to specify
the topic. Because this automated analysis of results
is possible, topic modeling has the advantage that
it can quickly and clearly identify semantic relation-
ships for large amounts of data without prior knowl-
edge of the researcher, word dlassification (labeling),
or manual coding (Blei, 2012).

In this study, a total of 10,562 papers were used
to identify trends in smart medical healthcare
research. The thesis words were extracted by only
nouns, and 37,374 words were removed by topic

modeling by removing the etymologies of et and
al. The number of topics is changed from 5 to 15
in order to determine the appropriate number of
topics, and the results of the perplexity function pro-
vided by the LDA analysis algorithm, the interpret-
ability of the topic, and the meaningfulness of the
topic are determined.

3.3. Claume Newman Moore (CNM) Algorithm

The Claume Newman Moore (CNM) algorithm
is based on the Girvan and Newman (GN) algorithms
and is a new algorithm that increases the efficiency
of GN algorithms (Clauset et al., 2004). The Girvan
and Newman algorithms propose a modularity classi-
fication scheme that describes how to distinguish
specific groups in a network (Girvan and Newman,
2002). It is a useful method for grasping the structure
of communities in a network by quantitatively grasp-
ing the structural characteristics of links. It utilizes
the Betweenness centrality to determine how many
points a certain point (k) appears in the shortest
distance of the network and confirms the shortest
distance route. Thereafter, the frequency of the node
k appearing therein is examined and numerically
represented. Investigate the nodes and connections
that serve as a bridge between the communities
through the inter-centicity (Girvan and Newman,
2002). The higher the Betweenness centrality, the
more important it is in the inter-community network
Calculate the modularity for each group that breaks
one connection between the communities. Finally,
the modularity point having the largest value is con-
firmed as having the best community detection.

The CNM algorithm is a ‘greedy’ algorithm that
maximizes ‘modularity’ and is a greedy modu-
larity-based algorithm (Han and Wang, 2010). Each

node begins to compose a community and aggregates
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small clusters together until they have the best fit
(Newman, 2004). The Modularty algorithm finds the
community structure within the network. In general,
the community structure is a set of relatively densely
connected nodes in the network (Han and wang,
2010). Modulartiy means the degree to which the
links connected to the community of each community
are connected to the links connected to the outside.
All nodes are assumed to have their own community
structure, and community numbers are assigned to
the number of nodes. We combine two communities
into one community and calculate the variation of
modularity Q (Clauset et al., 2004). For all links,
the above procedure is performed to construct a
community by connecting the communities with the
largest variation of Q. Finally, it is repeated until
the community of the entire network becomes one
(Clauset et al., 2004). And finds the group with the
maximum modularity value calculated by the CNM
algorithm (Han and wang, 2010). In this study, topics
of research related to medical information security
are classified through topic modeling and sub-groups
are classified through CNM algorithm.

3500
3000

2500

Q

2014 2189

IV. Data analysis and results

4.1. The trend of Smart Medical Healthcare
Research

The <Figure 2> shows trends in the field of smart
medical healthcare published from 2014 to 2018, and
it is confirmed that it has been gradually increasing
over the last five years. The number of papers col-
lected was 1517, 1611, 2014, 2189, and 3297 from
2014 to 2018.

The Keyword Trends in smart medical healthcare

The keywords frequency was confirmed by collect-
ing the top 10 words based on frequency. Mainly
used keywords are ‘datum’ and so on. The most
frequently used keywords were datum, health, system,
information, patient, model, care, method, analysis,
technology etc. <Table 1> shows the top 10 words
in frequency.

Smart medicine Topic modeling

In this study, five topics were analyzed to analyze

2000
1500
1000
500
0

2016 2017 2018

<Figure 2> Increasing the Number of Smart Medical Healthcare Research by Year
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<Table 1> Kewords Frequency

Rank Word Frequency
1 datum 16,174
2 health 12,107
3 system 9,824
4 information 9,281
5 patient 7,490
6 model 5,946
7 care 5,170
8 method 5,118
9 analysis 4,849
10 technology 4294

the topic modeling results. We used title, keyword,
and abstract for topic analysis. The final stage of
the topic modeling analysis is to determine a topic
that represents each topic group based on the derived
topic. The combination of words derived through
topic modeling was profiled as a representative sub-
ject of academic research in the field of smart medical
healthcare as follows.

In Topic 1, words such as health, patient, datum,
record, hospital, disease, and treatment were derived
and confirmed that topics related to hospital records
in smart medicine care were extracted. In Topic 2,
words such as datum, technology, healthcare, service,
application, information, data, and device were de-
rived, and it was confirmed that topics related to
health care service of smart medicine were extracted.
Topic 3 was derived from the words robot, in-
telligence, Al science, interaction, and person. In
topic 4, words such as information, security, privacy,
user, system, and problem were derived, which con-
firmed that topics on the security of smart medicine
were derived. In Topic 5, words such as algorithm,
method, model, datum, image, classification, and
technique were derived, and it was confirmed that
topics about smart medical healthcare technology
and algorithm were derived. Therefore, Topic 1 was

chosen as the hospital record, Topic 2 as health
care, Topic 3 as the smart medical robot, Topic
4 as the security of smart medical healthcare, and
Topic 5 as the smart medical healthcare technology
(algorithm). A total of 10,562 papers were categorized
as 2,646 of topic 1, 2,490 of topic 2, 1,002 of topic
3, 1,894 of topic 4, and 2,530 of topic 5.

4.2. Smart Medicine Information Research
Trends

Information related topics were detected multiple
in smart medical healthcare papers. Therefore, in
the case of smart medicine related papers, the papers
containing the words ‘information’ and ‘data’ in the
title and keywords were rearranged. The number
of medical information papers in the smart medicine
field was 894 in 2014, 965 in 2015, 1,076 in 2016,
1,068 in 2017 and 1,347 in 2018. Medical information
surveys decreased slightly in 2017 but increased
sharply in 2018. Research on medical information
is expected to be actively discussed. In this study,
duplicate entries were deleted when author name
and keyword were the same. Finally, 5,332 articles
were used. Keyword frequency was verified by collect-
ing the top 10 words <Table 3>.
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<Table 2> Topic List of Smart Medicine

Topic-1 Topic-2 Topic-3 Topic-4 Topic-5
. health datum robot information method
0.035 0.047 0.01 0.037 0.023
5 patient system intelligence system model
0.031 0.031 0.005 0.024 0.022
3 care technology interaction user algorithm
0.02 0.019 0.005 0.015 0.017
s datum health person knowledge datum
0.019 0.019 0.005 0.014 0.016
5 record healthcare theory paper network
0.012 0.014 0.005 0.01 0.014
6 hospital research research approach image
0.011 0.013 0.004 0.01 0.014
; disease information Al research feature
0.01 0.011 0.004 0.008 0.012
8 risk service behavior privacy learning
0.009 0.009 0.004 0.006 0.012
9 year development life domain approach
0.008 0.009 0.004 0.006 0.012
10 outcome application science problem classification
0.008 0.009 0.004 0.006 0.01
" factor management ethic process machine
0.008 0.008 0.004 0.006 0.01
b analysis challenge agent use performance
0.007 0.008 0.003 0.006 0.009
13 treatment Data relationship security technique
0.007 0.007 0.003 0.005 0.009
14 use process human tool problem
0.007 0.007 0.003 0.005 0.009
15 information device action design paper
0.007 0.006 0.003 0.005 0.008
<Table 3> Keywords Frequency of Medical Information
Rank Word Frequency
1 datum 12,151
2 health 11,274
3 information 7,329
4 patient 6,252
5 system 5,216
6 study 5,193
7 care 4,601
8 record 3,250
9 analysis 2,994
10 healthcare 2,830
Vol. 29 No. 4 Asia Pacific Journal of Information Systems 827
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Medical Information Topic modeling

In this study, a total of 5,332 papers were used
to identify the research trends related to medical
information. The words were extracted from nouns
by topic modeling with 37,374 words. The title, key-
words, and abstract were used for LDA topic model-
ing analysis. The LDA topic modeling analysis results
of this study are as follows. In Topic 1, words such

<Table 4> Topic List of Medical Information

as intervention, practice, provider, physician, im-
plementation, communication, participant, survey,
review were extract and it was confirmed that topics
related to information collection through doctors and
participants were extracted. In Topic 2, words such
as disease, risk, woman, age, child, association, and
status were extracted and confirmed for patient in-

formation related to the disease. Topic 3 was derived

Topic-1 Topic-2 Topic-3 Topic-4 Topic-5

| intervention risk hospital image technology
0.008 0.015 0.025 0.014 0.011

5 practice woman cost algorithm application
0.008 0.012 0.013 0.012 0.009

3 service population treatment classification service
0.007 0.011 0.011 0.008 0.009

s need age disease feature management
0.007 0.011 0.01 0.007 0.008

s provider factor cancer mining privacy
0.006 0.011 0.01 0.007 0.008

6 physician disease diagnosis technique process
0.006 0.009 0.008 0.007 0.007

; implementation level drug dataset challenge
0.006 0.008 0.008 0.006 0.007

X communication child rate performance user
0.006 0.008 0.008 0.006 0.007

9 group diabetes case set security
0.006 0.008 0.007 0.005 0.006

10 factor rate outcome disease development
0.005 0.007 0.007 0.005 0.006

" participant group medication Medical framework
0.005 0.007 0.006 0.005 0.006

D outcome effect efficiency learning network
0.005 0.007 0.006 0.005 0.005

. survey CI database text access
0.005 0.007 0.006 0.005 0.005

" trial association admission machine device
0.005 0.007 0.006 0.005 0.005

15 review status event accuracy solution
0.005 0.006 0.006 0.005 0.005
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from words such as hospital, treatment, disease, can-
cer, diagnosis, drug, case, outcome, efficiency, data-
base and drug, and the subject was defined as hospital
treatment information. Topic 4 extracted words such
as algorithm, classification, mining, technology, data-
set, performance, machine, text and accuracy, and
topics were defined as medical information technology.
In Topic 5, words such as application, service, privacy,
security, device, and access were derived and selected
as a topic for health information security. Finally,
the topic of topic 1 was selected as medical in-
formation collection, and a total of 1,246 documents
were classified. The topic of topic 2 was selected
as medical information and 849 documents were
classified. The topic of topic 3 topics were selected
for medical information and 805 documents were
categorized. The topic of topic 4 was selected as
medical information utilization technology, and 632
documents were classified. Topic 5 was selected as
a topic for medical information security and 1800
documents were classified.
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4.3. The Research Trend of Security for Smart
Medical Healthcare

We identified keywords for medical information
security targeting 949 articles from topic 5. Based
on the words used in the paper on healthcare in-
formation security in the field of smart medicine,
draw a word cloud in <Figure 3>. Looking at the
tuny, ‘security’,
‘health’, ‘technology’, ‘health’ and “privacy’ were visu-
ally highlighted. In addition, we confirmed that the
words ‘application’, ‘device’, ‘network’, ‘care’, etc.
stand out. The number of papers collected was 103,
177, 199, 222, and 268 from 2014 to 2018.

In the paper on medical information security in
the smart medical healthcare field, the 10 most fre-
quently used words are as follows in <Figure 4>.
In 2017, the frequency of ‘syster’ related terms drop-
ped, and ‘privacy’ and ‘security’ words increased

most used words, words such as °

rapidly. In 2018, it was confirmed that nine words
except for ‘information” were rising.
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<Figure 3> Wordcloud for Security Issues in Smart Medical Healthcare
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<Figure 4> Top Frequency Word Graph

Topic modeling for medical information security

In order to conduct research on medical in-
formation security in smart medical healthcare, it
is divided into three topics. The topic results are
as follows <Table 5>. Topic 1 is defined as hospital
operation and insurance through extracted words
such as model, management, hospital, policy, sol-
ution, implementation, and health. Topic 2 was se-
lected as a topic related to health care service through
extracted words such as scheme, authentication, net-
work, sensor, IoT, encryption, device, security, and
Internet. Topic 3 is defined as the protection of images
or the digital watermarking theme extracted words
such as image, watermarking, method, condition,
disease, treatment, and time. Smart medical in-
formation security papers were categorized as 641
in topic 1, 182 in topic 2, and 126 in topic 3.

Applied CNM algorithm for medical information
security

In this study, subcategorized by each topic were
recategorized through CNM algorithm. The modu-

larity analysis was performed during the cohesion
analysis of the top 100 words extracted for each topic,
and the CNM algorithm was used. The reclassified
clusters for each topic were formed so that the links
of the clusters were more than those of the different
clusters. This means that the subject words included
in the group are observed more frequently than the
main group words.

As a result of the analysis, topics related to hospital
information were classified into topics on patient
information management and security. Topics re-
lated to healthcare were classified into topics of hospi-
tal medical information security and healthcare in-
formation using IoT and sensors. Finally, the third
topic is classified as the subject of storage security

technology and patient information consent.

V. Discussion and Implications
5.1. Discussion of Findings

In this study, we used topics modeling and CNM

830 Asia Pacific Journal of Information Systems
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<Table 5> Topic List of Medical Information Security

Topic-1 Topic-2 Topic-3
1 model 0.006 scheme 0.051 image 0.02
2 management 0.006 authentication 0.04 disease 0.011
3 Data 0.006 attack 0.025 method 0.009
4 hospital 0.005 cloud 0.023 treatment 0.008
5 Health 0.005 protocol 0.021 family 0.006
6 risk 0.005 network 0.016 watermarking 0.006
7 policy 0.005 sensor 0.011 time 0.005
8 requirement 0.005 IoT 0.011 group 0.005
9 practice 0.005 server 0.01 cancer 0.005
10 design 0.005 encryption 0.009 condition 0.005
11 framework 0.005 device 0.009 outcome 0.005
12 quality 0.005 Security 0.009 trial 0.005
13 solution 0.005 performance 0.008 person 0.005
14 implementation 0.004 Internet 0.008 support 0.004
15 control 0.004 environment 0.007 intervention 0.004

<Table 6> CNM Result of Medical Information Security

Topic-1 Topic-2 Topic-3
1 EHR Security Ehealth Authentication ECG adult
2 EMR assessment Encryption REID Image age
3 physician law IoT Telecare Medical blood
4 hospital platform Network biometric Telemedicine cancer
5 Data policy Security cryptography accuracy case
6 professional protection WBAN flaw algorithm change
7 provider regulation device medicine capacity child
8 Health solution monitoring password diagnosis consent
9 Healthcare mHealth sensor protection doctor decision
10 Information management attack Scheme heart decisionmaking
11 benefit monitoring signal addition hospital disability
12 collection case Cloud card image disease
13 cost control Internet efficiency loss disorder
14 knowledge database Medical exchange method drug
15 method device architecture impersonation patients emergency

algorithms to identify trends in the security of smart
medical information. we analyzed the research trends
related to medical information based on academic

research in ‘smart medicine’, ‘medical information’,
and ‘medical information security’ applying quantita-
tive analysis technique based on objective data. In
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order to grasp the global research trend of medical
information, we confirmed the trend according to
the number of articles per year. As a result, the num-
ber of articles related to smart medical healthcare
increased overall. The topics were identified using
the words used in the title, keywords, and abstracts.
In the smart medical healthcare field, many keywords
related to medical information were derived. This
research reorganized articles containing keywords
‘information’, ‘data’, and ‘record’ in title and keyword
in smart medical healthcare paper and conducted
topic modeling. In other words, we collected research
related to smart medical healthcare paper and selected
papers related to medical information. Next, topic
modeling was carried out with smart medical in-
formation papers to confirm research trends on medi-
cal information security in smart medical field. The
subject of topic 5 derived from medical information
was confirmed to be related to security. After that,
I carried out a research on medical information se-
curity again with the article classified as Topic 5.
Medical information security is topic modeled and
subdivided by topics using CNM algorithm.

As a result of research analysis of smart medical,
it was confirmed that the frequency of words such
as ‘datum’ and ‘information’ is high. Papers in smart
medical healthcare were classified into 5 categories
(hospital record, health care, smart robot, smart med-
icine security, smart medicine technology). If you
check the topic dlassification value, you can see that
the information content is high in the whole topic.
Especially, it can be confirmed that the information
content is high in the security domain. In general,
smart medical healthcare is actively researching
information. In case of medical information dis-
sertation, information collection, patient information,
hospital treatment record, medical information tech-
nology and health information security were

dassified. In the case of medical information, it can
be confirmed that there are high issues regarding
the collection of patient personal information, medi-
cal information collection, information utilization
technology and security based on the hospital.

Topics in medical information security papers are
divided into hospital and healthcare areas through
modeling analysis results. Research on storage tech-
nologies such as images and videos and copyright
are also being studied. In the detailed area, the hospital
has extracted topics on patient management and
security. In the case of health care, topics related
to IoT, sensors, and diagnosis and treatment serv-
ices have been extracted. In the third topic, we have
confirmed that there are security issues related to
image storage, patient information such as patient
consent, personal information consent, and heredi-
tary records.

Recently, interest in smart medical healthcare has
increased rapidly, privacy and security issues for med-
ical information are attracting attention. However,
after checking the topic on medical information, it
can be confirmed that the topic document about
information security is the least. As a result of examin-
ing topics on medical information security, it can
be confirmed that the research is divided into hospital
and health care areas. It can be seen that security
research on information such as image storage tech-
nology of medical information area and hospital re-
cord of patient is active. Based on the results of
this study, it can be confirmed that there is little
research on the solution of medical information
security. This shows that research on medical in-
formation security technology is insufficient and
technology and collaboration in other fields are not

working smoothly.

5.2. Limitations and Future Research Directions
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In order to analyze the trends of academic research
related to smart medical information, scientific analy-
sis method and objective data were used to present
the results. However, there are some limitations in
terms of methods and subjects of research. First,
in terms of methodological aspects of the research,
there is a limit that the contents of the individual
research or the consideration of the research field
are numerically reflected only by carrying out the
quantitative analysis of the data center. In the later
studies, it is expected that more qualitative results
can be obtained if qualitative research on individual
studies is supported. Second, it is necessary to analyze
data collected by SPRINGER only and collect addi-
tional data through web sites such as Web of Science.
Future research will provide more accurate results
if trend analysis is conducted on the whole papers
of smart medical healthcare. The most important
feature of the LDA technique is to select a group
of topics through the author’s opinion. Future studies
can be analyzed by other analytical methods to supple-
ment these areas. The purpose of this study is to
confirm research trends on medical information se-
curity in smart medical field. Therefore, we did not
focus on other topics in smart medical healthcare
and medical information. In future studies, each topic
of medical information can be identified more

intensively.

5.3. Implications for Research and Practice

This study is significant in that it conducts quanti-
tative analysis based on academic data in order to
analyze the trend of smart medical information aca-
demic research scientifically. Especially, it is sig-
nificant in that the traditional frequency - based quan-
titative analysis method and the topic modeling meth-
od are used together for comparative analysis. It also

explored the global trends in the field of smart medical
information and provided meaningful information
in research design and topic selection. Finally, this
study was conducted to confirm the issue of in-
formation security in smart medical healthcare field.
We collected papers in smart medical healthcare field
and classified the documents through LDA topic
modeling analysis. In order to understand the re-
search trends on medical information security, we
analyzed the topic modeling analysis network analysis
to identify trends.

VI. Conclusion

In this study, using the topic modeling method
looked at the subject who deal primarily in the field
of smart medical healthcare. The number of study
of the smart medical healthcare is increasing. As
a result, we have presented five subject areas in smart
medical healthcare field, five areas in smart medical
healthcare information field, and six subject areas
in information security of the smart medical health-
care field.

Topic modeling results of smart medical in-
formation security were divided into hospital oper-
ation and insurance (641), health care services (182)
and copyright protection such as protection of images
or the digital watermarking theme (126). As a result
of CNM analysis of smart medical information se-
curity, Topic-1 was classified into patient information
management and hospital information security,
Topic-2 was classified as health care service through
IoT and hospital service security, and Topic-3 was
classified as security technology and personal in-
formation consent. As a result of this research, the
issue of smart medical information security has been
increasing, but it has been confirmed that there is
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lack of research on the solution. In addition, we
have confirmed that research on medical information
security is focused on hospital operation and
insurance. In other words, Previous medical in-
formation studies were also based on hospital records
or hospital data.

In future studies, we have to expand our research
scope as the smart medical healthcare industry grows.
First, it is necessary to concentrate on collected medi-
cal information for the healthcare service provided
through the wearable device. Second, there is also

a need for research on privacy issues such as personal

information consent and copyright of medical
information. Finally, we need to study how to get
personal information consent more easily. Because,
personal medical information is required for efficient
healthcare services. It is expected that these studies
can be used as a means to actively exchange academic
knowledge among related researchers.
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