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Analysis of Cyber Crime and Its Characteristics
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Abstract

Now we are facing with a possibility of having crimes, which have been only possible offline, in
cyber spaces as well.Especially, a recent growth in the use of SNS, promoted by popularization of
smart phones, also has led an abrupt increase in cyber crime. It would be important to have a under-
standing of cyber crime and its characteristics by type as well as factors associated with each type of
cyber crime in order to devise appropriate preventive measures against cyber crime. However, most of
the previous studies on cyber crimesolely made through literature review or indirect approaches.
Therefore, this study has been designed to conduct the interview with actual suspects(criminals) of cy-
ber crime to address factors of cyber crime and to devise specific preventive measures and counter-
measures against cyber crime. Especially, among various types of cyber crime, this study aims at ad-
dressing the ‘trades’ and ‘financial transaction’ of crimes committed using the information and com-
munication network and the ‘cyber libel/insult’of crimes committed using unlicensed contents, which
have been soared recently and become significant issues. The findings of this study could be beneficial
for the society since it has managed to conduct the interview and reveal relationships among major
factors of cyber crime. The findings of this study could be used for devising and developing proper
preventive and countermeasures against cyber crime, in turn reducing and preventing its damage.

Keywords: Cyber Crime, Cyber Libel/Insult, Cyber Trades, Cyber Financial Transaction, Interview
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