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Abstract In this paper, it will analyze security problems, so technology’s potential can apply to business
security area. First, in order to deep learning do security tasks sufficiently in the business area, deep
learning requires repetitive learning with large amounts of data. In this paper, to acquire learning
ability to do stable business tasks, it must detect abnormal IP packets and attack such as normal
software with malicious code. Therefore, this paper will analyze whether deep learning has the
cognitive ability to detect various attack. In this paper, to deep learning to reach the system and
reliably execute the business model which has problem, this paper will develop deep learning
technology which is equipped with security engine to analyze new IP about Session and do log analysis
and solve the problem of mathematical role which can extract abnormal data and distinguish
infringement of system data. Then it will apply to business model to drop the vulnerability and improve

the business performance.
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Table 1. Artificial Intelligence Service[9]

Company Service
Google Neural Machine Translation
Facebook Deep Face
Microsoft Cotana
CNN Utilizing Extraction Techniques
Naver Naver Cloud, Knowledge in
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Fig. 2. Deep Learning Model
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Fig. 3. Data Processing of Large Deep Learning
Model[13]
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Table 2. Problems of Existing Security Model

Classifi-

) Problem
cation

« As the amount of data increases, computational
complexity becomes complicated and computation
speed decreases

« Security detection ability drops much when the
model size is at the gigabit level
- False alarm rate appears
- Lack of malicious code and

discernment of legitimate software

- IT Productivity and efficiency are poor

« If there is insufficient amount of training data
sample that are used for algorithm learning or if
implementation is invalid, it could led to bad result.

Problem
Analysis
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Table 3. Improvement of Existing Security Solution

Classifi-

; Solution to the Problem
cation

* Modify training drills for repetitive learning for
accuracy and detection rate, when attack detection
rate is below than 90%

* To prepare for the recognition of attacks which
targets vulnerable parts of systems such as
zero—day and exploits.

- Insert error code

- low time period of usage such as
midnight

- Computation and extraction of large data

- Access to local IP and overseas IP

- System access after insertion of
suspicious malware
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