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Abstract As the growth of the domestic defense industry is remarkable regarding technology level and export size,
technology protection is necessary. Particularly, there is a need to apply anti-tamper measures to prevent critical
technologies from illegally being taken out of weapon systems. However, there is no security protection strategy and
system built yet in ROK. Precedent studies discussed the trend analysis and technical research for specific protective
techniques, and the application of anti-tamper using limited procedures was provided. Recently, methods of how to
select the technology for protection were studied based on risk management. Nonetheless, these studies cannot be
associated with the acquisition process for the whole life-cycle, having difficulty with actual development and
evaluation of the weapon systems. The objective of our study is to derive the system requirements of the weapon
system for which anti-tamper measures have been determined to apply. Specifically, requirements items suitable for
the development of anti-tamper weapon systems were derived based on ISO/IEC 19790, the CMVP standard for the
development and verification of cryptographic modules. Also, its utilization in technical reviews and test & evaluations
was presented. The usefulness of the research results was confirmed through inductive inference and comparative
evaluation. The result can be expected to play a role in initiating extensive activities needed for technology protection
of the weapon systems.
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Table 2. AT Requirement apply(From ISO/IEC 19790)
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Table 3. Results of Comparative Evaluation
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A O
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