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Abstract Recently Ransomware attacks are continuously increasing, and new Ransomware, which is difficult to detect
just with a basic vaccine, continuously has its upward trend. Various solutions for Ransomware have been developed
and applied. However, due to the disadvantages and limitations of existing solutions, damage caused by Ransomware
has not been reduced. Ransomware is attacking various platforms no matter what platform it is, such as Windows,
Linux, servers, IoT devices, and block chains. However, most existing solutions for Ransomware are difficult to apply
to various platforms, and there is a limit that they are dependent on only some specific platforms while operating.
This study analyzes the problems of existing Ransomware detection solutions and proposes the onboard module based
Ransomware detection system; after the system defines the function of necessary elements through analyzing
requirements that can actually reduce the damage caused by the Ransomware from the viewpoint of users, it supports
various OS without pre-installation and is able to restore data even after being infected. We checked the feasibility
of each function of the proposed system through the analysis of the existing technology and verified the suitability
of the proposed techniques to meet the user's requirements through the questionnaire survey of a total of 264 users
of personal and corporate PC users. As a result of statistical analysis of the questionnaire results, it was found that
the score of intent to introduce the system was at 6.3 or more which appeared to be good, and the score of intent
to change from existing solution to the proposed system was at 6.0 which appeared to be very high.
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Fig. 1. Structure diagram for disk access[8]
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Fig. 2. Structure diagram for disk access
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Table 1. Statistics on PC environment and company size
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