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ABSTRACT

WPA2-PSK[1,2] uses a 4-way handshake protocol based on a shared secret to establish a secure session between a client
and an AP. It has various security problems such as eavesdropping attacks and the secure session establishment process is
inefficient because it requires multiple interactions between client and AP. The WPA3[3] standard has recently been
proposed to solve the security problem of WPA2, but it is a small improvement using the same 4-way handshake
methodology. OAuth 2.0 token authentication[4,5,6] is widely used on the web, which can be used to keep an authenticated
state of a client for a long time by using tokens issued to an authenticated client. In this paper, we apply the dual-token
based randomized token authentication[11,12] technology to the Wi-Fi security protocol to achieve an efficient Wi-Fi security
protocol by dividing initial authentication and secure session establishment. Once a client is authenticated and equipped with
dual tokens issued by AP, it can establish secure session using them quickly with one message exchange over a non-secure
channel.
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4-way Handshake

Client(Supplicant)

AP (Authenticator)

Generate random
Number “SNonce”

PTK=PRF(PMK, Client
MAC, AP MAC, ANonce,

Cleartext ANonce

SNonce)

Cleartext SNonce +KCK-Encrypted MIC

Generate random
Number “ANonce”

PTK=PRF(PMK, Client
MAC, AP MAC, ANonce,
SNonce)

@K—Enwmed GTK + KCK-Encrypted MIC

Verifies AP has correct
PTK by decrypting
Message and MIC

KEK-Encrypted ACK + KCK-Encrypted

N

Verifies Client has correct
PTK by decrypting
Message and MIC

Fig. 1. 4-way handshake protocol
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(1) Request service
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(6) Send tokens E(T,||Tg 1)
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Generate tokens
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Fig. 4. Initial authentication and issuing double tokens
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Client

L

Generateone-time auth
— Generate time,
— auth = H(time_, T;)

Retrieve session key key
— key = H(timeyp,auth, T;)
— Verify mac

Save [AP, key, timeyp]

(1) Send one-time auth

<Tp, time,, auth =

(2) Issue session key

<timeyp,mac =

AP

Verify one-time auth
—Verify T,
—Compute T
—Verify auth
—Verify time,

Issue session key key
—Generate timeygp

— key = H(timeyp,auth,T,)
—mac = HMAC(timegp, key)

Save [Tp, key, time 4p]

Fig. 5. Setting up secure session using double tokens

e}
APe AR Agshs B2 ARR }~°ﬂ7ﬂ A
Aul~g A sled 7182 WPA2 ;a&»—
Ax= vl ojeiile] FAle Sl AREAbe] A

A Y3 2PAE B 1 AL
o E

3.3 HOIM AN

WPA2eA= 717841 wIAUSESS A3l 7JAl
A7t (renewal time)e] AW AA¥|E7E A=
ARt FAAES TS oAHA gk A= W
Al M= FefoldE} AP7L Ut AT keyE
7 A AL 9lem o] & o]gate] Mok JAlE <A
A 8% 5 ol

HA A7 ] A AP7F HebAA AAlS
S =l 253 keyE ol8sle] S
g3} Zro] AXbsle] Hafirt,

Tp key)

req= H(AP, time 4p,time,,,,,

g keyE o]&s}
- StellA] 71E3t o]
_9_

EB U}\ﬂr

At A2 Wi-Fi Hel Z2EFS WPA2,
WPA3®| 799} vlud o 53 22 &
L=

oX,
o
N

)

1) 2719053} HekAd Ao #e] 0 7|E
HW 7S o]&st= WPA2/WPA3 <& W
Ae FRHE7(PSK) S o]&dle] o1&
sta o] ZHE] AAM|EIIE AT o]
4-way #;=Hol=m AL Ed A TAd
et Wb AlekE wWAle s F-iuE )
o] 43l 27|Q1%T o|FEES o83l X

al
o

Table 1. Comparison of features

Features WPA2 Proposed
Initial auth. PSK
PSK
Keeping auth. tokens
AP auth No Yes
state stateful stateless




426 O|FEZS o]43 &8X¢ Wi-Fi Bt Z2EZ

AdAE EEstgen AAdnEslE PSKe) He WUy r2 otssiEe] AgEmZ o)zl
A¢Ade] §lrh olad #ElE F8 & W 2] AR TAE AT 5 el
S W FEPIIEE AAHEA ol FEES 2) Forward secrecy : WPA29 7#A$ a4
o] 43k HokAAd A kS S35k Hr) 712 oA =k olHe A= Rk A
2) A2 JASFHoE o|FEZS &% 1 2|4 AR ZRE Fo| AAduE7E Aitsld 4 gl
Zo] gtgyw FeloldEE AP} AHdte] b A AR B Yes =AY 5 gl FHohe F
Fohe NEED vEEZE ARE /A == oFgo] gl |y AlhAldl e )
o] o] & o]g3h APS} 139 HiEAS T2 7} 27|dE=9A o] SefoldE A4 ERalo|qt A}
a0 2 B AAE Wi whEA F3E 453 AA| AArET)E AP7L SrloldEM R
sith. old AWl xEEkE <l E Mok Whdshe EZo g RE AAlElnz ol#d 37
A AA e 3541 wAeltt of tisl st & FRlEIE EkE F
3) APS] FAE <l 0 APv 27]915E Felold N FAReR SdEH e FAA) ol §Al
EofA AAlA A& 4 9l HIE oAl & < EAY s oA =
& sl o5 53] e o) 3) KRACK F4(10) @ o]AX AMHEAFe] 4-way
Aok TNEELS FepoldlEr) A & Aol glegolz ZREZA AR IS AAL
o BUEZS FNEZOZHE FA| AALbsle] S fregewyn §AS ®As 347

AHgE S gleh aElEE APE ZejeldE <
%A Ale] DBE A% B8 glo] ZA 3
7hed e Qo] Thsstet = o] H4¥x| gher}

4) QAFAE ol4d AP AFA AZ ¢ Feleldd 4) =AZA, /W34, FAAEA 0 WPA29 A
=& APS| U3AE AFHRoEA AT s

Holrh, AlgPA M= 4-way A=4el=
Ag AR e n® e AAESHES 8

rO
ofN ¢

3k el & slet. A7 Wi-Fi AR 71E AL B4l 4 -

Het ZREZA & Arl" A, 7 elA B2 HePE 72 glet. Elale] Sl

APE o847 =AFA T W FAHES < EA%e 54 34, Eele] #AE wals

APO] A#AS eld 5 glgom <3 Aeldl I eRlew Al MEhe 34, Wad s

o} AFAE 43k PKI JFAAE olv APE ¥edshiA 7 34L S5l Bl &

2] AHEE 2 9l WPA2-Enterprise H#lol Al 53w Wxsls 34 5 ookt A9

A olv] &8E L gl o]E dwk PSK & o] ZAghe}. Algk WHAlelA= ol e} AP

CoA g 5 e 243 Aot o] QAFAE AZsle] AP A4S FR1g o]

T olFETS S AL o]ell 7]ukste]

4.2 HOMM 24 A HekAdE AAste] tast §ale 9

stm olejd FAE FAo] olfth A=

WPA2e| Zreze HL=d 712 34 EAS wAsyely nUEZS FS8x] Ea)
el s Ao oS wla B BAt o olzg TAL Sas 5 oo}

5) HIBEZel| g AJ=d 7 T4 o vhESS

1) A= gt exZefel ¥4 : WPA2 Z2E 27]01Z% ZelololE A AHlY] #Absle] A&

ZollAe FHRE7(Hag=)7h deAA] g e Aot TAAS) o2 Alexle] =

el A HekAld A 7l ES =S = glolole A xS HAA #f7sle] o5 HRE

Aircrack ¢ =TE% o848kl A= AEss A gqle] EAS w4% 5 9l g

g exekel 34 A=sE 5 ek vkl Zolt}. oleat Axdl FHATAL UHE

AREAE AR = Aol vanbel Aokt s AzHo] AAEte] o] 4sls BE Q1A x|

A=E ARl Hop A =g g zbobd ZEHo 7 Aawe Fekdo|t} oledt 7T

T & Zlolth Al Aol s HafE Aol t)-28t7] 9JeAE 7|UARE AT A

ASARTE AP ISAE ol&sted F-Rel Zeoll AAFsIe] ALgstolof g}



AR W FE3| =4 (2019. 4) 4217
Table 2. Comparison of security Table 3. Comparison of performance
Attacks WPA2 Proposed Performance WPA2 WPA3 Proposed
Offline password Initial auth. L
dictionary attack )
Session est. H
Forward secrecy Y N Stateless N N v
KRACK attack Y N
System hacking Y Y Ao M= 27]8FA AP oA 7= APY
IS o837 AFTAHH w3}t HEF 5 I
4.3 524 BN 71955 AHEsedl WPA3 o|Ake] Alibeke] 4
23 Zolrh. e} o]=|3k H]E-L AFAE o]
1) 27153 2okl Ao Eelz <ldh &84 23] AP AFAS ATl 97 D5H<l 1)

: WPA2, WPAS3eA& Z7|el%3} wet
A Aol o] A St 4-way =4
I Z2EZS B3] PSKE o|&3le] gl
P} o} o] ARE o]L3lo] HMAA
¢
3
[e)

01)1

[t}
e m[m o o

] oS whi A% A vk} A4
ek, wh Al WAl E 199 &
Esﬁ o]TE{L% HEL.ELHLOU:] o]_,_oﬂ
EZ 4377k Zob n3le] wekAd AAure
AT 5 glon webAd AAIS AP
Flke] QRS 15 Faukeo s shud
% oleld i Egole),

Toke HekAAd AdAeR ldk ZEA
WPA2, WPA3 EZREZAME v 3EAulc}
AFAMel A4S AFHNE A A%
ok stz Aed Au|art HARE o|FEZE
o] &3 ®okdA AAIAL FeteldErt AF
s AEREe R QlFI HokAAdA ] ¢EH
R ] Evd S oo o2 ]
Enterprise 7] ALste 7L w4
WPA2, WPA39] 7§ AHAPE QISAHEE <l
SAME F3 i AFslof she A M
ETS o838 AE Bk A

i

|

_{

uf o]F

o9 =8 a8A4S A3

Z271Q159] 2&A4 vl 0 WPA2eA+= A
T 7IMe R 4-way WEHo|T ZREFS 3
SRR F8Ao] Erta B 4 glck WPA3eA]
= WPA2eM A7jd #Hbd aidS 43l

simultaneous authentication of equals

(SAE), opportunistic wireless encryption

(OWE) %9 "oz nEzgibs Foist
4-way =0l EZREIZS Algslnz
WPA2e| vl w2 AAlske] Fasict At v

golr}.

4.4 THA| T3 AR
Aokl w2 AHEHA WPA2 2 pAE
WPA3 "3} ofe] 7bA] Aellx] zpo]zh gleix] &

$49 74 B3

915 AE7h Baste,
F HiQl ¢ AlZAbell A= APHEE
& gAse] golstolol Aeh Az
7 oheE QEAE 7
o @oshe APelt: vl
NP RPN e
of WES AZE 919 vhaE AZAE B
Wzakh ZejolREs APl A AETE
AP} sl nhaE] dFA 9 APS] dFAE
Eal APSl $EAE AFSP H3 FelelE
7h Qe el QAsE 717N (PKD) A

A% B vlay AFAel FEIAE AFT 5
A He,
APS] 3oV A4 ek : ol FEZ Wl A}

431 AP HlYy] K 9vE Y Bast
glol AP WrelMw AbgEE wuguelmz
AP mebg Aol wet told] W A4
2 ol FAAOE AE AAHEE I 4 9

T R
oWyl ANEgE 1Ee] B2 ¥R
shslo] ZeolglE T 27]Q1%S oha] g

A F Zelok, EES a7 INEZY
Bodyel “exp’ Z= 2 A= EH o]A9 dole
AP2] R A mel A" 4= 9lr}. o]zt
oAl APS] ez} AR AAsleE &
T 9t



428 o] FEZE o] 43 A EHQ Wi-Fi Bot Z2eF

3) A AR 38 o AlgkE wRAlS RokAA Ao MAF 4 & Aoz oaksr
AR HobAlA Al Sellx] FrlelddE I AP
o AARE 85 H=d oA T4 References
=4 9 A FAE FHgsled #4A-q
Qe Flr), wted F A AEHL] A7 HI) hE (1) Kevin Benton, The Evolution of
ol Wi-Fi 22839 AHA-el 9 A7} 802.11 Wireless Security, UNLV
WHAE 4= gl o AFE Alad 2 8 Informatics, Spring 2010. https://bent

AA A= VEYT A7t Z2EF
Time Protocol)S &-&ale] Askst
A Abea & ek

(Network

A% 4

V.2 B

o] =HoA+v WPA2 T2 EZo| 4-way IWNE4
olz ZREZS AT oR <l oy 7FA] FHRA
I v EEAE T A 9SS Byl o] EAE §
Ast7] S8l PARzelld de] AET 9l EE
A% 7lES ALstaAt sgich. w3 OAuth 2.0
bearer E23% OAuth 2.0 MAC EZ 7]&°] 7}
A e TARE AT 5 e o|FEES
st dsl EERIS V1EE AAEE oA
Wi-Fi Bl ZREFo| 243l A2 Wi
A A8k et

Aok whAlel e Wi-Fi Babell gloix Z7]el
57 Bk AA FAE FEElE o 2719150]
= Felo|d B AP/} wEslE NEZ, o]
BHa Ha o]E o]fsle HetAd A

“

R i = M|
7l AP iAol 2w A dE 5
WPA3 7% 71&2] WPA27} 74 Sl& &
aAst7] Sla A= FEelx Tt sl o
< 3] f8 7129 4-way dz=4jol= W
W29 A8l At ezt A4E
ub Ak WA WPA2, WPA39} nlwsha 23
AR ZREZ A 27|27 Hekd AAS
2l3ta Ak 7nke] QlEHAA &
o2 o Bk AAT 5
4 IAriHem sjAlsit
Wi-Fi AbAlNA A5 A2
o2 Ak Wi-Fiel ok

a
R

on.pub/research/benton_wireless.pdf
Wi-Fi Protected Access II (WPA2),
IEEE 802.11i-2004.

WPAS3, https://www.wi-fi.org/
Michael B. Jones and Dick Hardt,
“The OAuth 2.0 authorization frame-
work: bearer token usage,” RFC 6750,

Oct. 2012.
(5) Michael B. Jones, John Bradley, and
Nat Sakimura, ‘JSON web token

(JWT),” RFC 7519, May 2015.
Justin Richer, William Mills, Hannes

Tschofenig, and Phil Hunt, “OAuth
2.0 message authentication code
(MAC) tokens,” Internet-Draft, Jan.

15, 2014. https://tools.ietf.org/id/draft
-ietf-oauth-v2-http-mac-05.html

Eric Rescorla, "HTTP over TLS,” RFC
2818, May 2000.

Dan Harkins, Simultaneous Authenti-

cation of Equals: A Secure,
Password-Based Key Exchange for
Mesh Networks, 2008 Second
International Conference on Sensor
Technologies and Applications
(sensorcomm 2008), pp. 839-844, Aug.
2008.

Dan Harkins and Warren Kumari,

Opportunistic Wireless Encryption,
RFC 8110, Mar. 2017.

Mathy Vanhoef and Frank Piessens,
Key Reinstallation Attacks: Forcing
Nonce Reuse in WPA2, Proceedings of
the 2017 ACM SIGSAC Conference on
Computer and Communications
Security, pp. 1313-1328, Nov. 2017.

(11) Byoungcheon Lee, “Strengthening of



AW H 53 =A] (2019, 4) 429

token authentication using time-based (13) Scott Fluhrer, Itsik Mantin, and Adi
randomization,” Journal of Security Shamir, “Weaknesses in the Key
Engineering, 14(2), pp. 103-114, Apr. Scheduling  Algorithm  of RC4,
2017. Selected Areas of Cryptography: SAC
(12) Byoungcheon Lee, “Stateless random- 2001, Lecture Notes in Computer
ized token authentication for perform- Science 2259, pp. 1-24, Mar. 2001.

ance improvement of OAuth 2.0 MAC
token authentication”, Journal of The
Korea Institute of  Information
Security & Cryptology, 28(6), pp.
1343-1354, Dec. 2018.

(M X290

o] ¥ # (Byoungcheon Lee) 4134

19864 29 Agdsn Eejsty &9

19884 29: Mgdigtn E2gw) A}

2002 2% KAIST AW KW F vl

20024 34 ~&A): FHsta AR R S8} W

(T Fopy AHNE o5 <lZE UEYIH Hal [oTHk




