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ABSTRACT

Recently, with the development of IT technology, there is an increasing interest in cloud services as the number of users
using mobile devices such as mobile phones and tablets is increasing. However, there is a need for techniques to control or
control various methods of accessing data as the user’s service demands increase. In this paper, we propose a dual key
based user authentication model that improves the user ’s authentication efficiency by using two keys (secret key and access
control key) to access the users accessing various services provided in the cloud environment. In the proposed model, the
operation process and the function are divided through the sequence diagram of the algorithms (key generation, user
authentication, permission class permission, etc.) for controlling the access right of the user with dual keys. In the proposed
model, two keys are used for user authentication and service authorization class to solve various security problems in the
cloud service. In particular, the proposed model is one of the most important features in that the algorithm responsible for
access control of the user determines the service class of the user according to the authority, thereby shortening the
management process so that the cloud administrator can manage the service access permission information of the user.
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Received(08. 14. 2018), Modified(11. 13, 2018), t FA2}, heebest75@gmail.com
Accepted(01. 28. 2019) ¥ 1A} shlee@chungbuk.ac.kr(Corresponding author)



ALeh o1F 7] ] AHgA 1% BY

Aol e Z7heha

S el ARl #elel w2} Intra
Fehe-=e) Inter FEHFER FEEH AH|AE o]
3k AMEAEe] AUzt whe} 1] 8t ok
B JFEde] Ago] "} AR ofE <lF muld
A ABl ALS-E ) AREAE 2nZ) ARERE <l
= Ao, A, WA= e olfEe El&
S ARl AR Ay EAdska(d],
2 ql=Zele] qbxlgh wix|e} Au|xe] gt A}ﬁ——g
wAsle Awsly hHEk Bel £3Mo] §l7] W&
olth(5). whebA Fehe= Il ARgAte] W3
of M U] EAHE A3 EAfget. webA
AR Q1S $Ig U] EeAH IS
WAk S AAse Aud AR RS}
dlole] 232 agHoln Al A2 dFud
o] &g s}t

ey, HZ AREAbeI A AlFE L ol
Au| 2 ohekgl 7ol thekgt <l Wb e R A}
SRl A AFE L o] AR 1S E &S I
A7) S1gE e <l mde] dasicl ARk
FeE Aula QS 28-S AT A8A A
= Aol = v S-S o83 7 hast 7]
HE o83t 7R »HOJ d7h #18= 5 gk,
e EAS 0] 43 FH el ARgAke] AT} o}
o3} AAE Agsle] AR AEE Alofske o
T7F el ket 7S o] &’k el =
ARz 7] AAE BEste] agAs HAAT=
Wgo] FAlol== 77t #18=a gl

—"‘;— wroAs FeheE 3 °*W AL <l

S WA A AsAAH e SRR 3
WP AtolollA] ARg-ALe] %jL ks AlFs] $lsl
A wd7)er A7) E o] 4] 2% 7] 7|uke] A}

—'—|—’

87} Q% v Ak A wAe 2% 7%

1AL Fehes FelA Aelold AR 7]
WAL A% A%, A S e BreF
o A2 ARale] AgAle] AT A EEHE
A7) 3 oleh. Al mele 7k okya]=e] Eabu)
4 Aoz WAR) Sax Az celoL

& Bl B 152 Axseha glek. A
ol A A FEA] @& ZefoHA] o
3% 302 AhgAel AT 2%
% 23718 o183l AFehn ot Aol 71E o
sel 7b & Aol F shioleh. B4, Alsk mdl
& Fehe Aol ARl Al g a s

5 2 3kl et Al
B foHom ATgonH QM Feher B
el eHs=E Y geh 53], Al wdd)
A g Aol S Beshe daelEas 9
ol W2 ARgAE Apl FRE A goz
W FeSE Bl A4 Al AT S8 A
BE BT 5 YEF We] 22

== Pﬂ =
il

o o
N

o g
td

4

25 SHA7|

Sl ARgAE AR 7|k QlFEAS Ak, Ak
o] FpAel wE AAxartelo] e 7]
A 2 AN o] FoiA = AHA AT g
T8 AAE] AWET ddellMs Ak mEle] B
ollxe] 753 P& 71 7t A
3hx iAo AEg W)

2 Mo oot X2
o "
o[}l

Il BT
2.1 222E MHlA

ek dige 1
=3, MY, AEZA], 8 T2
o] - Fell dAstx Jﬂﬂ]i
92 Ailag Psed s mdE H2ge el
w02 A%ahA FEskm E & 4 oleHl)

e mde o A e SHew
On-Demand Self-Service, Broad Network
Access, Resource Pooling, Rapid Elasticity,
Measured Service®} 4| 7}A] Au]x~ 2@ SaaS,
PaaS, laaS® FA=EH, o 7p#  wjx] =4l
Private Cloud, Community, Public Cloud,
Hybrid Cloud® FA%ItH2).

FehrE $AeAe A% A A TR B
T 9k AA, IAE QS FEeE S48 FA
L2471 718 S Azl 2EGA A AlFEe

O_Ll
N
a?
<t



AW H 53 =A] (2019, 4) 263

A B ol 9502, £ 5

27} %"a‘?& =) %E TYFAA FAl 2 A
AdFold, vhAeR Inter Fehe= A5 4
47 o s S 2 Y de] =kl
A g o) ek 2k lFeloh3

ZereE PAAAE AEAE olgett g
Aol wWel g2 g7} e AFEde] 4

go] Gk A O A% E.rw Hulzs AHE-E
o) A8 £nmh e AEE Aol 4.
Aapl ofelg ol WAL} Ao
t A A} Baksale), J1E Azele) b
wAsl Alag] b 8-S wAsl Al
DU 2k el gl] A5 el

£ WA AgAe] At mE A% Bt
e olds] EA Wy e AEE 4
Q13 EEA QlFIAA TS 434 A
Ashes g AAARR S} dlole] wEe| HEA
ol A AMEE elZzwdoe] ol B =i
oA AR AR s} AgEelAl Hole
o BEE A% Aol Wt AF Wb DA
AT 7)) A 1F RDE Ak

>

_t_,

2.2 J7|EAT

Chen et al.ell 1—5— /‘1“44 °Li§]r XﬂﬂH A%
Hetell FHE -‘:ril A% Bt AAA dxAer
CP-ABSC(Ciphertext Policy Attribute -
based Signcryption) AASE AAFCH6). 22
U M 2kl g 9js) dul "laE wAx]7} s
Yo & HA5S AT &

=
o 9l

Liu et al.ol&& CP*ABEQ} ABS 7]uke]
PHR Al djal Bl 3 AAE Altsisict
7). FAE o] WAL ]l SelE mulefA] gt
ARl vl wAk=EC)

Sreenivasa A& 38413 34 %;]:L Al o]
7lHte 2 = CP-ABSCE Aloksigich(8]). Hato]

37 BdoA dAAH o o]FolA 4 glAE, 1
719 el AR B3 HA4E wEsR] Wkt

Yu et al.eld= 7] AW A7} hs AA o
3312 AYsk= sfoluEls HZAA ABSCE Al
kEch(9). twrd == dAsla. EER A
HAstthE Aol dFH ) AR, st Aol
A 22 A A~ FRoelut 7‘1%'}", ABSC A
Al A b A& AxwlE AL 5 gl oA
chd dduks Zer)

Han et al. olA& ¥
23l 5 A2 A3

Z3H10]). o] AA= F oL dehs %ﬁ.i %W ‘E%
3 AREAR] ANl AH Bt ssEkA R R o
gk Aol glow ARt Qs AlFd 4

Lewko et al. OH/HL S O I 1 - K
MA-ABE AAE F+FAcH11). T2 &
317] §18 ke dgdel ofs) el = AREAle] wE
7l 25 AAle] 22AQl AEaE Feglc) 18
v Hoke 9le] 2ekE el FHNa, B
FE OF 249 ¢ 7] 272 ols) vl EsA ot}

Ruj et al. ol o5EA 713ke] AREAMA
v 7S gele B4 ABEAAIS Algksisich

2], o] 7HeM= =3 AFE AFs] Sl
ABS 71%& A9kl AMg-sla ol

Yang et al. A& o5 #d Feh$= Aad
o digh dlole] YAl Ale] AAE AlercH13).
o] 7IWelM = dlE dae|FelA 7 BlEo] wWol
E ARl FEhrd ol o Asial He]
H AR S B7eb] Y6l skl A 4t
gt e o] el FEkeE A=
AlgzLe] it ks slES Adsy] S8 AREAR
EAE dolelslr] watel &4 Zelo|wAE BA
& 4 gloh

Li et al. o4& &84 S 9 ABE 714
o Az 3w 7] AT B3l o7 FRE A
ket a(14), o] 7oA A shH= EEH g}
e AZ3] f8lA, Lal et al.olde= =
Aefell ofs) At | B33t AR 4494}7} 84
S 7hsdt HAVS S A

25+ ABE ”“”«] 284
WS AAIRA R, Azl A2}
2 =oEA fskel. webA
ABE7Z|H9 &AL 7o) AN Bl S
A8 A el A3 glol oiA3] ABEZIH

°ﬂ/ﬂ ]ul/\-] uJ ,q]

o F—?L
rﬂ

0



264 FEHrE A CAM TR AFE 2

o HIA R Bk FA7F EAgh)

Zhang et al. 7|WellA= ool HZ AL
£7)a 553t AHell A Aaks 8ste] vd 7)71
=73 s £43 dAsk=A Ak % ABE
719 AFACH16). 22 o] #E-e AND Ale]
E dAl~ AAEE 2198k ¢199] Oracle 249
Hekhg vlssisich wat, 7] A DA 5F
21 s B 4 gloh

Q. Huang et al. ©lA+= dHeolg] AT A&
&k A4S fog HAFE Al2ElA d= ABE 7]
e ALEITHLT), AMEAS A b3t e &
3315 3l w2 A o Sl=r) BRI, fog
nodeEollA o - B35 AL zsA =¥, HF
AR AR Aok Ao ZEA AR, AR
2ke] A o171e] F - B335 A4S fog node
oA &o 2 Qldk AR} AR x50 7Aool =o}
Hal $1ge] Azl

J. Wang et al. 7|2 A|&3} & A2 Ao,
AA A 91 2 A e £4 SAE AwEt
7] $18 AlE A ABEE Al¢3icH(18). =gk Aot
HJ’“S% z229 A k53t (PRE) 2 A A 3
(LR )5 HABE A7lel A-gsict. o 712
E2o} Axlel TEAE FoU ZEAE 014‘1’5‘}04
ZH HZ3HE 3P AREALS] AR FoFa,
Az Aleel] ezt A4S A sl =4 ?]
AeFEAle Fo] Hr}

o,
hid
lo
ol

j?L

. SAHPEE 9lst 2et J|H £4 7| A5 2

g MA

o] Aol = BN FepSE AR
b QZAM R el Wik wel ks
=]

“

3.1 e

T = Al st EA B A
AFEo] /el PCE AHEslA] edar <Al oA} 2t
AspA AHE 5 e FHSE Auas Algsia
ok, zElu FEpE Al AE ekl 7oA v
01:8]- o]zs Hl—bﬂo] Zﬂlﬂ_J_ S o-] /\]_.9_;(]_,] o]Z u]-/u
o] ofg] ez 872 gl A dlSE Hrt
EEAHor P 5 gl mule] I ‘6}4 Ak

Q% wddqE 7|E SRS Al QF Y
WA FARE BT BAY BAEE ez
AR QFE BEA0E BT 4 ot AT 7]
we] 1% wAg AR Ak A} AL 9F
B AR AFAM Al 9FE AR
W, AFAMet Fee FeAgd AR Fue @
% gleka 7pgRie.

__XL‘

o
ro,
o[}(

o
E}
K
iy
k)
e
(A

g~
o -
iy
A
-

- S ellA AREAE dd
Aulz AL 38 Sl EEial
o} ARt vk ARgARel AR T
o olZAWE A}EAe] AHRE o]L3le] UuiAlL-
e PID, 25 AR GIDE A4 558 &

o, <l e dubakgate} :LMF‘”H
13 2l & F, ulEyIeh AIA71E AR
ot mETlE ARSARe] Auls Q1SS fE AHS-E
), 7l AREARe] Aol v AZAle] 3§
7b e #els] fls) AR vyl ALAl
o7 o]Fojxglon], ARgAte} 1FA
= FeAb Bed ARRE A
% - delgit Fig 12 iﬂé’rz 7oA A-gALe

rorr
s

Y

rH

2
Jir

o
—
N
rr
N
o

(o3

dZ= %‘% °4“r‘4
ndo :rLAth %g} 3= HH]/\E‘_ o].Q_
3l+= A8AH(Personal User or Group User
User), 415" (Authentication Server
S), Fe9-= #AHCloud Manager @ CM)
a8y FERpE ARl FFAH(Cloud  Service
Provider : CSP)Z A Et} AFSAl= AFEA} of
o|AE7} FAelste LEAHEARS} dHAEALE L
o, A FEpE I

7L A Auls
o1gal7] Sl Fehe Weldel Al 24E @

L

Fig. 1. An authority-based authentication model
in Cloud



AW H 53 =A] (2019, 4) 265

ok AREA) Hbe A 0] S FEHE S
7} A|g3k= public, authentication authority
2 FEEH, ATAe] A SF7(pi el weEk
FolEl Hgre R o|ggirt Feper IRl AN
AAZHE Mu|s Q1 eAo] oml do]Ejr]o] 20|
A2 55 ARE el AMEAEEe] HA
U ARl AREAl] AR SES A 3sha
dloleluo] 26l AREA} S50l o 9le ARSAlEH
QS 8AAAE Falghe}, A AR
2L Q1% Fel F AR Sl wet &g FEhs
ARz TR APTE AREALel Al gltte] | Eghe}
AFAH = iRt 2FAMALE FEEted AF
42} 55 sla, PIDE AT md, AR
S5 FAl ARSARS] gt whE AIEAT] k,,
oF Q1o dag vdy| k& AAsI ARSAF 3
2] o] &l At olw, A8} AR A o]
Bl QSAMel e Al skl =
Fehrs IR RRE AREARY] 1F 8Ae] &
AFAHE AHEALY AF8A o] AGTAE E]ls)t
of 1 AxE Fehr fejzld St v
2 FEE Aua AlFAe FERere AAEA
Au) 2z, o] ZR|Ao]A Al FebeE Qe 75
A2 T& ARERLA Algete ARl AlFAbe]

o] Aol|lxe Algxte] AZF 7]uF 913 mdlo
2l AfA telejad] T8y dwESE
o7 FE3le] r)egich

321 25 2

FEHE AuaE olgstatshe AHAbE 2
= A dE T AR 55 S A Al
gk ARgAL S5 ellA SSL/TLSSE 22 <k
A Ade gl ARSAeh lgAH b TR
ki AlsAmiel FEhes 2R 2 R Ky 2E
I ARgAe FebE A 3R] kE e
s, ARSAbe lSAMERE AR AR PIDE
et olF A7) A dee ARt
AE PIDE )83t o] Feixlrt.

QAN AT 7] AL Ak AFRAL

‘ ) : : : Database

Public API Authentication API Private API

10-1
uer,

Rl?-z
Query) | "Bata’
- » Cloud Service
Storage Data Application

i iGroup ——>Send ==--> Check
| T

Fig. 2. Authentication Process

TSR AL A 55 A THE T
$71% olgdhth Al AFEAL Fig. 25) el
1052 FAghe).

- Step 1 @ F=H= Arjx 84

AHAY FERE AMuAE Algnbr] SEA] F

= AP A Mu|AE 2R dAlo|t) o]
Al AR R PIDE ¥ 7] k9 15714
71 A2 ¥ sn+1& FRIIZ G she] Fef
S FefRpelAl A1) 3} zEe] A} a2 5

5 AREAfo| R Q15§18 7] Hhgo] o]FeiA]
A k2 ARgAE Al(1)'9} #o] AMEA AR PID
5 Th7IE s} she] g}
User—CM
ELX[P[D,Ekl[P]D,h(ksﬁ,sn-i-l)]] (1)
Ekg[PlD] (1)

- Step 2 @ AHAF 55 F4l
Fehse Ae|xpel doleulo]a Fholl ARgA}e)
AR} Holeulo] el AAE ] SleA] elst
cHAlelet, A (2)9F o] FEH= AR AF
o] ¥ AHgAt Art dlolEwo] el FFE ]
Z] apeldt}, 5% ARgAleb <lF 2 A4S A

(o

ko fr

o e o

+

2

2

Compare PID = PID (2)

o|X

‘
-0,
o

- Step 3 : AFgA} Al

Rl
P
ko



266 ZEhrE AN 3R ARE

ALeh o1F 7] ] AHgA 1% BY

el Bl AEAZYE e A8 4
B PID7} delellel e Sle-e Slaln, 4(3)
3} o] Fehes BelAsh QAN BHE B
7% olgsle] okEs} @ F A2 47} A%
2717 e 7

Eels eAg} e AR AF )
5, FEheE Al IS E A (3)'F Fel Ab
421 A PIDE g3},
CM—AS :
E, (PID.E, [PID, H(k,,sn+1)]] (3)
E, |PID] (3)

- Step 4 : AREAF v 7S} AHZA017] YA

o= #=Ap) AL A 8A ﬂi °o]-&
sto] QdFAMM = AEAL AR PID7Y SEF A
2pe] QlFaAolz} shet=w A= ’\}%1}-4 A1
WS 13718 F 21(9)9F o] &algh} 131‘%
AR Fgue) vhg | o] Za
gt gl o 2 AR A-RA JdW, A TA
o]7], ¥4y 1Bl A= AAg IS4
= A2 AR PIDE o]43le] A (4)F} o] A
421 A 5F pis AN o, HIAFF= A
3B (A7 : public 55, authentication 5+,
private 55 %)% Avlx AF fFel ==k 03
12 vehfe] 048 TAel9] SF5 Fogitt. AR
2 Je AF7] xR WAE 93 AH(5) 9} 7ol
AR QA% 24 A 14 F7kk= #*
th mgk Al dwr) A Z27] ok Fh
W A ) Rls R s Ee] A
F AL FAYt. HIAN

r{r
+
[e}

S
<0,
IN
Y

r{r _1

gosal ool olelgal A
F 7] 0 e Ml 2AR 4

at AHAS S5} A8 A BhE
RAlel A7k EE ] AN A2
AHgApER AR o A2AN ko et vl
U] k9 AAge] Febs] mEe A 32z
WU k9 hEE A & S e Wik, A

e [}
A ASH pi.

>
i

N
==~
o,
o

]
= A7) k,, 123 AF&X} !
R PIDE AW AAFR Hel AR A(T)

I} zo] AT £ AR wL7|e} HZA7], A
AR Bl ARA ¥ 55 A (8)F Fe]
olgjmo] 2ol AAFg L}, ofuf] AW W=
A 3 ol
pi € AI0< k< 7T) (4)
Generate sn' «—sn+1 € N (5)
Generate (Tl,’f’Q) S Zp )
ko =" 00" € 7
Generate k,,= H(PID||pillk,.) (7)
AS & Database © k., k,., pi, sn (8)

Compare H(k,, sn+1) = H(k,,,sn+1)"  (9)

- Step 5 @ AHEAF Q1% FHal 3
AFAMM = AR AF F AREAR] AR
e U F ARE AR AR A3
ARG A2AO 712 kst sto] A(10)3 3o
b}, ol A 7= AHEAE 7] A F
A 7L Sk kel Adgh ARgAF A 2A o7
AW e} FEe= At #4F A s A
TAo]7] A Bl

e

pul
—L
H

o —

ofN = o

¢

AS—CM : k, (PID, pi) (10)

ac

rO

© Step 6 @ AHA} AIGTH &

e deate AdFAHERE A B pi
o} AMAF AM PIDE o]&3te] A (11)3 2]
dlofelrle] el AAF - FHefE olw AREAFS] AfH]
2 AZ SH(pi)S #ela) sl HAgd 5F
(pi)el  wel public API  Au]x¢}  check
permission APIZ o] A]gte} oluf, dlo]g]
Hlo] 0] Alg2} AH = ASAMW 9} FEhe-= Fx}
7} &718kE o] ejE)

CM & Database : pi (11)

- Step 7 : AHEALE A SF AR wE A
Hl 2 7]



AW H 53 =A] (2019, 4) 267

User Cloud icati Cloud Service
Agent Manager Database Amhe,;:—t:::tmn API Provider
1 Request Service
< (PID)
] 2-1 Check
pd (PID)
9, 2-2 Confirm
= —(PID)
o
g 3 Reauest User Registration
(PID, kg, koo, sm, pi)
|
4 Response User Registration
5-1 Query
§ 5-2 Confirm
2 T 6 Check
T Permission
=)
E- 7 Request Service API 8-1 Request
= Service
. 8-2 Response
. Service
10 Redirect 9 Response Ser}ﬂce
«Service AP [

Fig. 3. User Registration Sequence Diagram

e Al AR HEE SF(pi)ell w
2 At AR (ADE Falsle] Aol Aujxdt <l
El#o]~7} authentication API®} private API
2 Rt A

Step 8
API
o] WA= AMSALe] Aol Wl i
o] ARl W SFel dBEE APIR AREARY
ARl 8A4o] #7)=e] HFHr)

LA W SRl mE Auls

- Step 9 : CSP API &4 ¥ 44t

o] tHldle Fep= FRHCM)7F AMulx
AREAPL o] g8taat sl AH|2s APIO| disl] A
(12)7} o] Fehe= Aulz FFAHCSP) ol 24
sfar, ks Aule FFAHCSP)= A (13)3
Zro] oo gwgic}.

public
authentication
private

CM — CSP API

ublic
authentication
private

CM <« CSP API

.+ Step 10 : AR Auls 94 3

o AlolN Fehee BelA FSE A8
o S Auls 24 BE Fehs Auls 3
A1) AMl APIE ALg A el Aluls &

st}

322 AJA Cto|of I3

by
N
P
Iy
<
<

§]

o

I A2 IS o2 )

AL SEHAAAE 55 AR FAl AR
A7F AFSAE ARE QIS W AFsle] ARSAL &
55 gt} ARl §5o] shaEW, ARl 2
O AM8A 5& AR PIDE ©|43t9 1. Request
Service®} o] AMu|x AF8AS g} AMEAIR
FE Auls 91F 84S e FEheE AR AL
421 55& 2-1. Check@HolA dlolejuo] 2]
AR 528 gl @ Asla, 2-2. ConfirmIA ol
A Fel $HE et AR 55 el & F9
S HERs AR 38 S ATl 3.
Request user Registration©#le} #eo] 843+



268 FeeE BN T8 AFE AYshE o1F 7 70 A UF 29

o} FehsE AR YE AR A% SAS T
AFAH A M= ARgARe] vET] k5 dlo]E]re
shalsta, w"7) ko AHSANk,E ]85t
A2 Q% ElE gt whek AR By
kob AZAA7Nk, b AREA @AY, Alb~
WH sne] RtEE Qlsle] AjRe] AAslof b,
AFAH A= AR BvET] k9 HEA 1]
k.5 A4 F AA - sl A5 edlA AR}
Q%2 el Axpr} o, s F=ig= 3
2]zt 4. Response User Registration¥} #te]
el S5 AFe) 5l SHE w2
Fees AR AR Ag S ARE dle]
Ejdo]~ol|4] 5-1. Query® el 23w 5-2.9f
7ol ElgHs wheth Holguo]|aR e W
ARSALY] W SFel we FeEhes ARk 6.
Check Permissions #3ghc}, A4} A3t 5+
of wel AHEAPE A 7Fsd AWl APIE T.
Request API9} 7o) fA43} Algal 24 F=}
$= Au]~ APIE 8-1. Request Service £3%
3 zo] FEhp= Auls Ak 8As L, §8-2.
Response Service®} #o] FEhet Au|~ 35
Zbell vz~ S5hE wber) FEeE ARl 9
Response Service®} #o] b9t My~ FF
Az E e $EE AREAlelAl 10. Redirect
Service API®} o] Fels-r Mu|2~E Algdic)
ol el AMEAE ST AH|AE ANA LR o]
4+ 4 9k

E

Y=
o

323 ¢1E|E

o,
N

A= Feh= oA AL A 7t
el ol 4] *F"*QL H[ 7)o ALAlel7] A
21, Aule A2 A 55 A8 daEE A
Ap <l Bl A2 daeEE 8 vled
Table 1.2 <l5AHelxe] 7] A daelEs
yERd Zlofeh. AHEAF 7] A 843 S ¢4
AHEEE AR AR PID= AR S5 oA
A *Pl%} A AR ARG RS E e
Apole}, lFAMvE FEhe AR
o]t A&t
%%Zéiﬁl %% T"r—‘?~§ e K}J- %i AH-AEE]
= A 7] AR 4 7] A e EelA
st A 7] dlelEro] 2 i b3, A

1S o
Kl ol

op

Table 1. Key Generation Algorithm on AS

Procedure : keyGeneration()

Input : PID
Output : k,, , k,. ,sn,pi
1. begin
2. while(true)
3. CM requests checking PID to AS
4. AS checks PID from database
5. If((PID) # null)
6. /* AS generate kg, ky.osm ¥/
7. sn = snGenerate(PID)
8. k, = akGenerate(PID)
9. pi = piGenerate(PID)
9. k,, = skGenerate(
H(PID ||k, |lpi) )
10. Save (PID, k,,,sn,k,.,pi)
in Database
11. send EM[P]D, kg, sn) to User
12. send E,(,QEP]D, kuopi) to CM
13. break
14. else
15. AS response null to CM
16. end while
17. end
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el A= o, A7 pis k,(PID,pi)<t
o] agsh= HZAN7 kT T 5 97

AZANINE o] 47 AHSA-ATAH T LA

et Belah 7 FuE o] R sl

dlﬂ‘ie k. (PID,pi) e} 7o]
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oA o ddel= h(k,,sn+1)2
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Table 3.& AM8A} AW PID o w2 HIA o]

7 k, 9] A etme)Zelch Aol kac% A Table 4. Authority-grade pi  Generation

Algorithm
st= A1(6)9 2= (x€Q,:|Ix[], < 1)¢} 3ton .
el o] Aele], ()5S Bl A procedut? pprdenerared
Foe AUFOZHN olatthe ofeFel 7|ut & Output : pi
1. begin
2. Generate pi€AI(0< k< 7)
Table 2. Sequence Number(sn) Generation 3. end
Algorithm
Procedure : snGenerate() Table 5. Secrete key k,, Generation Algorithm
Input : PID
Output @ sn Procedure : skGenerate()
1. begin Input @ PID k,,
2. If(sn ==null) Output : k,,
3. Generate sn € N 1. begin
4. return sn 9. k,=H(PID || k,llpi)
5. else 3 end
6. Generate sn' «<—sn+1 € N
7. return sn’
8 end Table 6. User Authentication Algorithm on AS
Procedure : authentication()
Table 3. Access Control key(k,) Generation Input @ £, [PID, h(k,,,sn+1)]
Algorithm Output : k,[PID,pi
1 begin
Procedure : akGenerate() 2. while(true)
Input = PID 3 AS checks PID = PID
Output * k, 4 if(H(k,,sn+1) = H(k,,sn+1)")
1. begin 5. break
2 Generate (ry,r,) € Z, 6 else send £ (PID, pi] to CM
3 Generate k,, = (p" " ,p".p"*) € Z, 7. end while
4. end 8. end
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Table 7. User Authority-grade_confirm Algori-

thm on CM

Procedure : authority_grade_confirm

Input : PID, k, (PID,

Output : PID, AT
1. begin
while(true)

CM checks PID = PID

2

3

5 CM checks pi
6. get AT

7 return A7

8. end while

9. end

pi)

Table 8. Security Evaluation

V. Hot &It
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Schemes 6 | m | ® | o | 0o | an | az | g | Froeesed
Models
RCol.lusmn J J y y y Y J y
esistance
Standard Model v x v x Vv x x x Y
Privacy Protection X x x X v x x x v
Encryption MBF | MBF | MBF | TG | MBF | MBF | MBF | MBF MBF
Predicate
Computat.ion . N y y . . . Yy .
Outsourcing
Anonymous
Authentications ) . v v * . v x v
Multi-Authority x x N v v v v Vv v
Signeryptor Privacy v N v x v v N N v
Public Verifiability X x v v x X v x Y
MBF @ Monotone Boolean Function TG : Threshold Gate

Vv : Satisfaction
x : Not Satisfaction



AW H 53 =A] (2019, 4) 271

ok A FEelMe (
shgela AHeate) o A
o} el x]i= A]»Q.x]._,] A—]H]

mﬁ l)’ m[o 3
0_|_, U‘.}L‘,
o rL]
ol

ofd

[2al
2

~ 03{-4
o
32 o
1
=
R
fr
—
S

st

EL-

[e]

19
oL

r.O
o|\
o

B4e A3
A A 2AE ABAS] Wl Al
(ky o) & ARSI W07k, & QAE3HAAA A}
g2} AZAM 7 QAzsRS 3 AgHE Tl
3 ATAEE FAs] S8 AgEE Al
h ARl e el ) A
olc}. webd HLslE Fehes DA} o ¢
3 AEACTE AEATE & 5 girh Wb
Aol olF A2 AFHAL sk AL A%
Dol Bl I AGHE A glek

Bt 22 Y

O
i
0
:é
o
>
N
N
:L
S
>
ro,
o|\
—_
_EE
_\g
it
;&
4
[d
L ofN

2% 7] 7lHJ91 A8 4% wdE A, A
ok B o)F 715 7 A4, Al A% B
& AT 5F A8 F2F TN AR gl
gl AT AR TS TS E
A BRAE 4 dulze BARgE ARAow
wAsel] a4 Az tholol el ol B
A3t A5 Asslel Agatel ARHR(AD
wel Az 4T S8 5 Rpi)el AEEL 2
AT G S e olgstel AulaE ol ga) o)
Fol ¥dad FANAL Zch 59, A v
o ek 4 7% Hrhel glelA Al Bde Fm A
& Aguns, st £4, 4% A% 0 &
R, e NS B AE e 5
e AN FF QAL 2 A7) AT

e
ﬂl

i

(o}

ot
2 ¥e
ot

7o s Felgr oA A 4%
Ze}s Au]zo] ALgAl Q12 mElS 283

o]t}
References

(1) Sung-Jae Jung and Yu-Mi Bae,
“Trend analysis of Threats and
Technologies for Cloud Security,”
Journal of Security Engineering,
Vol.10, no.2, pp.199~212, Apr. 2013.

(2) P. Mell and T. Grance, "The NIST
Definition of Cloud Computing,” NIST
Special Publication 800-145. Sep.
2011.

(3] Kevin Walsh, John Manferdelli,
‘Intra-Cloud and Inter-Cloud Authe-

IEEE 10th International
Conference on Cloud Computing
(CLOUD), pp. 1-8, Sep. 2017.

(4] Primoz Cigoj, Borka Jerman Blazie

ntication,”

and Tomaz Klobucar. “an approach in

the design of common authentication

solution for a multi-platfotm cloud

environment,” 5th International
Conference on Cloud Computing and
Service Science. pp. 365-372. Jan.
2015.

(5) H.A. Dinesha and V.K. Agrawal,
‘Multi-level authentication technique
for accessing cloud services,” Compu-
ting, Communication and Applica-
tions(ICCCA), 2012 International Co-
nference on, pp. 1~4, Feb, 2012.

(6) C. Chen, J. Chen, H. Lim, Z. Ahang,
and D. Feng, “Combined public key
schemes: The case of ABE and ABS.
in Proc. Provable Secure, Chengdu,
China, pp. 53-69, Sep. 2012.

(7) H.Lui, Y. Huang, and K. Liu, “Secure
sharing of personal health records in
cloud computing: ciphertext policy at-
tribute-based singnecryption,” Future

Generation Computer System, vol.



272 S A FE AggS AYFs oF 7] 7k AMAl Q1% 2l
52.pp. 67-76, Nov. 2015. (14) J Li, F. Chen, W. Li, F. Jia, F.Ma,

(8) Y. Sreenivasa, ‘A Secure and efficient and J. Lou, "Fine-grained access con-
ciphertext policy attribute-based sign- trol system based on outsourced at-
cryption for personal health records tribute-based encryption,” in proc.
sharing cloud computing,” Future Coputer Security-ESORICS 2013,
Generation Computer System, Vol.67, Egham, UK, pp 592-609, Sep. 2013.
pp.133-151, Feb. 2017. (15) Z. Lai. H. Deng, W.Guan, and J.

(9) G. Yu, and F. Cao, “Attribute-based Weng, “Attribute-based encryption
signcryption with hybrid access poli- with verifiable outsourced decryption,”
cy.” Peer-to-Peer Networking and IEEE Transactions on information
Applications, Vo0l.20, no.1 pp.1-9, Forensics and Security, vol. 8, no. 8,
Nov. 2015. pp. 1343~1354, Jul. 2013.

(10) G. Han, W. Susilo, Y. Mu, Y. Zhou, (16) H. Zhang, F. Chen, J. Li, S. Wong,
and A. Au, ‘Improving privacy and H. Li, and I. You, "Ensuring attribute
security in decentralized CP-ABE, privacy protection and fast decryption
IEEE Transactions on Information for outsourced data security in mobile
Forensics and Security, Vol. 10, No. cloud computing,” Information Sciences,
3, pp.665-678, Dec. 2014. vol. 379, pp. 42-61, Feb. 2017.

(11) A. Lewko and B. Waters, "Decentral- (17) Q. Huang, X. Yang, and C. Wang,
izing attribute-based encryption,” in “Secure Data Access Control with
proc. Advances in Cryptology- Ciphertext Update and Computation
EUROCRYPT 2011, Tallinn, Estonia, Outsourcing,” IEEE Access, vol.5,
pp.568-588, May.2011. pp.12941-12950, Jul. 2017.

(12) S. Ruj, M. Stojmenovic, and A. (18] G. Wang, Q. Lui, J. Wu, and Y. Guo,
Nayak, “Decentralized access control ‘Hierarchical  attribute-based  en-
with anonymous authentication of da- cryption and scalable user revocation
ta  stored in  clouds,” IEEE for sharing data in cloud servers,’
Transaction on Parallel and Computer & Security, vol.30, no.5,
Distributed Systems, Vol.20, No. 2, pp. 320-331, Jul. 2011.
pp.384-394, Feb. 2013.

(13) K. Yang, H. Jia, and K. Ren,

‘DAC-MACS: Effective data access

control for multi-authority cloud stor-
age systems,” IEEE Transactions on
Information Forensics and Security,
Vol.8, No.11, pp.1790-1801, Jul. 2013.



AR R 588 =rA (2019. 4) 273

(X RE2 74
% A 3] (Jeong-hee Choi) A3Y
19994 290: Aglejei Abe) s ek} sl
20024 89: FHoisn 7FE|Fety} o]shaAl
20194 24 udisty 7AFe=ste gk}
(FAHop) AuKR T olF Fehes

o] 24+ & (Sang-ho Lee) 4139

19724 29 ANt ZHAA AR Fakat

1981 29 FAId st cfsksl ArpAAber) sk AL
19899 24 FAId st cfsksl ApAAber) Fshabal
19814 3¥~20184 8Y: FHU St LT ESo]sta} w
(Tl Eop) AFEVIEN =z, FAlRSY ~vtEdE] [T$%



