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25 Asa g T F stue AEFAAFo|tt. FAAEA7 &AL 3] (SAE
International)7} 2] & @l 3014-& 2A387] YalAE A& 7 AVEHE V&Y =
syt Aoty A Y AFS AEFA T 22 N2 715S /XA el et W 7F
o S Tk ol gt AXES o9 ¢ BEFAHT EolRth o] & 13 ¥4 FEH(Attack surface)
=1, AZE oo yAld B AGHE st itk AAE AEE 715& 7t
2kFe] Hel oS ogate] Ak A AlojE & Yol AFARE 9l FHEH
g} SHA T ApgFol] -G = ojof st BeAQ Bk 87 AR HoEo YA g A
ddolth. B =&oA= HAA 34 2 FHH AHHE vReE AFYWFUESLA
(In-Vehicle Network)oll &A]5h= A4HS sty S =& T3 RekQ FARHS 4
9] EHA, A7 BAE Bl Aol Eo R 1% obd EAIE HAsle] Ag B4 Bk

87 AS =g

O o

AAlo] : SIPEA, AU ES D, BALTAY, AT AR

ABSTRACT

One of the issues of the automotive industry today is autonomous driving vehicles. In order to
achieve level 3 or higher as defined by SAE International, harmonization of autonomous driving
technology and connected technology is essential. Current vehicles have new features such as
autonomous driving, which not only increases the number of electrical components, but also the
amount and complexity of software. As a result, the attack surface, which is the access point of
attack, is widening, and software security vulnerabilities are also increasing. However, the reality is
that the essential security requirements for vehicles are not defined. In this paper, based on real
attacks and vulnerability cases and trends, we identify the assets in the in-vehicle network and derive
the threats. We also defined the security requirements and derived essential security requirements that
should be applied at least to the safety of the vehicle occupant through risk analysis.

Key words : Risk analysis, In-Vehicle Network, Security requirements, Connected vehicle



1. IR

25 AEat 4de A FSHelectrified), A& (autonomous driving), &-fr(shared), 71 E] =(connected),
Azt JHllo] E(yearly updated)eh= 7191 =9k 3] AHEICT 80l 7H53t B ok o3k W3l gty A}
#oll&= ADAS(Advanced Driver Assistance Systems), V2X(Vehicle to Everything)2} 22 7]%5-0] &4 =il 9o
o, 3hbe] 71AA A4 " ICT7| 71 & M=Easta ¢tk (PwC GmbH, 2018; Hiro, 2012)

=29 74M" 34} PwCe] BaAol oftH, 2030 = SIHAIES] Aol #H 3 o]fo] A&F7]E
< 8 & ZAoE Hsta glon, IAA-EA7]E A3 3| (SAE international) ol A= A} AE&FF 7)E
o] ol webA 0dARE STHA 7HA F 6TdAIE Aolsta Stk AseH A2E(ADS)o] A= FH g
A& otste], 222 AgS Aojste @l 3 o AE&FA S A AaAe AYEHE 7R A
A Z18ke] A& 7]Ee] f71AQ1 Afe] A oltt ww aFH(US DoT)ol4& ©]E CAV(Connected
and Automated Vehicle)2}al ST} (SAE International, 2018; US DoT, 2017; PwC GmbH, 2017)

CAVE AEFE A3 NEL 715 7HAA Bl wet A% FEo|4 8k ofyel AX Edolo] ¢t
o] S71E L, olo mE FANe] FHebdol Frhdit) 3 CAVY) 7HA = ThFe 8L 349 A
ZHo] HE 34 EW(attack surface) S ) A7l AFHE % =], 2 A Charlie Miller®} Chris Valasek
2 AA 7dke] Aok BA T S-S 5l ARS dAdA AA AojFoEZA CAVY HFFo] THEA
t}. (Charlie and Chris, 2015)

21Fo] kA (safety) S 2ASH] M= 715 AT BB Abo]H B okceyber security)©] 5823 24
7} AT} o]ol Alold HRS 93l HEslof & A4t S SutEA sk, AFES BAste] Het
s AHgaks Aol Fasith kg Asak AEAE AdlAeE B Bk fdE F 83k Aol £A4L
H-§ZQl S oA A or HEe] FAHES 7ML St

B EROAE oldE B BANS olalsha, Aol Ao meke wAs] dalA B4 A4
S UR B AT 4TS AUKTA U AT PUE B U 23N AA ATE Age
= S B2 Adls) HOPHE BT, L ol ol B A asied Agel Sk

5 3

ﬂ*lN'
:
01

2 2 B2 T3 2o BE g3 9% WS SRR 4= A
EES 1 ow x}%ﬂ Bxow HeHolol fe B B aTAFE w21, sHolA BAAT
H

M. Aol Hol Hekd 2 24 A 24

2 g o2 st Aol T4 A& 20101 Washington & California T3} 2] CAN(Controller Area
Network) 3|71 &4 =&olAFE SHAT. Z7lde 27 Wi =gz HIste] g40] =3¢ 1t
W, @A= 2 %ZH?P% ThFeE o BolEfHo] 28} AT E o)A FHepRS o] &sto] YAA A A
s 348 Y3t Aol EFolth (Karl et al., 2010)

widAe Al 7 7o 2 Abee] HHH 34 A

& & ST R WAL ) Aol 1
o BAZ s AS) B AP E FFE F FA Ao, F WAL AW & =R v B Y
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(Black hat)¥} & A¥ @ 2oA WxH 34 Atglo|th vpAYE BE Ato]] Bl FoR 2| ~EV} #ely

+ C.V.E(Common Vulnerabilities and Exposures)ol] 552 FHFH 0|t} <Table 1> 33 HFd3 &4 AL
gd& Jepdch

/‘;QE]' b AR T4 AHdle 2E, 344 28 34 A7 B BEAR, A W 7HA A5
F2 48 & 4 Ao AR BECUd A3 B oE FdY(flashing)sh= Zoltt. 4 FZAA+= ECUY
B g F=, 48t F40 AT HFHE 2T o|F 7Hte g orojH <l HY & AZE F ECU
of AAZ ZeAste AFS FAskE Byelth oldg WEe Feo] FEREH 2A7MA B Ak 3
82 3§, g dAYAH S A AEA4

4o Wag S W ohiel oo AE BeolE
ECUS] A2 ZeAs7] 98] ks AckHe

888 & dolof 3T}l <Table 1>91A4 AAE AT.03,
AT.06°] olo d|F3t= &4 Agolth B4l A2 ECUE EF A el 93 Qe A8 &
3l ApFel AeEAY AFH T ES 2] vlolElE Al A F(replay) SHAY A M Hrelay)dte] A& T4 8=
WO 2 <Table 1>9] AT.01 AT.05, AT.070] G = 34 Aot **Wﬁh ECUS HH e s
Ol E 25 e *‘ﬂ%oﬂﬁ SYET ol A TARL SACNANE ZE AAE RAHAS ohgate

0O

AOE HoFgt WiFi 29T o] &3tAY stE AP ¢sHA Z4E§ QlE|A WAEIE ZAOZ
<Table 1>2] AT.047} EH”QE} Al 2ol AR EE TAANA, BEA 7% T2 AdAT=

O % <Table 1>°] AT.027} ool s €t Apgo] shvte] IT71712 MR atHA F49] thakd =3
Wk Apgo] et o5 A H o] 28 £ HFE AHE AfrstA el whet W4 9o (ransomware) o 2
& R FRE Agke] 7 E F ke Aolth 53] Hud Aol dEAU AR A gl 1t
HETHY, o= AF7HA Y] 34 AHEAY AF & o e A T 3 FA7F obd A3
EAZ T 2 F Arh

ﬂll[‘ OH

Noml @

<Table 1> Vulnerabilities and cyber attacks

Index | Year Vulnerabilities and cyber attacks
AT.01 | 2019 | Forced vehicle control through Android app repackaging in connected car environment. (Yousik. L et al., 2019)

AT.02 | 2018 |Infect infotainment system with Ransomware, prevent vehicle start-up, and demand money. (Marko W, 2018)

Using Tesla’s web browser vulnerability, it modifies the firmware and remotely controls the vehicle.
(Sen. N et al, 2017)

AT.04 | 2016 | Mitsubishi outlander vehicle control using Wifi module vulnerability in vehicle. (Pen Test Partners, 2016)
AT.05 | 2016 |Remote Key Entry (RKE) Door signal control via RF signal relay. (Conde Nast, 2017)

Using Jeep Cherokee’s infotainment system vulnerability, it modifies the firmware and controls the vehicle remotely.
(Charlie. M and Chris. V, 2015)

Vehicle control through CAN packet reversing and packet retransmission of Toyota Prius vehicles.
(Charlie. M and Chris. V, 2013)

VUL.01 | 2018 | CAN message can be injected into IVN using vulnerability of infotainment system of BMW vehicle. (CVE, 2018a)

Vulnerability in the update mechanism of the Subaru StarLink head unit can be used to flash malicious firmware.
(CVE, 2018b)

Using the Mercedes Benz app vulnerability for iOS to control remote parking pilots, unlock vehicles or get location
information. (CVE, 2018c)

Vulnerability of the Tesla vehicle’s Passive Keyless Entry and Start (PKES) system (using unsafe algorithms and
key lengths). (CVE, 2018d)

VUL.05 | 2018 | Unauthorized firmware update and CAN message injection due to Volkswagen app vulnerability. (CVE, 2018e)
VUL.06 | 2017 | Personal information leaked due to hard-coded cryptographic key in mobile app (CVE, 2017)

AT.03 | 2017

AT.06 | 2015

AT.07 | 2013

VUL.02 | 2018

VUL.03 | 2018

VUL.04 | 2018

146 =TS ==N| M1, M22(2019H 48)
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M. 938 ¥4 (Risk Analysis)

2ZN e AFAE WFORE sk Aol Bk ekl 9 34 Adlel A A EgTh B A
= 2 BokS 98] Bad B @F EH(Security Goals)$t Y FES TG B Ao AFE 49
of A4 A==, 1A= Aol Bkl 7] EQl Bosjor & ofdQl HF Z4HKSecurity Assets)S 2
Bt 29 Al E HkEH FE A =FF Al &) AsA A4 A4k B B 5
(Security Objectives)= A ]38t 1L, 3TAA = B Hx7F JalE A9, 2 AFEE F7lstr] A& 9
Y Pt MEY 20 e A, 4TA A E Bk BEel Bl Byl HajE Ao ik JIEES

IS,

ofr

g o

1. HO X}AH(Security Assets)

HokARke abgFol] EAshe BRIl #A e THA A= AL vlsk, Awkel AFE AR
MEE ECU &AZESo], ECU 54 HlolE7} n%F £ FAAZE A7 U 3AE FHs=
HAHL B, 34 HHE tdsAT 150 HFH Azt st vlolEE A A &
A= BQF Apakolth, o] F HeE ke FAAY] HE =37} ATk <Table 2> B A4k A3
Aol

ArolH] Hel FHokd 9 FA4 ARE 7|NteE e Hel 2k ECU AZE S, B4 HlolE, #4
tlolE o]ty ECUAZEg o= wo] AZHEZ(MCU)IA S2skes Hellole o SelAlo] d ZZ A 4(AP)
A FAshE 08, fZe Aol AZE S BF 23T o] Bl A4k XeF A zAbel| oA A
N dA A BEET FA HolE= A HjelF-e] 784 I B4 Al AEEE HolBE, f
FACE AFEHe BE HolHE ongitt o] Bl AH4ke apgko] &g whel 2o ofsl] A g
A vlolE e A AfAbe] 9ol weka xhgo] st Bk Agtolm, ApgEs} A AfAk oint
ol 7to] AAgo] gl wet YHEE MR, FIEF, EAMAA W& 2 HUFRI}
A =

=

<Table 2> Security Assets

Index Security Assets Created by When
AS.ECU ECU Software OEM Production phase
AS.CD Communication Data Vehicle(ECU) .

- Post-production phase

AS.UD User Data Vehicle owner

2. HOl X (Security Objectives)

1) Hot =X IR

HOHEAL HOAEe] SHHS BAsy] 98 g54o® GAstauA she HE 545 Tt 71eA
(Confidentiality), ¥/ (Integrity), 7H2/3(Availability) -2 ¥ %= CIA Triad ¥5 o}U2t <13 (Authenticity)
9} 214 (Freshness) S F715e] zbatoll a3k Hol EA-8 Aogit}) <Table 3> A3 BolF H3& U
EhdiT
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<Table 3> Security Objectives

Index Security Objectives Corresponding Threats
SO.CONF Confidentiality Leakage of data
SO.INTE Integrity Modification/Fabrication of data
SO.AVAL Availability Denial of service/data
SO.AUTH Authenticity Impersonation, Access bypass
SO.FRES Freshness Retransmit of data

2) RIAH & Hot =X

<Table 4> ZHF ¥ F Q3 Bl BAS Yela ok 53] @ol &3 H<&eh a7 Abell(<Table 1>9]
AT.03)U A= A 27] 3§17 Atdl(<Table 1>2] AT.06)14 2] AL ECU £2ZE ]S Baste] FHopy e &
Q3

ohfaL, o] & o]&ste] Aol oFef# Rl ECUAZES S FUste] BT F4oIth o] ECU software?]
243} Az, 283 A% flo] BCuel FYE 4 A7) WSl BT Aelolth, o]e] ECUAZEY o]
= 7194, 24, 7HA, 1SS AlFste Zlo] Bk Hxekal & 4 vk ECU software®] 22+ glo] 21
W WES S AFEE volelE A5k, ohgshe AL Basa itk o B0, FA%E A4
ol 7} AH3o] Ho|EE AAT FH FAAV} Ut AAd AT HolEHE AHLst AFe FAA
U A2 WAAE Y F A W EYAR dEstd] 348 s 5 Atk olo FAl H ol o
3 Hok BEE WA, A4, /M4, 2%, AAeln @ & k. AN AlE BEE2 5¢ 5
=it E3 Aol AA4S HYY F Y, o) W Fo) Y AMER B2, 22} WAA S92
A ElolE7} Apgkoll AZEHA At o] vl thejA= TAATL HolE o HSstHetE oS a4
& F =S 78-S Ao g
<Table 4> Security Assets and Security Objectives
Assets Security Objectives Vulnerabilities and cyber attacks
Confidentiality AT.03, AT.06
ECU Software Integrity AT.03, AT.06
Availability AT.02
Authenticity AT.03, AT.04, AT.06, VUL.02, VUL.05
Confidentiality AT.01, VUL.03
Integrity AT.01, AT.03, VUL.01
Communication Data Availability AT.02
Authenticity AT.01, AT.02, AT.05, VUL.01
Freshness AT.01, VUL.01
User Data Confidentiality VUL.03

3. 28 m™J| HEEIA(Risk Assessment Matrix)

A8 Bt MEYAE AFHoZ S Adsly] 98 7|Fe] Hrt. ol 93 WU iEY AE FF
2 Q3| o’d== 3l (Damage Potential) 2} 342 ¢’ ¥l =(Attack Potential) & 7|22 $ &9 A4S
W7t ata, HEH R g Aol dute Hok S HET F YRS =58 Fuh

148 QR TSR =27 183, M22(2019H 42)



1) Attack Potential(AP) /| Damage Potential(DP)

Attack Potential(AP)-> Zitoll Tt 242 34 9] 71544 Yetd=t, ol 345 3 gt 2]
oAH7HE Yeh= A Zo|th APE 34 A8AZY, HEX2, gl digh A2, ), A e 2
712 & o& AET) o= % 3 717]F5(Common Criteria, CC)S 7|WFO.2 3T}, (ISO/IEC 15408, 2017)

Damage Potential(DP)& A}4ko]| EH@ FA0Z Q3 g £ Qe RE 48 Y= AEo|Y. DPE
QHH (Safety), AAIA QN WA, B 2 Al 7HA ol o3 AT (Marko and Michael, 2012)

2) I8 o} ofE2IA(Risk Assessment Matrix) 724
HFAA Ao Ad=s AP} DPO| oz AAHAT. 290 W ofF AFo] FAL W3 ¢F
- APAL FELS A 5 UL, olE Tl Bk 2 FAR Aol it oA} AAdl =S
ATk <Table 5> EFH AP9 DPE 7|F02 HFZQ YIS AdslE 71FS et 93
3188 & gl FF(Inacceptable), FHo] Q3+ =F(Undesirable), &R =F(Tolerable), I A 235}
A B FENegligible) 02 Uyt £88 F gle 759 AP e Bk thAS nhdste sid 9
<= EY90F o= otk

4> e

<Table 5> Risk assessment matrix

AP DP Insignificant Medium Critical Catastrophic
Basic
Enhanced Basic Tolerable
Moderate Tolerable
High Negligible Tolerable
Beyond high Negligible Negligible Tolerable

4. 8 "®IHRisk Assessment)

A wek BEo} FaiE A, 1 A AEF 98 W} jEY~
?)(Atiack tree)S TSR] A4 W B BHL W3 G 5 e B
g olgsiel JUEE WA

g o] g3t =E3Gth 34 E
S Yolr iy, 9F Wy WY

1) I8 7H2(Risk Overview)

<Table 6> R F3to] tht AF B/ A3E BAF vk AA 10719 Bt
T $l=(Inacceptable)’ 52 o2 AFHUY. AFE A 7 E ¢S F
Potential)ol] Z3E]o] Q)= QHH (Safety) 8.4x0]th AlolH Bt o=z Qs AW ZFo|lgts ¢S F=
A9 ol 343 4 ¢ E(Inacceptable) F=2] YPEE AHHTH ECU AZEYole] A4, 91F 181
A HolH Y 724, AT, Aol el 2 A A sl A A Aol f1e] EAstaL Al
Ade & 4 7)ol BF FE8 4 §l(nacceptable)’ 2] 91U 82l & 4= Utk ECU AZE 09
7HEA L AR s HaE o A=t ol A AAHAQ] dFS A, AA A, +BF LS
A 4 Aa, FA9 F3o] vl & Hol7lo o] T 5188 4+ gle(Inacceptable)” 2 9 E olth

B
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<Table 6> Risk Overview
Index Security Goals Risk rating
SG-1 Confidentiality of ECU Software Undesirable
SG-2 Integrity of ECU Software Inacceptable
SG-3 Availability of ECU Software Inacceptable
SG-4 Authenticity of ECU Software Inacceptable
SG-5 Confidentiality of Communication Data Undesirable
SG-6 Integrity of Communication Data Inacceptable
SG-7 Availability of Communication Data Undesirable
SG-8 Authenticity of Communication Data Inacceptable
SG-9 Freshness of Communication Data Inacceptable
SG-10 Confidentiality of User Data Undesirable

2) 2|8 7} (Risk Assessment)

<Fig. 1>< ECU &£XZE9o]o] FA4

BoF3 gt
ECU éiliﬂlom 24
QPH

u}

ER

= Al
s

4 a0l $41 Holelsl 24

7HAlelt). AR = ECU
AZES oY Ay B olA HolHE A3+ Aot
Edoj7F g ECUl AlEA AAs= Aotk 1-SW.3.13 1-SW.32&

A (Freshness) S A A4 FZ4 o8] Hs2 4

AT E

,J_._r—‘or‘ﬂ O_]

= B
E"‘éﬂl

= 54 EF

54l Ho]E 9] HAlA(Freshness)= A3l & 4 9

A5, AdE FAe 52 m olu] A U= WE TN FAS EE EHIHT AT FA HlolEE
H329 3 F FAATE st A Aol s B4 tlolEE AxFste] 34& sAsHA Ek
1-5w.1 IF5SW.11
Find/Exploit Refer
Trmpal ion Confidentiality of
Haws ECU Software F-CD.1.1
Favesdrop
A communication
I-sw.2
5w ;
Modify Installed FCD FCD.1 FCD.12
Integrity of ECU Software /
Software Freshness of i
Sl Replay CAN Reecord valid CAN
1-5W.3.1 rData ot Message ®_. message
Create Malicious !
\ « Software
| rswas | Modification
\ ¢ FCD.1.3
o Install modified :A) \
Software 3 '. Send recorded
N, 15W.3.2 e aLs
.| Overwrite
4 Installed
Software
Attack tree for ECU software integrity Attack tree for communication data freshness

<Fig. 1> Attack tree
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<Fig. 2> <Fig. 1>o4 493 ZAEz) B3 APSH DPE A4Hak AoITh <Fig. 1> LSW.30 that 52

o] 4FHOE FYPH A5 BH, FAAE ALlo] RhE AZE o7} Ak AXE AdEjol7] wiwol AbF
& AR SN Aol # % Stk ol F S0 NEER £ Fol HelolAt FAAA YES AL
& 53 5 2E0lY Y& S e ol o S Aol AW Holnl, Aabde] EAF o) A
T AL, 2] o AT E F YOS EE DPE “Catastrophic’ 7} Hh. A&7} o]H 3 34S T8
ANAE AFE £ZEAE ALY 5 Y& AR A2o] glofo} 3knl, AZE S HAT /3= BA
Wt EF ot AZESJo] AFte® B2 ARto] 2E ZolBg, A9 Jhs4dS YEE APY A4
AY =& ‘Beyond High’7} ©t}. o)Al AP/DPES <Table 5>° & €18 H7l viER 2o tiys| R ECU
rzEgole FAM0] AAHE A9 APEE F8F + 9 E(nacceptable)’ Eo] =& Zolth,
T e I I
DP mgnrgmp;s mm) Vehicles unusable100) DP Fatal injuries( 10000) Undesirable(10) Vehicles unusable(100)
Camage Potential(Total) Catastrophic{11100) Damage Potential{ Total) Catastrophic{ 10110}
[ _wie [ coetwe | momctes | omsormnky | covbmen | m——m-
AP Vieeks(4) Bipert()  Restricted(S)  DIffcult(10)  Specialized(s) AP Hours(0) Layman{o) Easy(1)
Artack Potential Total) Beyond high{31) Attack Potential{ Total) Basic(1)
Risk calculation of ECU software integrity Risk calculation of data freshness

<Fig. 2> Risk calculation

IV. 24 Hete 423K (Essential Security Requirement)
B gol s A4 8 Hok ZEE WA 95 HEHolol S Het ATARE B, 3NA ©
2T Ak B B3 8 QPRE Ve R A §eAe] AtolH Bolkg BAEL] S8 BrH o g
sojof s B Hel aTAS =AU

ECU A£ZE9o], B4 Holg, 4 AR A3+ 14709 Bt Q@ TARIS £33t ECUAZE g o]d
s 71hA, BTAA, 7184, AES BAEy] 93 Het Q FAIS SR-15E| SR-6 7HA] o], Al H o]
o ek 71WA, FAA, 7184, A= H 44 (freshness) S HA3E7] 93 Bl @ FAMES SR-7HE SR-127}
Aot} fAtolE o] L8 BAgey] Ak Bk @A SR-13, SR-140]Th

[SR-1] ECUAZEgofo] tigt QI7FHA] & HE2 Aes ofof gt}

[SR-2] ECUAXESojo] Tt £4-& oA 3}7] 913t 7]&0] 2g5|ojof it}

[SR-3] ECU7]%E Al ECUAZES|o|9] WX o5 2l sfojof o},

[SR-4] ECUAZESo]= 2HAIEA] grolof 3T}

[SR-5] ECUAZE o7} Heo] ZTR2EA 7)5o0] -gx ojof 3t}

[SR-6] ECUAZE¢0]9] Ho|Ex Q1Z017bd Ao oA vt 8 Eo]o} 3ic)
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ST ERIEREE

S He Z2EFI AoFo] gle AHF gz ojor g}
[SR-8] 54! HoJH &= WAIA # |

z2 PAsof B
[SR-9] W5 WIESIZ A WAl

HAA EE HARFEHE S &5, tf-galof gt

[SR-10] 95 AE|F o] 25 B3l AF Wi UEHAR Y=< vlolEd td AFS F3s)oF 3irh
[SR-11] 2=HIE 7)& AHE3ste ¢, AFS 54 HolH Y AHYRelay) 9 F& Asta, xpdsfor ot
[SR-12] AR EH wAA = ©A 2 2dEofof g},

[SR-13] A&l EAJ3t= BE =9 7} FrAel o3l AAE = glojok gt

[SR-14] A HolEH &= &

o
12}

T B2ot @FAE EE

AA 16709 Ht o+ A}so} < A 1411?- et H],E_%EL~ flal B o R 7‘49’5“0]: ’3}*‘5 Hetk
< 10707 =2H%oh 54 S B

521 HlolEle] 7243 %’fl FA o o AFS %TE x—i%‘?}qu_, A H]O]H«] 7]‘%“30] &=
T AF AAH R S B T £ S Aol T3 AR FAA ] Aol Helksle AUA
HH 53T} BEUS GDPR(General Data Protection Regulation)] ®3}ol wje} 4oz H&sof & QA

ol @ 4= gtk

o
2

<Table 7> A3t 8 HEEZA, 34 A, A%, B4 Bt @ 7ARNS w9 sto] B3 Qv =
H3F QFARE <Table 6> 918 4 A& l‘ﬂjﬁli e gk A 84 23t 5188 5 Qe
F(Inacceptable)d 74-%- 3T B S FARNS B4 B 8 F Aglo] Hrh
<Table 7> Essential Security Requirement
Assets Ost;z:ii\t/};s Vulnerabilities and cyber attacks Risk rating | Security Requirement Essgzsieiiﬁity
Confidentiality AT.03, AT.06 Undesirable SR-1, SR-2 -
ECU Software Integrity AT.03, AT.06 Inacceptable SR-3 (6]
Availability AT.02 Inacceptable SR-4, SR-5 0}
Authenticity | AT.03, AT.04, AT.06, VUL.02, VUL.05 | Inacceptable SR-6 (6]
Confidentiality AT.01, VUL.03 Undesirable SR-7 -
o Integrity AT.01, AT.03, VUL.01 Inacceptable SR-8 (0)
C"mnl‘)‘:;w“‘m Availability AT02 Undesirable SR9 -
Authenticity AT.01, AT.02, AT.05, VUL.0O1 Inacceptable SR-10, SR-11 (0]
Freshness AT.01, VUL.01 Inacceptable SR-12 (¢}
User Data Confidentiality VUL.03 Undesirable SR-13, SR-14 -
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9} e HAAA D& 7Hto 2 AR WA =F(trust assurance levels)2 A AISFATE (Alexander et al., 2013)

Marko. wé} Michael. S= ZHHTA| 28-& 93 H&Fstd Bl 913 B4l tig 2ol disf A& 2
gom, A AEZAE Bl 9dES AFs & F UEE AP A PHES AAE Ut o] 937 &
A HELS 3% H77IF(CC, Common Criteria)?t H& M AUy WHES 7|Wo = sta ok
(Marko and Michael, 2012)

IS0 A= AT Ak AtolH Bk ﬁ:rLﬂ Y Foll QJom, Aol HFS 93| 22 AolA 3
gllof st A= Tl GAIRE AL T Ao o|27] 74A] A Atolw HRES 98 e gE
AAE 23gth 53] AbolW HQE 2SS ARHOE Wyt & F e Aol HF BEF FFE(CAL,
Cybersecurity Assurance Levels)& A AISFIL {1t} (ISO, 2019)

Vi. 2 &

T

L] AFE HoAe] HolE ol FAl fulolE, vaxe 22 H2e AAY Mul=E HAstaL 9l

o SR APl S50l Soldel me o we Ak WP F Qom, FA 488 4 U 9%
VBN o) 27 ol AoV Tt Aee) Aol Kok Age] AP WHF Aol Y= WE WS F
8% AR, o7 A% Aol netol Bahd R EEot Wel g Aol Yol

f
o
M
2
o)
rir
el
2
S
R

2 Aol WA 37 A A Mo Aol BAF Hok LTFAYY
goe] e wasly] s8] WrHow Hewolol s Wk nek RTAR AN Aoyl nel
S U8 WA B & e Paler) BAT ALHA] 9 DS 2 LPAY U Aol 44517
g7 B ATE AR oo s M4 34 ARlsh Aokde Fa Au8 A Swe
2 AW Zol7)ol, obd AWEA e AAY HolE F714Q ATE Bag ok

Boke] WAL Bk STAGS AW o ohleh P B 8FAGo] Al SutAl HE =9
S e AR AFPHo] ATH AT BAAAE T REaTAG] 2 §H o] A}
A gor, A AZAZEE Y AZI AR Pl B olo] YL G ATE PAE,
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