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ABSTRACT

As the importance of autonomous vehicle safety is emphasized, the application of ISO-26262, a
development verification guideline for improving safety and reliability, and the safety verification of
autonomous vehicles are becoming increasingly important, in particular, SAE standard level 3 or
higher level autonomous vehicles detect and decision the surrounding environment instead of the
human driver. Therefore, if there is and failure or malfunction in the autonomous driving function,
safety may be seriously affected. So autonomous vehicles, it is essential to apply and verity the safety
concept against failure and malfunctions.

In this study, we study the fault injection scenarios for safety evaluation and verification of
autonomous vehicles using ISO-26262 part3 process and STPA were studied and safety measures for
safety concept design were studied through simulation bases fault injection test.

Key words : Autonomous vehicle, Assessment, Fault injection, STPA, Safety measure time
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sl 2FS Aofsle A&FYAEA AEe] Ful=E k. T8, AA XA AE&FYPAF AL AW
3 2 HFE st ATk (Chae et al, 2016) V=, 9=, dE 5 AAFAM= ALFYATA BH F
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2 A8 2 AES vHd Foll o T B TREAFHFE TSR ADAS A2F B AT A}
o] Bt 71#E 153} st ASFPATAY] 2] FEEE AT AAS @is] vhdst ok (Kim et al,
2017) X3k, UNECE 4Fs} WP.292] Regulation.79 Annex6l A= £ HApA|o] Al2Ele] obd HA o HE 3
kil HrHE FPse 5 aTFARS 2FAA
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o}# <Table 1>& SAE 7| AT Level ¥ TS T FoIth(3016, 2016)

<Table 1> Define of autonomous vehicle level (SAE)

Level | Dynamic Driving Task | Object and Event Detection and Response Dynamic Driving Task Fallback
0 Driver Driver Driver
1 Driver-System Driver Driver
2 System Driver Driver
3 System System Fallback Ready Driver
4 System System System
5 System System System
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AEFPA 289 kA BAE s UA AT V)5S Fodlof gt AT YA 2F)
ApgFe] 4zkg A4 9 GPS HolHE Hig o R FAE S 1AEte] $HE RESIAY 222 FYT
th(Chu, 2011) AHEFPA2H S
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A, Aol7], 2 —%N]O]Eii ?LTQX]”J % =E2dAE AEFIAFAY] 75A 7S
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A% 7o) ALFAN2E F 75 9 B4 oHE Jo 4A% FUT D DI AolE &

Fol= Aotk wehr & AFolMe AEFHA2-E 715 offf <Table 2>9F o] HstAth

AETFYA 2H o] 02F o= Tto|= & 7uke] 4 7]HQl HAZOP 71H& Argste] =&33ith
HAZOP 71994 No or Not, More, Less 53 22 7[o|EY=EL FYUS =&t HA oA A2
og] At Ao AAYgEdA Blojd = A& o) AHES 283y AP S FA He A
dolth (Hwang et al., 2010) B =Fo|lA A-&FPA 28] 7|5H o&4%S TE37] 9 AHEd 7toj=g

= “No or Not, Incorrect”S AHE3} T} No or Not2 7|59 u]F3d-& 2|u]dtH Incorrect= 7159 ZEH
S ovdn ARE FUL AFA go] ofd 2EH ke TS A4S, 7ol FARA eholo}
AT 7)ol FAHE A9E TR ofd] <Table L T EIEES BT AEFARETA S5
AFS AT Foltk
<Table 2> ADS function definition <Table 3> ADS malfunction
Function Description Function Malfunction
Acceleration Accelerates the vehicle with appropriate acceleration Acceleration Unintended acceleration
. Unintended deceleration
. . . . Deceleration -
Deceleration Decelerate the vehicle at the appropriate deceleration Not deceleration
Steeri Unintended steering
; ; i teerin;
Steering Steering control for lane keeping g No stecring
M. STPA 43}

STPA Systems Theoretic Process Analysis®] ¢Fo]2 Alae] 13} AAIE EA35t] b £4& 33}
7] 91 REE B =FoA Fdste A" g S Hrkske AveEleE B
o} STPAE A|2=He] @x7ke] Faah-gol tigh 17 B4 A dold 5 Qe Aba 483 91gds 24
I ALE AT RAA Ao HEE Foldle Aol T8 FF ot STPAS 3 #A L A &4
A9} A8 GAR oItk (Yang and Kwon, 2017)
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1. STPA =H| EHA|

STPAE Z&3l7] A% 21 DAZE= AL 3 (Accident) I 918 Y (Hazard)E 23l A28 o] Ao +
255 5o Aol WES Aok ok AL Fge W, At &4, A Y, 9F &4 T& 2dske
HFrEehA] A g 3 Ao R AoE & m=RddAe AeFAAN2E] AT Qe T4
g F e A Ao s AuEt AU A AFe zdsie A" HEE Jehith o
<Table 4>= A-&FPA| 289 28 £F9] U A1 43S Aed Zo|tt

<Table 4> ADS Accident Definition

Index Description Vehicle Level Hazard and Accident

H1 | Rear-end-collision of the front vehicle due to unintended acceleration

Al Rear-end-collision of the front vehicle
H2 Rear-end-collision of the front vehicle due to not deceleration

A2 | Rear-end-collision of the backward vehicle | H3 | Rear-end-collision of the front vehicle due to unintended deceleration

Lane departure H4 Lane departure due to unintended steering

A3 . .
(Crashes with vehicle or obstacle) H5 Lane departure due to no steering control (Curved road)

AT AT GPUS AR T A2 A TEEE B3 Alo] WYL 2siol Sk obel <Fig 1>

B =74 AL A-&F8 A 2E] Alo] FATE HERHA YERd do|th A4 671 AEXYUER U
o 7] AA &= JE7 JdEH |2 29X E B3 &5 T4 73 Radar A E B3l 58 EA9 53
Wk %7 5(D_Long, Ang_Hor), “3t&5(D_Spd), 7H55(D_acc)2] Al 1] Longitudinal Controller= ¢ &

t}. Camera AAE 53 2H5= =29 FERoad_Curvature)@ A FAloZ HE Q] 2pgFe] 91x] gk

DRIVER (HMI)

V_Set_CC [km/h]
Radar Sensor Speed_Inc[0]1] Camera Sensor
D_Long [m] Speed_Dec[0]1]

Road_Curvature [1/m]

Ang_Hor [deg] Lateral_Offset[m]
1 D _Spd [m/s]

A d L 4

Longitudinal Controller Lateral Controller
1 T Angle_Yaw_Vehicle [deg]
Angle_Steering_Last[deg]
Yaw_Rate [deg/s .
gt gpeed[[kmg,{h} R Ang_Steering Wheel [deg] Yaw_Rate [rad/s]
= V_x_Vehicle [m/s]
+ + V_y Vehicle [m/s]
Vehicle
ESC Engine Control Module EPS(MDPS)

<Fig. 1> ADS Control structure
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(Lateral Offset)-> Lateral Controller= & H T} Z} Controller2 ¥ t|o]E|E HlE S 2 Longitudinal Controller

= 7H5E(a_x_Se) & AHs At 943t 2AHE T3 A|o] & 43431, Lateral Controller= 459 =2 &
o gte 23S AsAtel QAste] AH I Aol s FYrh
2. STPA &1 EHA|

STPA?] 43 T 4= Unsafe Control Action(®]3} UCA)S A2l3}al UCAZ} BAE = Q& BA3h=
Causal Factor #4j0] =31 €it}h. A WA UCA £42 ¢HsA] ok-& Alo] HH S Hoshs dAZ YoM
AH&-H Guide Word 71'd-& A3} HAZOP 7] (Whang et al., 2010) 3} FAHSF &4] 02 W=t} STPAC]

A UCAZ Aol whie ofd 4714 BRol wel AanT.

1) ¢hdoll B Ao vl e A

2) bABkA] & Alo] T3l W& AF

3) ekAo] Q3 A|o)7} “Too Early/Too Late/Wrong”3HAl A ZtE&= Ao wWE ¥

4) QAo H 23 A7} “Too Early/Too Late/Wrong”dH FE 5+ Aol & ¢

A-&F YA 250 Ao F8 H 47FA] EFol ©E UCA Ao+ otefl <Table 5> o] A8ttt

<Table 5> ADS Accident Definition

Control Action Not providing causes Providing caused hazard | Incorrect/Timing order Stopp.ed too soon/
hazard applied too long
Acceleration - H1 Include in H1
Deceleration H2 H3 Include in H3
Steering H4 Include in H5 H5 ‘ Include in H4, H5

<Table 5>°4 T HIS “9=

HE T Y, HSE oA e

STPA AA e F WA &
UCAS A 991e Zupsk 1l 3)u)3 zﬂop],] g o

=A%

ol 4 HIE ol

£ Causal Factors £4

=9 A9 ghol g el wtt

ok o
TS T

=

she Ao

4

B o2 F43IAT oFf <Table 6>2 <Fig. 1>9] Ao TAHE YE¥ A1EE HIFCE <Table

5204 2449 A E 2 2l F

<Table 6> Controller causal factor
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THE B A0 Aloy7lol e Causal factors A3 Eo|.

Causal Factors

Decision the V_Set_CC value as higher then the current speed

Decision that the Speed_Inc signal is input

Input | Decision that the D_Long value of the radar sensor is longer than the actual relative distance
H1 Decision that the D_Spd value of the radar sensor is higher than the actual relative speed
Decision that the current speed is lower than the V_Set_CC value
Output Output the calculated A_x of the controller to a value higher than the normal value

Controller request invalid +A_x value
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Causal Factors

Decision that the D_Long value of the radar sensor is larger than the actual relative distance

H2 | Input |Although the actual relative distance is shortened, it is decided than the D_Long value does not change

Although the actual relative speed is decreasing, the D_Spd value of the radar sensor

Decision the V_Set_CC value as lower then the current speed

Decision that the Speed_Dec signal is input

Input
H3 Decision that the D_Long value of the radar sensor is shorter than the actual relative distance

Decision that the D_Spd value of the radar sensor is lower than the actual relative speed

Output | Controller request invalid -A_x value

Decision that Road_Curvature value is 0

Input | Decision that Ang_Yaw_Vehicle is 0

H4
Decision that Yaw_Rate value is 0

Output | Controller request Steering_Wheel_Angle is 0

Decided as an Road_Curvature value that does not fit the real road curvature
Decided as an Lateral_Offset value that invalid

5 | ™" | Decided as an Ang Yaw Vehicle that invalid

Decided as an Yaw_Rate that invalid

Output | Controller request invalid Steering_Wheel_Angle value

STPA LS B3| E&3} Causal factorsE 791082 A-&FPA521e] F8 JIALE §EAD = 9

01714 129 Wes 202 BT £2H 92 WS 9 A% 243} 48T

2 ARt 0F 7Y AUYLE AT SR AoV AU A DU A9E nA)
71 sfa) Aolzlel Aue] WEB A4 HoEE FUSHE Mo ST, YPge BPHAY A
of7] o) LF2 2As) Aoly] 28 grol ARHE AE Aoy BT e WAL YO 1Y
shsict.

1. 2F Case HQ

2F FU AU LE B3] 98 FUE FHT 270l T CaseS AT IWHHORE 0/ F
@ Case= Open Circuit, Short to GND, Short to VBAT, Short to signal measurement channel, Short to signal
generation channel, Short to bus channel 5 %712 2150 9J§ 77} GutHo|AqE B =FAgA = ¢ o
FE AU 2 FZ Qs FAEE Signal FFEY 27 Cases H3t AU & EE3IH T 7 Case=
obef <Fig. 2>9F #o] AA F 7HA Z¢E Urdon A MAs dofof ARt & 258 Holert dEH
= 0FZ 98 dolHe &Y 7153 Max %%, Minimum &, Zero(0), 71213 92]2] Azt ok o)A Zho] 1
AH = Stuck®] 42 Aot
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2 =2oA 223 AuE| ol AEE &7 FU 3t W AlA-A|0f7]- Sl o E] Afo]ol| M <)
CANS &3l de 7haet dlol8 #tel HaghMin), HhMax) 22 Hstglor ghol tidh 7]&L &

= =
o AlEHE oA 2 ASMI B35t e Al 2 2 AA] A9 CAN B4l ZREF A5 E Fard

A3l o} <Table 7>3 2+o] At

-

<Table 7> Signal min and max value

Signal Min Max Unit
Curvature -0.032768 0.032768 1/m
Lateral Offset -20.5 20.5 m
D_Long 0 327 m
Hor_Angle -7 7 deg
D_Spd -51 51 m/s
A_x -10 10 m/s2
Steering Wheel Angle -450 450 deg
V_Set_CC 0 255 km/h

h=

29 A= &5 1&5UE 13T =S AL ARl = 1S0-22179(180-22179, 2009) W F
O 2 HAHE Time gap IsE AU o, =X G2 75 o A5 =

92l Aol2z Fu o] AgE smE JMA FEIEE s
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<Table 8> Longitudinal falut injection scenario

Index | Vehicle Speed [km/h] | Relative Distance Forward Vehicle Deceleration Injection Fault
A_x : Max
D_Long : Max
Time gap ls -
H1 30, 60, 100 D_Spd : Max
Hor_Angle : Min/Max
Single driving - V_Set_CC : Max
D_Long : Max, Stuck
H2 60, 100 Time gap Is 0.4g, 0,7g, 1.0g
D_Spd : Stuck
A_x : Min
5m - D_Long : Min
H3 80, 100
D_Spd : Min
Signel driving - V_Set_CC : Min
3. EdE 2F FU AlLIEIR
FYF 0F FY AULoE U 0F FY ALY b BF F A0 A A w2 I
AEe WFol F7kstel B2 Y 0F U A A % TP AF Bk A2 olg AT
Qg ARl Ao} FohEIe ATVt Yol B9 DB B2 FH WAFE AEEZ F
#A% FA27F 23 SPIE TR o £0] 350m(Kang et al, 2002)F AA3IATE E=3 24| FIY
SEE A% G9un 1% G H =P U AFE/ ABE & FYFF (100kmh)O.E A3}
9k ofe) <Table 9>5F 2ol FWF ©F T Auteles Helstanh

<Table 9> Lateral fault injection scenario

Index Vehicle Speed [km/h] Radius Injection Fault
Steering Wheel Angle : 0
H4 350m
Curvature : 0
100 350m Steering Wheel Angle : Min /| Max
H5 Lateral Offset : Min / Max
* Curvature : Min / Max

SRLE A z"e hEA]] L7 A=A ¥ 7HHHDH

Redundancy T7%&=2 &
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<Fig. 3> Simulation environment
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% 7HEEHDO et 2/ 79 AEE FHsATh =X
o} <Table 10>3} 2t} STPA -5 B3l AAE MFEo] &
g Aol 7o tgk @2Eo] WS <Table 10>9] A}

30kmy/h, 60km/h$l 79~ <) H E£5= 100kmhE FH] Agolm M 2pFe] £50| Time
gap Is o 2z AE FASH7E 22350l B E = A5 APt 100km/he] 75 Ao 24 S5
T 130kmh=E F3Y F 100km/h= Zele AW 2AFS Time gap 1s2 FF3h= Alvgl20lth

mw {o
W f S b

o rlr

i

<Table 10> Unintended acceleration simulation result (H1)

Speed Injection Fault Fault Occurrence Collision Time Collision Speed Max Long. Accel
A_x (Max) o} 2.5s 65km/h 4.Tm/s’
D_Long (Max) (0] 2.56s 55.3km/h 4.46m/s
30km/h D_Spd (Max) X - - -
Hor_Ang (Min or Max) X - - -
V_Set_CC (Max) (0] (Single Driving) - 4.48m/s’
A_x (Max) (0) 4.0s 92.6km/h 2.1m/s?
D_Long (Max) (0] 4.96s 86.3km/h 1.2m/s?
60km/h D_Spd (Max) X - - -
Hor_Ang (Min or Max) X - - -
V_Set_CC (Max) o} (Single Driving) - 2.2m/s?
A_x (Max) 0 7.27s 135km/h 1.29my/s’
D_Long (Max) 0 6.07s 127km/h 1.29m/s
100km/h D_Spd (Max) X - -
Hor_Ang (Min or Max) X - - -
V_Set_CC (Max) (0] (Single Driving) - 2.0my/s’
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<Fig. 4> Comparison of normal state and unintended acceleration state
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<Table 11> Unintended steering simulation result (H5)
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<Fig. 5> Unintended steering simulation in straight road
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<Table 12> Controllability class definition of the three indices

Controllability classes Co Cl C2 C3

Qz [°/s*] <2 2-35 35-5 >5

Qy [s] >5 5-3 3-2 <2

Qx [m/s’] <08 08 - 225 225 -3 >3
2 =54 F3E S oF FY AEdold A Foll A& A 30km/h AFolA A_x(max),
D_LongMax) &7 F Al W3 7}E571 oF 47m/s20] TAYH o] <Table 12>2] QFE 3|9 ¥ 7]&F0
2039 3T He Ae & 5 Aok AlxHle] 225 T Al Controllability 555 C0-Cl FF2o.2 A|¢h3}
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