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Countermeasure of an Application Attack Scenario Using Spring Server Remote Code
Execution Vulnerability (CVE-2018-1270)
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ABSTRACT

Spring framework is widely used as a base technology for e-government frameworks and to the extent it is a standard
for web service development tools of Korean public institutions. However, recently, a remote code execution
vulnerahility(CVE-2018-1270) was found in an application using a spring framework. This paper proposes a method of
analyzing the vulnerability experiment using a hacking scenario, Proof Of Concept(POC), in which the spring framework is a
hazard to the server. We propose the patch to version 4.3.16 and version 505 or later as an ultimate response. It is also
expected that the proposed experiment analysis on vulnerability of hacking scenario will be used as a data for improving
performance of security programs and establishing a new authentication system.
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