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Abstract The medical environment, combined with I'T technology, is changing the paradigm for medical services
from treatment to prevention. In particular, as ICT convergence digital healthcare technology is applied to hospital
medical systems, infrastructure technologies such as big data, Internet of Things, and artificial intelligence are
being used in conjunction with the cloud. In particular, as medical services are used with IT devices, the quality
of medical services is increasingly improving to make them easier for users to access. Medical institutions
seeking to incorporate IoT services into cloud health care environment services are trying to reduce hospital
operating costs and improve service quality, but have not yet been fully supported. In this paper, a patient
information collection model from hospital IoT system, which has established a cloud environment, is proposed.
The proposed model prevents third parties from illegally eavesdropping and interfering with patients’ biometric
information through IoT devices attached to the patient’s body at hospitals in cloud environments that have
established hospital IoT systems. The proposed model allows clinicians to analyze patients’ disease information
so that they can collect and treat diseases associated with their eating habits through IoT devices. The analyzed
disease information minimizes hospital work to facilitate the handling of prescriptions and care according to the
patient’s degree of illness.

Key Words : Cloud services, IoT systems, User privacy, Medical information, Personal information collection

*Corresponding Author : Yoon-Su Jeong (bukmunro@mokwon.ac.kr)
Received February 5, 2019 Revised March 18, 2019
Accepted April 20, 2019 Published April 28, 2019



O

H 5-AA BokeE A

el Qs siek AR

=z kﬂi

>

iClal

o

1o %

I

= oft > >
=)

O

m
N
@ﬁm

2ol A g WA olel 7 E}Ok@ 2 7)&50 B
w0l o AH|2E EIA 0% AFgAol A A TH] 9
% 489 71%50] teva JeH1-8) 95 Auls B
ofoll AHEQIEYL 7] 0] A§3WA W o5 Au] 2ol

}.

AZE A FEo] st o5 Aulz ol
SAEl o] J@e B 4 oy o welo} 2o o
Aulzsel AAY A3E g Feem Aga 9

94 ekl A3 4

£

A )% olmAn

bl Au g 498 9
el dolHE 47 L A

3] A% JoT A 2=F ALgsta glek. o)z Al

ool ALEEI A el ToT A

VIEE B4 ARl 1# 1o SR HolEE A
Faloks}y] Wl 10T Aul o] B dlole] wel} i
=4 B a3l

2 =Rt B9 bT A298 753 ¥4
B4o) AW JRE B2 WA FHE LT FAF 5
S A7 Bbe] AA AnE BEAon B4 2 2
Hahe A2 oyel] A% £ AR 50 29
2 AKFIT At BRI WAL PR AgA
59 A et Belste] WA AW LT 3RS 5
3 Sl ABNS YL J8K0] AgA] 4
W AN BASES duh BAE AW Aus AR
of Ay AR Wek At plE 4 ARED
MY QFE Azsta A Bdole ted e
7 A 83 AR E e 49 9 Aus A
ek A, AHgAe] JuE AmYsh] A wEE
PP

e Bapel 0T N4 ol FoiAok Fhek. A

A8 B3 FHHE A ARES A3
o= o]—%o]—x] AT 2 M2 U 98 A
AAE o5 gro A &

HEE AR AT —r7}r§ggzyq o}

E (e}
QA4 e

k-
b4 S BAbA]

Ak

o) o] FAL bt Lk 23N E 0T 82
o] A¥|2=9} 0T o15 AFo] thejA] obek, 3914
£ 29 83 F5E 39 T A29e) g
A FAREE AL, 43NN E Ak wde) s

%oy FHAN BrAska %o 534 A

O o
2. HEAT
2.1 loT &7 0f

IoTE 5ntd 5 ~ntE 7)7]¢] ko ¢late] ~
PLE AlA o} deE Arlsol Srkste] 717] 3F

2ulE EA] AR|2E A sof stk [T dxAlde
A YES A A E Fal vhekdh A=A
388t Hof AREE I 9tk IoT AsAlo] A
M= 9 719 3-8 ZREFS o] &alo] BH, F
E 4, 97 ol iyl AR A IoT &7
Fslal ATH25,7]. IoT S0l A Zefo]
A% B4 9F F shps vy
ﬁiﬁ}ﬁ} Aoltt. 0T Aol = et Het 7]
tol ARBALe] ZefolHA|E Healar 9tk

> % 2 =
e
g
fol
PL
N

et
o
%ﬁ

—
N
=

22 7|1& A3
T Y95 A T 71es 243t 95
AMH| =5 AlTetE L ofe thds 01?501 A= AL 9l

E]r X Cui et. al & 9|5 AH|2oA] A& o8 AR
&atA| £A1817] 91314 MapReduces AH8-g+ K-
ﬁéﬁ 7]‘%’} o|5 AR A3} 7|HE AASHATHS]. o] 7]
Ho MapReduce(l\/[R)% AHEEH 98 ARE K-Hd
= MR 9 A3 v o] MEY 7]eS ARt
E] ] E] AlS centroidell m]*33}}. W. Zhao et. al 7]‘1”
2 98 ARE WEI Bk H2d 4= & MR 7)Y
K-Means &318]5S AFSHATHIL 22} o] 732
g8 AEE For Agsr] HaA 27 A=E WA
datA Mdeste] ok whigo] =& &k3ith Bahmani

Oln



2295 99 OT A28 243 5842 84 4n £ 52 79 3

et. al 712 o5 AR dolHE sl FHAEE AT vk =Rl AA Al 2ad A
3 F AT e G FS AdSATHIOL Caiet. ) AR FE Q4 Fhe A3} FAbe] 17 e A
d 19 G99 AR ARG MR YR 1 A0l 4F FEGD Ak AL A WA 9% 0k B
Ao BHFEE K-Means 485 748 7|HS & ZE0W 3% 3=9] ARE PdshA 0%
Akttt o] 71 HlolH *“«1 TE ARl BAIEE o Aot male ) Bixbe] A ARE St
3 gt o FEaEdel SRS SR AL S u) s} e 248 sl A, Ak mEle gl
Ze1tH11-13]. o 7IHEE MRellA DBSCAN €185 [T o A] @Al o8 AR olmusly] <A
S AR 7S AT A AR ol I [T Ax)9l W 7k Alo] 28E FEE Algsle] B
A ATE FEANPL A wlelE NSl ANF S sjats sadn 24, Bae) AAYEE 8o 5
B 7HES Adsan4LN sk el Bk Bee AARY + YuD

eH =S HasRith
3. 22I2E #F J|Hte| "W |oT AlA”ES
0|23t 2} 9|2 HE Iz 7Y R 4 Transter of Implamtable Device Info P -~
7720 _ i S, | Mamager |

A ol e 1Ae s ke A An iﬁf T el
& olgaiol W WA AR HohE gl AB gl MEEe ST T
olepe Wl ATs T vk WA WS B R
o) BAEE A Be AR skl wase 4
W A Ewy] e PAe BEsh: 97} il E@&E-& &

o} HY s Ha3kE) el A4 WA= 0T Bioinformaton _, oo
A2’ o]-8-8te] ko] A RS ob-dd AlA gle]
el el sk . laL} °f B W= Fig. 1. Overall Process of Proposed Model
3kzte] 0T g=of 1 ﬂo}* s EHE Egate]

o g 53 9 % BAT 0 wsks 158 wy/d
NS FER R B9 A ANE ﬂz} Qs A8 welEa o
AR jﬂgzﬂ ﬂ;}i }ﬁl: Fig. 1€ 2 45709) A3 F44t), 19

Comnmm e s ey ° T oAE e AW ARE Al FaE T 4
Ak AR Sl 7S AR A 7N T B =g 221810 10T Alo|Ego]el 7] Aerait). 2ekA o) A
T e A B39 TMES aiges e AW = T AolEgels B3 21E U4 32 Ans
ARE Atk A, ko] AARE =D qus sE o)A Agste] o wo] el A Asi) 3
A% A= ARl o Aok 2A, Ak AW AR gz dojemlo) 2o R AR FRE 87
et B718F L EAe] IoT AAolA ol FAHF & o) agalA) o 2ol a5 sxto] wo|e]u|o] o]
o, Hasks Aol vl e olalo] e AR

g B3t oA BAE ARE e s w
3172 ot}

T oA = B Wdshs dxke] A3 HE Fig. 143 Alet B 0T FA & 53 738 84
AAE EAA Adsts B4ow Wl Utk o @ o o5 AuE A% thE o5 gue] 3o A 3
o] Wl ggo] WstetA | offr= W Bl vis) S ARESte] fAte] o7 HRE AAHES vt &at
B ek fake] 7 SrkehEA W] 1R 9] 98 AR FrhE s AAl @2 ASAREE Ak
B8 o8 Muae] A V]E o7 Mularng & o8 JRE BHA R ogsA Kok avE JRkith



o
i)

ro
o
o o
borlr
>,
[~
o
o
o -
X
O
{0, o
il
oX,
e
i
Lo
X,
P‘L
X

lo X

e oby
>
ofr
ol
N

o
ro
t
i)
o
2
2
ro
o
2

O
o,
I
g
O
—
o
,%
o
0

b

N
e
o

o
ob
N
o
rSL‘ il
mm
>
>
2
=2
L
b
\ :(
31
)
o)
0, L
it
2
.
@]
,%
O
N

32.1 loT 28 M=o fdh 2= MM

Aokl A ToT A E-3)
B Fig 249 A= o2 255 W
o JoT 32t ARE AIESE e BstA &8
sto] Ad et

82 10

Channel A %

a\
S atistical Tins Divielon
Channel B~ 2 j Nuktploer formula
)
Channel € 2 i

Inio

Channel D &

Fig. 2. Code generation process for loT medical
information

Fig. 243 A¢t 7|HE 7 oT 3A W A==
IoT 37 AR 7b Aol A9 ZH¢) =2
32} ARE wof shte] Zye] F4 °§°%‘P+ A Al
slo] Agech 7g Aol Wslol A T 4
An =z e SR BYo] AFPck Al
A AE 0T 84 guel Ze9le] Fa o] up
gt Ze s el oT &4 ARS 43It
T 2|z HEo elad/C(ad
ﬂETEi FA5E T 98 AR
71ES o) &dte] & &S ARG Al

F 71
7 A
IoT #4 A
2 AR Al

ey, xﬂ
oh 2 1:2 *é%mr. Xﬂ% 7|2 ToT
A R ﬂz} Ang
2% IoT 34 AR u@wozb sxpo] A
olv,] Hog A}.%.El— Oi‘jr

= IoT 33} ARE Y
=p=> /\gzdsh:lr xgﬂ&

% o
£
l-fO
>
o
HJ

RO

ol
ol

P o on o

foi
O

it

< 19 A - IoT 34} AE Als ¥z
A} FEol FaE AU AR A = Hd waet
T RRE AREste] [oT $AF 4B AsE 4 W
Z3i}
- 2eHA)

loT # 4we] 3t Wz
loT $4 Aust U9 Wad A5E % ¥
7] 913 WE 4e ] @ W o Fad

© 3R QIR A FE AR

loT 7 4w 94 z¥ Qs e LS 59

o] Mz dadeh

- AR 0T 83 Ane) o) Bz wi= o 8
Z=3)
Aol AE B4 Wz T 84 Jue) A58 2

a7 e B EE o e S,

41 BZuH

4 89 319714 oT 2 13 3
xuzw a3 43avE 9t 202 o

A5 0 WS BH AEANS AT 2
A%

]j]_E]- o7 =



Table 1. Parameter Setup
Parameter Setting
Period July 1, 2018 to August 31, 2018.

Survey method Wired Telephone and Visiting

Medical staff

(doctor) 15

Medical staff 20
(career)

Staff 25
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