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Abstract

Image steganalysis is an algorithm that classifies input images into stego images with steganography methods and cover images
without steganography methods. Previously, handcrafted feature-based steganalysis methods have been mainly studied. However,
CNN-based objects recognition has achieved great successes and CNN-based steganalysis is actively studied recently. Unlike object
recognition, CNN-based steganalysis requires preprocessing filters to discriminate the subtle difference between cover images from
stego images. Therefore, CNN-based steganalysis studies have focused on developing effective preprocessing filters as well as
network structures. In this paper, we compare previous studies in same experimental conditions, and based on the results, we analy
ze the performance variation caused by the differences in preprocessing filter and network structure.
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Fig. 1. Histogram of neighboring pixel value differences of 1,000 cover
images in BOSSBase data sets and their stego images made by
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Fig. 2. Layers in 1D-input neural network. (a) Fully connected layer,
(b) convolutional layer
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Fig. 6. Three 16 X 16 filters used in WOW and S-UNIWARD
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Fig. 7. Secret information insertion regions by S-UNIWARD and WOW. (a) Cover image, (b) S-UNIWARD, (c) WOW
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fixed key random key
paper iteration payload=0.2 payload=0.4 payload=0.2 payload=0.4
[2] 200,000 0.67258 0.75602 0.66748 0.79158
[3] 200,000 0.59453 0.75992 0.59631 0.74195
[4] 100,000 0.77894 0.86453 0.68609 0.80656
[5] 100,000 0.66656 0.79383 0.67247 0.78625
6] 50,000 0.55388 0.73620
100,000 0.60098 0.76719 0.64994 0.77238
F 2. WOW 212|1E 28 Zy
Table 2. Classification results for WOW
fixed key random key
paper iteration payload=0.2 payload=0.4 payload=0.2 payload=0.4
[2] 200,000 0.63214 0.76269 0.69930 0.79702
[3] 200,000 0.61322 0.70811 0.70672 0.78714
[4] 100,000 0.66308 0.81608 0.74703 0.82398
[5] 100,000 0.62330 0.77574 0.70111 0.79234
50,000 0.53030 0.61514
el 100,000 0.65652 0.73864 0.68791 0.65486
3. 3ol Ak2El 2 CNNQ| 5to|mutztolE
Table 3. Hyperparameters of CNNs used in experiments
initializer optimizer
paper convolution fully-connected optimizer moment learning rate
[2] gaussian xavier Momentum 0.9 0.001
[3] gaussian xavier Momentum 0.9 0.001
[4] gaussian gaussian AdaDelta 0.95 0.4
[5] xavier xavier Momentum 0.95 0.01
[6] gaussian gaussian Momentum 0.9 0.001
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