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Abstract

Considering that the existing Long Term Evolution is not suitable for the fast and frequent
handovers of high-speed trains, this paper proposes a relay-assisted handover mechanism to
solve the problems of long handover authentication time and vulnerable to security attacks. It
can achieve mutual authentication for train-ground wireless communication, and data
transmission is consistent with one-time pad at the same time. The security analysis, efficiency
analysis and simulation results show that the proposed mechanism not only realizes the
forward security and resists many common attacks, but also effectively reduces the
computational overhead of train antenna during the secure handover process. When the
running speed of a train is lower than 500km/h, the handover delay is generally lower than
50ms and the handover outage probability is less than 1.8%. When the running speed of a train
is 350km/h, the throughput is higher than 16.4mbps in the process of handover. Therefore, the
secure handover mechanism can improve the handover performance of high-speed trains.
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1. Introduction

At present, Global System for Mobile Communications-Railway (GSM-R) and broadband IP

wireless mobile communication (802.11 series standards) are mainly used in the bidirectional
train-ground communication of high-speed trains [1]. With the commercialization of Long
Term Evolution (LTE), the LTE-R (LTE-Railway) is becoming a new standard for wireless
communication between trains and ground, and it will meet the requirement of trains for the
real-time communication during their high-speed running. In that process, the user equipments
(UEs) on the train need to carry out mutual authentication with the evolved NodeBs
(eNodeBs), and onlyafter the authentication passes, can the communication be carried out;
meanwhile, the data transferred should be encrypted [2].

Centering on the LTE-R standard emerges a common concern---the fast and frequent
handovers of high-speed trains. The eNodeBs are limited by their fixed position and
transmission power, resulting in user equipments (UES) on the train passing through a plurality
of cells during the calling time. Trains is places where are. When the train which is always
crowded with people passes through the overlapping area, all the UEs on it will generate group
handovers at the same time. A large number of UEs sending handover requests will cause a
signaling storm, leading to system congestion or even paralysis.

The existing solution is to collect the information of the users in the train with the train
antenna, which interact with eNodeBs in the ground. The train antenna is used as a relay
station (RS) to assist UEs in establishing communication with eNodeBs. For the downlink, the
first hop is the link from eNodeBs to the RS in the high-speed train, and the second one is the
link from the RS to UEs [3, 4]. All UEs in a train thus can be taken as a single UE who sends
handover requests to eNodeB, which greatly reduces the signaling interaction load. However,
when the train moves at high speed, RSs still generate fast and frequent handovers between
multiple eNodeBs. Handover signaling messages remain threatened by attacks such as stealing,
tampering, forgery, and replay as before. So it is necessary to design a smooth and seamless
secure handover scheme to ensure that all the security attributes are met while minimizing the
handover delay being minimized and the outage probability during the process of handover
reduced.

In order to cope with the various security threats in the process of the high-speed train’s
handovers, it is necessary to set up some mechanisms to maintain handover security,
especially the access authentication and key agreement. The access authentication is the first
step of security protection, and the mutual authentication is indispensable between nodes and
networks. The key agreement is a precondition to ensure the communication security in an
open network environment. As the introduction of the security mechanism inevitably leads to
a decline in handover performance, it is important to further study how to reduce the train
handover delay and system overheads.

At present, the research on high-speed train handover focuses on the optimization of the
inter-cells handover performance of high-speed trains, while the security needs are rarely
considered. In [5], it is proposed to introduce the authentication, authorization and accounting
(AAA) mechanism into mobile handovers, and realize the security of authentication and
registration among nodes. However, AAA mechanism needs the support of the public key
certificate and public key infrastructure, and the performance of high-speed train is thus not
high in a fast moving scene. In [6], a fast access authentication based on identity signature
(AAIS) mechanism for vehicular networks is proposed to support mutual authentication
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between vehicles and networks. But the mechanism lacks effective protection for the
confidentiality and integrity of signaling messages during the handover process. In [7], the
IPSec mechanism is used for the wireless communication between trains and the ground to
achieve the security protection of signaling and data transmission, while Internet key exchange
(IKE) protocol is adopted to realize the security association. However, the IPSec mechanism
does not support inter-domain handovers, and IKE must be completed by pre-shared key or
public key certificate. Therefore, it is not suitable for fast handover, the main characteristic of
the high-speed trains.

In the past two years, in addition to the research on the secure handover mechanism for
high-speed trains, there are some new research advances in the field of train-ground
communication security enhancement. An improved protocol based on proxy signature and
elliptic curve cryptography is proposed in [8], aiming at solving the problems of identity
leakage, node spoofing, and denial of service (DoS) attacks in access authentication protocol
of communication-based train control system. Concentrating on wide security management,
multiple access points and difficult signal coverage in the running process of trains, [9] gives
some solutions such as the wanring data acquisition, fusion as well as decision, designs and
implements of the rail transmit security monitoring and early warning system. [10] presents a
novel strategy for visual tracking based on cloud platform in intelligent surveillance systems.
The above technical methods have certain reference significance for us to study the fast and
secure handover of high-speed trains.

Due to the stability of the deployment topology of eNodeBs and the routes of trains, it is
possible to identify in advance the target eNodeB that RS will access, so it is expected to
reduce the delay caused by the processing overhead of security mechanism during the
handover process. According to the typical scenario of a high-speed train’s handovers, this
paper designs a secure handover based on pre-authentication (SHPA) mechanism, which
combines the mutual authentication and session key agreement mechanism into the handover
process. The security analysis and simulations show that the proposed handover mechanism
not only has high security, but also effectively reduces the handover delay and outage
probability, while maintaining a more stable throughput, significantly improving the wireless
communication handover performance. The remainder of this paper is organized as follows:
section 2 introduces the RS based wireless communication model and the idea about its fast
handover; section 3 presents the SHPA mechanism as well as its implementation process to
realize the mutual authentication and the key agreement between high-speed trains and the
target eNodeB; section 4 analyzes the security and computational efficiency of SHPA
mechanism; section 5 describes the simulation environment, and carries out handover
performance analysis, while section 6 concludes this paper.

2. System Model

The model of the wireless communication between an eNodeB and UEs as well as a RS is
shown in Fig. 1. When on or near the train, the UEs switch from eNodeB to the RS at the top of
the train, and then will connect to eNodeB through RS. The eNodeB sends affiliation update
messages to a mobility management entity (MME) [11, 12]. The MME is the key control-node
for the LTE access-network. It is responsible for authenticating the user by interacting with
the eNodeB. Since the UE is connected with the RS before it is connected with the eNodeB,
the eNodeB has the UE certificate, and the UE also has the eNodeB authentication and
authorization information. Since the UE is connected with the RS before connected with
eNodeB, the eNodeB has the UE’s certificate, and the UE also gets the authentication and
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authorization information of eNodeBs as well. In addition, RS, as an eNodeB user, needs to
undertake a mutual authentication and a session key agreement with the eNodeB when
accessing the network. The trust relationship is established via eNodeB to achieve indirect
mutual authentication between UE and RS.
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Fig. 1. The wireless communication model of UEs in the train

The above access authentication scheme is mainly to achieve mutual authentication among
UE, RS and eNodeB. Because there is no direct trust relationship between UE and RS,
eNodeB is required to transmit authentication information and achieve mutual trust. In
addition, two different Diffie-Hellman key exchanges are required between UE and RS as well
as between RS and BS to generate the shared key Kgy between RS and UE and the shared key
Kgr between eNodeB and RS, respectively. The access authentication scheme includes the
following steps of information exchange process.

Step 1. RS generates temporary private key y, temporary public key yP and random number
Rrs, sends Rgs, YP, RS’s certificate Certzs and identity identification 1Dgs to UE as an
authentication activation message, and triggers the mutual authentication process with UE.

Step 2. When receiving the authentication activation message sent by RS, the UE generates
the temporary private key x, the temporary public key xP, and the random number Ryg, and
then calculates the authentication message Authye and the session key Kgy as

Authy,. = Sig . (xP| yP| IDpg | R | Ry|Certy | Cert i) L,
Ky = HMAC-SHA 256(xyP,ID,,, | IDys | R, | Rs) ),

where IDe is the identity of UE and Certye is the certificate of UE. UE sends xP, IDye and
Authye together as an access authentication request message to RS.

Step 3. After receiving the access authentication request message from UE, RS generates Kgy
in the same way as does UE, and then constructs a certificate authentication message including
Rug, Rgs, Certyg, Certgs and Authye to send to eNodeB.

Step 4. When eNodeB receives the certificate authentication message, it verifies Certyg and
Certgs respectively, produces the corresponding verification results Vye and Vgs, and then
calculates the session key Kgg as

K, =HMAC-SHA 256(yzP,ID,,, | ID g | R, | Rys) (3),
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where zP is the temporary public key of eNodeB. After that, eNodeB constructs certificate
authentication response information sent to RS, including zP, Rug, Rrs, Vug, Vrs.

Step 5. RS obtains the certificate validation result Vgs after receiving the certificate
authentication response message, then generates Kggr in the same way as eNodeB and
calculates Authgs as

Authgg = Sige (zP [ 1Dy | Rye | Res Ve [Ves) 4.

RS sends Authgs as an access authentication response message to UE. The security
association between UE and RS is formally established.

A train moves, so do the UEs in the train. They therefore maintain the original security
association and need no re-certification between them. The UEs getting off the train and on the
platform establish new security associations with the eNodeB within the signal range. The key
problem with a moving train is the secure handover between the RS and the eNodeB. Due to
the regularity in the deployment of eNodeBs, it is possible to judge in advance that the RS will
switch to the set of eNodeBs on the way. The train arrival and departure time, as well as the
travel speed in each section are required to comply with the relevant provisions. Therefore, it
is possible to determine the number of eNodeBs which the RS switches to in different time
periods, according to the location and the direction of the train as well as the deployment
topology of eNodeBs. In addition, before and after the RS swithes, the eNodeBs are generally
located in adjacent positions and can communicate directly through the fiber optic cable.

As shown in Fig. 2, the RS on the train can periodically detect its coordinate position via the
global positioning system. Assuming the position information (Xo, Yo) at time to, the position
information (xy, y;) at time t;, the moving direction vector of the RS according to the positions
of two different times is represented as

\ z((xl‘xo)1(y1'y0)) (5.

e RS
A ¢eNodeB
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The moving direction vector from the original RS position (Xo, Yo) to the adjacent eNodeB j
is expressed as

Wi :((Xj'xo):(yj')’o)) 6)

where (x;, y;) denotes the location information of each adjacent eNodeB j, j=2,3,4. If the angle
between W, and v of eNodeB i is minimum, i.e.

J; :argminj[arccos 7,

W,
VW]
the eNodeB j is selected as the target eNodeB for subsequent access. In light of the
above-mentioned characteristics of the wireless communication between trains and the ground,
the RS can communicate with the target eNodeB through the currently connected eNodeB so
that the address configuration and the access authentication can be completed in advance.
Thereby the RS can quickly switch to the target eNodeB, greatly reducing the handover delay
caused by authentication and key agreement mechanisms and effectively improving the
network performance when handovers occur. For high-speed trains, the demand for fast
handover is particularly urgent. The time the high-speed trains spend in the overlapping area
of two adjacent eNodeBs is quite short. In order to minimize the outage probability of the

handover process and maintain a stable communication connection, it is necessary to optimize
the handover process.

3. The Secure Handover Based on Pre-authentication Mechanism

The SHPA mechanism combines the authenticated key agreement protocol to achieve mutual
authentication between RS and target eNodeB and generate shared session keys, thereby
providing confidentiality protection for subsequent signaling messages or network traffic. The
secure handover process during the train running is shown in Fig. 3. Before arriving at the
coverage of the target eNodeB, the RS carries out address configuration via the current
connection eNodeB, makes the mutual authentication with the target eNodeB, and negotiates
the session key agreement at the same time. When entering the coverage area of the target
eNodeB, the RS can immediately register the locations of both the RS and its connected UEs,
and then performs the link layer handover to activate the new connections. The main
procedures of the secure handover mechanism are described as follows.

Step 1. When a train with a RS is located in the coverage area of the eNodeB 1, it is
determined that the RS is going to access the target eNodeB. When the RS receives the pilot
signal intensity of eNodeB 2 higher than that of eNodeB 1, the RS begins to prepare
pre-configuration and pre-authentication processes. The RS sends a handover preparation
request message m; to eNodeB 1. The first part of m; includes the identity identification 1Dgs
of the RS, the new IP address |Pgs after the handover, and the IP address 1P, of eNodeB 2. This
part of the message is encrypted by the session key K; between RS and eNodeB 1. Then, the
RS chooses an integer « € Z;, which is a multiplicative group consisting of g-1 non-zero
elements on a finite field [13, 14]. The RS calculates T;=g” as the first half of the

Diffie-Hellman handshake message, generating a random number R, and then obtains Hgs(R)
by SHA-256 operation on R. The RS performs signcryption operations on (IPgs, g% R) with its
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private key SKgs and the public key PK, of eNodeB 2. Signcryption operations can accomplish
both digital signature and public key encryption in one single step, and its computation and
communication overheads are lower than those of the traditional signature-then-encryption
approach. According to the authentication method of public keys, signcryption schemes can be
classified as PKI-based signcryption, identity-based signcryption and certificateless
signeryption. The PKI-based signcryption used in this paper is a classic signcryption scheme
based on elliptic curve cryptography proposed by Zheng [15, 16]. This part of the message
performed by signcryption is forwarded to eNodeB 2 via eNodeB 1 to request access
authentication. Therefore, the message m; sent by RS to eNodeB 1 is represented as

m, = E, (1D, 1P, IR) || SignCryptg, o, (1P, 9, R) (8) .

Step 2. After receiving the handover preparation request message, eNodeB 1 decrypts the
first part of message m; by the session key K;, and matches IDgs with the ID stored in the
database to confirm the RS identity. If not match, the authentication fails. Otherwise, eNodeB
1 learns the new IP address of RS and sends the second part of the message to the eNodeB 2
through the optical fiber link.
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Fig. 3. The specific process of SHPA

pandoV®!

\

Step 3. The eNodeB 2 receives the handover preparation request message of RS and
performs a check operation by its private key SK; and the RS’s public key PKgs to obtain the
second part of m;. After the eNodeB 2 gets the new IP address of the RS, it performs duplicate
address detection. If there already exists the same IP address, the RS is informed via eNodeB 1
to regenerate a new IP address for authentication. The eNodeB 2 also performs SHA-256
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operation on R to get Hy(R). The eNodeB 2 selects another integer g Z,, and calculates

T,=¢” as the other half of the Diffie-Hellman handshake information. The session key is
calculated as Kzzg“”’, and K is also operated on SHA-256 to obtain H,(K5). The eNodeB 2 then
uses its private key SK and the RS’s public key PKgs to signcrypt (g, Ho(Ky), Ho(R)) . The
handover preparation response message m, that eNodeB 2 sends to RS via eNodeB 1 is
expressed as

m, = SignCrypty o (97, H,(K,), H,(R)) 9.

Step 4. After receiving the handover preparation response message from eNodeB 1, RS uses
its private key SKgs and the public key PK, of eNodeB 2 to perform the check operation, and
obtains Ha(R), ¢, and H,(K5). Comparing H,(R) with Hrs(R), RS will reject the authentication
request if they are not equal. Otherwise, RS calculates K’=g”, and obtains Hgs(K’) by
operating K’ on SHA-256. RS verifies whether Hgs(K’) and H,(K;) are equal. If equal, the
session key agreement between RS and eNodeB 2 is completed. The session key K’ (K5) can be
used to encrypt the subsequent signaling information.

Step 5. When a train enters the coverage area of eNodeB 2 from the coverage area of
eNodeB 1, if the pilot strength of eNodeB 2 received by the RS is higher than that of eNodeB
1 by a threshold value, the RS will send a handover request message to eNodeB 1 to interrupt
the wireless connection to eNodeB 1. The eNodeB 1 returns the handover response message
after the handover request message is received. Both the two signaling messages are encrypted
using K.

Step 6. The eNodeB 1 sends the connection activation message to eNodeB 2 to establish the
communication connection to RS. The eNodeB 2 uses the handover release message to inform
eNodeB 1 to release the previously occupied link resources, and forwards the connection
activation message to the MME, including the RS's identity 1Dgs, the RS's new affiliation, and
the new IP address |Pgs after handover.

Step 7. After the above-mentioned handover is completed, each time when a new message is
generated, the session key then gets updated as

{K () — HMAC-SHA 256(K {™,0X01) 10)

K '™ = HMAC-SHA 256(K ™ ,0X01)

The new session key can be obtained from the hash computation on the original session key
and an invariant constant. The secrecy of previously established session keys should not be
affected even if the subsequent session keys are leaking. In this way, every message has a
message number n correlating to the sending/receiving chains. K{” and K™ represent the
session key of the message number n on both sides of eNodeB 2 and RS. In the case of
one-time pad, the following messages will be encrypted with the constantly updated session
key K, (K) to realize the confidentiality protection of the messages between eNodeB 2 and
RS.

4. Mechanism Analysis

4.1 Security Analysis
1. To realize the forward security. The SHPA mechanism can provide authentication and
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one-time pad at the same time. It combines the authenticated key agreement protocol, uses
elliptic curve digital signature, identity identification and SHA-256 encryption to achieve
identity authentication, and obtains the shared key K,=K’=g*. The attackers cannot capture o
and g from the message g* and ¢’ in the key agreement process, either can they calculate g,
unless they can overcome the difficult elliptic curve discrete logarithmic problem [17, 18].
Since the session key is only determined by the random number g, the security of the
previously established session key will not be affected even if the private keys of RS and
eNodeB 2 are leaked. Therefore, the SHPA mechanism has perfect forward security.

2. To resist node spoofing attacks. The authenticated key agreement protocol with signature
mechanism can achieve mutual authentication. In addition, the eNodeB and the RS use their
private keys to sign important parameters, key agreement messages and so on, in order to
complete the identification of key agreement message and realize identity authentication.
Even if the attackers fake RS or eNodeB identity and IP address to send messages, they are not
able to forge signatures because they do not know the private keys of participants in both sides.
Therefore, the SHPA mechanism can effectively prevent illegal users from performing forgery
attacks.

3. To prevent denial-of-service attacks. Denial-of-service attack means that a large number
of invalid authentication requests are sent by the attackers to trigger the receiver to perform
frequent check operations based on elliptic curve cryptography, thus occupying the computing
resources of the receiver. In the SHPA mechanism, the RS and eNodeB 2 establish a
connection through eNodeB 1. The messages exchanged between the RS and eNodeB are
encrypted by the session key. The eNodeB 1 forwards the successfully decrypted message
only to the eNodeB 2 via the fiber link. Since not knowing the relevant information about the
key, attackers cannot establish the session key with eNodeB 1 and eNodeB 2. Therefore, the
eNodeB 2 can effectively verify the validity of the authentication request, decide whether to
perform a check operation and prevent from denial-of-service attacks. Moreover, the traffic
detection methods can defend against the denial-of-service attacks which occupy channel
resources [19, 20]. It will not be described further in this paper.

4. To resist replay attacks. In the authentication messages, a random number is used as a
challenge only once to prove the freshness of the message. Since the timeliness of the random
number is expired, an attacker cannot initiate replay attacks even if intercepting the message,
therefore cannot pass identity authentication.

4.2 Efficiency Analysis

Considering the difference of computing ability between RS and eNodeB, this paper mainly
analyzes the RS’s overheads in the secure handover process. To analyze difference in handover
performance from two aspects of the calculation amount and the number of interactions, SHPA
is compared with AAA, AAIS and IPSec presented in [5-7], respectively. The comparison
results are shown in Table 1.

Table 1. Comparison of computational overheads of secure handover mechanisms

Handover Mechanisms AAA AAIS IPSec SHPA

Number of hash operations
Number of symmetric encryption / decryption

Number of modular exponential operations
Number of message interactions
Mutual authentication
Key agreement in advance

P4 ENIGINSIENEN
<|lojw|N|N| N
<|lo|[(N|w|N
<|B|N|Nwn
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According to the SHPA mechanism, the RS only performs two hash operations, two public
key operations and two modular exponentiation operations. The computational overheads of
SHPA mechanism are significantly smaller, in comparison with the AAA and IPSec
mechanisms. Compared with AAIS mechanism, the SHAP mechanism adopts the elliptic
curve cryptography for mutual authentication, ensures secure communication through
one-time pad methodand and provides better security protection to the confidentiality and
integrity of signaling messages.

5. Performance Evaluation

In the MATLAB simulation experiments, the secure handover performance of the high-speed
train with a RS moving between eNodeBs are compared and analyzed in terms of SHPA, AAA,
AAIS, and IPSec mechanisms. The system-level simulation parameters are shown in Table 2.
The simulation parameters such as handover delay, throughput and outage probability are
analyzed because they are the main factors, which affect the network performance.

Table 2. Simulation model and parameters of high-speed train secure handover

Parameter Value
Antenna pattern Onmi [21]
Channel bandwidth/MHz 10
Carrier frequency/GHz 2.4
eNodeB-eNodeB distance/m 5000
eNodeB-RS (Railway) distance/m 100
Propagation model WINNER Il D2a [22]
Standard deviation of shadowing (Lg/Ls) /dB 3.4/8
Transmission power/W 50
eNodeB Antenna height/m 32
Noise figure/dB 5
Transmission power /\WW 30
RS Antenna height/m 5
Noise figure/dB 7
Antenna height/m 2
UE Number of MSs per train 100
Traffic rate 153.6kbps
Hash operation delay/ms [23] 2
Symmetric encryption or decryption delay/ms 3
Public key encryption or decryption delay/ms 8
Modular exponentiation operation delay/ms 5

Fig. 4 gives the simulation results of the handover delay of four kinds of secure handover
mechanisms for high-speed trains at different running speeds. We can observe that the
handover delay is generally lower than 50ms by adopting SHPA mechanism. When RS’s
mobile handover occurs, if some UEs on the train are in active voice communicating, the
handover delay less than 50ms will not be obviously felt by human ears [24]. However, the
handover delays of AAA and IPSec mechanisms are higher than 60ms, which may leads to a
temporary interruption of voice communication. Although the computational overheads of the
AAIS mechanism are lower than that of the SHPA mechanism, the handover delay is similar to
the SHPA mechanism because it generates more message interactions. In addition, the
handover delay increases along with the acceleration of the train speed. It is because higher
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moving speed causes more serious Doppler effects [25], resulting in the deterioration of bit
error rate performance and the delay of handover signaling transmission. Therefore, the high
mobility has a certain impact on handover performance.
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Fig. 4. Comparison of handover delay among four secure handover mechanisms

Fig. 5 shows the average throughput of the RS in a high-speed train when it is switched
between two eNodeBs at a speed of 350km/h. The handover area where the differences in
throughput among four kinds of secure handover mechanisms occur is about 2400-2600m
from the eNodeB. It can be seen that when the RS’s handover occurs, the throughput of the
four mechanisms decline; especially when the distance between RS and eNodeB is 2520m, the
throughputs reach the lowest value. It is because when high-speed trains meet the handover
conditions, they usually have travelled a distance, so they are closer to the target eNodeB. The
high mobility of train results in handover delay. As the train moves forward, the throughput
will recover gradually and finally reach a same level among the four mechanisms. As the
handover delay of SHPA mechanism is relatively small, the throughput decreases slightly. The
throughput of handover process is generally higher than 16.4mbps. Compared with the other
three mechanisms AAA, AAIS and IPSec, the throughput of SHPA increases by 13.2%, 9.6%
and 3.8% respectively, when the distance between RS and eNodeB is about 2520m.

Outage probability is defined as the probability that information rate is less than the required
threshold information rate. It is the probability that an outage will occur within a specified
period. If the signal quality cannot meet the communication requirements, the high-speed train
will be interrupted when the mobile handover occurs. The handover delay becomes longer with
the faster train speed, and the farther the distance between RS and eNodeB, the higher the
handover outage probability is. Fig. 6 represents the outage probability of four secure
handover mechanisms when the train speed is raised to 500km/h. The outage probability of
SHPA mechanism is significantly lower than the other handover schemes. The SHPA
mechanism prejudges the target eNodeB which the RS will access, and performs the handover
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preparation in advance. When the distance between RS and eNodeB is 2520m, the average
outage probability will reach a maximum value of 1.8% in SHPA mechanism. Compared with
other secure handover mechanisms, the SHPA mechanism can decrease the outage probability
remarkably during handover and guarantee the reliability of train to ground communication.
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Fig. 5. Comparison of throughput among four secure handover mechanisms

9 T
—v— AAA
8H —— AAIS /\
—*—|PSec /\
7H —— SHPA / \
6 N

4 /g NN
[/

AT
1 RN
124

2400 2420 2440 2460 2480 2500 2520 2540 2560 2580 2600
Distance from eNodeB (m)

Handover outage probability (%)

Fig. 6. Comparison of outage probability among four secure handover mechanisms



594 Zhao et al.: A Relay-assisted Secure Handover Mechanism

6. Conclusion

This paper focuses on how to realize the secure handover for high-speed trains in the process
of running with relay stations. The target eNodeB that RS will access is prejudged through the
location and the direction of the trains as well as the deployment topology of eNodeBs. On this
basis, a pre-authentication based secure handover mechanism is designed for high-speed trains
to realize mutual authentication between RS and target eNodeB, and generate the shared
session keys with the authenticated key agreement protocol. The security analysis, efficiency
analysis and simulation results show that the proposed SHPA mechanism not only can realize
the secure handover, but also will effectively reduce the computational overhead of RS in the
process of secure handover. When the running speed of a train is lower than 500km/h, the
handover delay is generally lower than 50ms and the handover outage probability is less than
1.8%. When the running speed of a train is 350km/h, the throughput is higher than 16.4mbps in
the process of handover. Therefore, the SHPA mechanism can improve the handover
performance of high-speed trains and is expected to provide reference for the planning and
designing of railway transportation information system in the future.
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