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Abstract

A frequency hopping(FH) signal can change its carrier frequency during transmission and has spread-spectrum characteristics in these
frequency bands. Therefore, FH signals are widely used in applications that require low-probability-of-intercept(LPI) and anti-jamming
(AJ) abilities in wireless communication environments. In this study, the authors propose a method for generating hopping information
(HI), which includes start time, dwell time, and hopping frequency for unknown FH signals. The proposed blind HI generation method
produces signal detection information based on the spectrum data and then extracts HI using operational procedures for estimating the
target FH signal’s status, such as appearance, maintenance, and termination. Further, simulation results demonstrate that the proposed
method provides accurate HI without detection omissions for various FH signals.
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Fig. 1. Hopping information in frequency hopping signal.
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Fig. 2. The operational flow chart for hopping information
generation stage.
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Table 1. Simulation parameters for frequency hopping.

Simulation parameters Values
Number of frequency 3
Hopping signals

Frequency Hopping rate 50 hops/sec
hopping | Hopping frequency | —800, 800, —400, 400 kHz
signal #1 | Dyell/mute time 18 msec/2 msec
Frequency Hopping rate 100 hops/sec
hopping | Hopping frequency | —240, —720, 240, 720 kHz
signal #2 | Dwell/mute time 9 msec/l msec
Frequency Hopping rate 200 hops/sec
hopping | Hopping frequency | 560, 80, —80, —560 kHz
signal #3 | Dwell/mute time 4.5 msec/0.5 msec
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Fig. 3. Spectrogram of generated receive signal with SNR
10 dB.
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