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A Study on the Method for Judging the EMP Protection Plan and
Required Level through Decision Making
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Abstract

In the context of increasing threats of EMP by neighboring countries in the security situation on the Korean
peninsula, EMP protection facilities are a very important means of ensuring military operational capability. These EMP
protection facilities should be constructed by comprehensively judging various factors about operation units. However,
Defense Military Facilities Criteria and National Technical Guideline for EMP protection require at least 80dB shielding
effectiveness without considering other options. In this study, we use objective and statistical methods to refine the
consideration of the required EMP protection level based on the opinions of the experts. To do this, the Delphi
technique is used for this study, and the survey was conducted from 53 experts related to EMP protection standard
in the military and civilian sectors. The first questionnaire investigated the appropriate level of EMP protection, and

the second questionnaire analyzed the factors considered in establishing EMP protection level.

As a result of the

factor analysis on the opinions of the experts, it was concluded that the EMP protection requirement level should be

determined by variables of METT + TC.

Keywords : required EMP protection level, delphi technique, factor analysis, METT+TC
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Figure 1. The need for reset required capacity of protection
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Composition of an
Expert panel

Civil-Goverment-Military Experts
related to the Defense Military Facilities Criteria

Open questions related to considerations of

st survey required protectlon level against EMP threat
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Figure 2. Process of delphi technique
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Table 1. EMP Protection plans and considerations

Type Considerations Remarks
Shielding ‘Need for protec_ti_on of e_quipmem it_self
R -Large—scale facility requiring protection
O0M . Necessity to carry out the protection for all fadilities A
n
Shielding ‘Need for protectiqn of equipnj_em itself _ Iempox;ary
Rack -Small-scale equipment requiring protection  maifunction
ac -Dispersion degree of small-scale equipment not
Dual -Availability of equipment function abortion, allowed
) and prompt switchover to other equipment
Eaquipment in case of malfunction due to auto—switchover
System ‘Dual equipment installed in other space
Spare  -Recoverability within an hour. \A’)'/tlﬁjifr%madif%r)v
’ -Spare equipment stored in unplugged power, and i
Equipment ggplicaleign %f separate EMP #eugguresp%n needs mgﬁ}g“ﬁ,e@d
Prompt -Recoverability within a few hour after failure.  Malfunction
Recovei -Construction for management system includin within a
g emergency contact syglem _andypromptfactior(i:J few_hours
system assurance system by a maintenance agency not allowed
Others -Establishment of EMP protection measures eggﬂngdge%y
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Table 2. Factors considered for EMP protection criteria

Code Statements

Differentiation of EMP protection level 800B, 600B, 400B, etc.) is
required

A.02  Upgrading of EMP protection level more than 100dB is required.

A.01
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Figure 3. Results of first survey on factors considered for protective criteria
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Table 3. Statistical analysis on results of first survey

Descriptive Statistics Normality Wilcoxon signed rank test
Code : Determ.
Mean Standard Median IQR W P-vlaue \ P-value
A.01 5.604 1.657 6.000 2.000 0.800 0.000 1080 0.000 Accepted
A.02 3.188 1.226 3.000 2.000 0.933 0.006 122.5 0.000 Rejected

HEpEe 80dBe] B|YZ o] ofd IECOl|A] AAJE
80dB, 60dB, 40dB 5] tjofst fzo @ A5 28k
Z0] oA UEe] Sol= EARog Sou|siginh
ol WA AREYR, TSISHREAR, AR
5) AHHellAl ?Jl’ah = EMP ¥8 2775 9 uks
G AR ARSI S Ane waE
oh @, AR AIEL S WesE 4gst 28
Aol el sEEe BYHow Tulsis

1

1__

3.2 EMP S 7|& MAMA ngigs

Table 4~T7 4 Figure 4= EMP Wo39] 253 9
Jorjde] ApEalE Qivt a1 a4l oigt ojday At

ERAAL Qloh HEaEe] Apeske 7189 80dBY
UA =25 80dB, 60dB, 40dB 52 As3M|7|+=
|, o] apisk= 7)o AHlE A9 W
AEE A, A, ddjolgsl oH7|7) R, 1
o Wo g tofsH A8skak= Ao,

A B A 2ol 1212 JIEFE Fl FeE o7
< AH3E 53 EbdAd 1S flste] 7 AHmH(74
o 59|, 6459, 5t T9, 49 HF, 3
Ao sl 28 1 Bsl), 14 1 ol HEe)E F
FYARE 22} HAES Fol FHoIich vrAES(Figure
4)ofA & ?\l%ol 7k oA digh sjde] FojoiR=
E4 Aol = Aol s UEhiA| o2
A os o ‘F Ut

Shapiro—Wilk normality testollA%E, $-21&%E 0.05
£ 70 R 7t oSS At obds ERIg 4= 9l
ALt ool #de| FHo] FojoiRol| gt SN
AR w24 B2l Wilcoxon signed—rank test® &
Boto] 7 oS oAl EMP WE 0] 2453t 9
o ale] apEs} weke] aeaRRlel iz 5o of (i
T opde] Fe)E ERlsaict.

Az} 237) oA 7R 1471 ARy R A
8 671 A9, e FEE fEE 1Y) oA

_;

M et i o
e,

]

Jﬁ

Table 4. Factors considered for protective criteria

Code Statements

B.01 Construction cost of EMP protection should be considered.

B.02 The versatility of equipment under EMP attack should be considered.

B.03
B.04

Recovery time of damaged equipment should be considered.

The shielding effect of the distance between EMP attack point
and facility should be considered.

B.05 The shielding effect of the distance between EMP protection

facility and equipment should be considered.

B.06
B.07

The possibility of recovering the damaged equipment shoud be considered.

The environmental condition(underground, geological, etc.) where
equipment attacking by EMP is located must be considered.

B.08
B.09

The tolerance of the equipment attacking by EMP should be considered.

The characteristics of EMP protection facility (concrete,
underground, etc.) should be considered.

B.10 The impact on the emergency activity(military, civil defense, etc.)

due to failure of equipment by EMP attack should be considered.

B.11 The easy recovery of damaged equipment should be considered.

B.12 The replacement time of the damaged equipment should be considered.

B.13 Damaged type (oss, recovery cost, etc.) due to EMP attack

should be considered.

B.14
B.15
B.16
B.17

The price of equipment affected by EMP should be reflected.
The allowable damage level due to EMP attack should be considered.
The possibility of replacing the damaged equipment should be considered.

Obstacles between EMP attack point and equipment should be
considered.

B.18 Location of fadliies or equipment (Seou, Busan, efc) shoud be considered.

B.19
B.20

The connectivity with explosion and bulletproof should also be considered.

Nuclear explosion scenarios (level, origin, etc.) should be considered
acoording to geopoalitical location (interational relations, etc.).

B.21
B.22

Evacuation of natural disasters should also be considered.

The urgency of recovery should be considered.

B.23 The easy replacement of damaged equipment should be considered.
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Figure 4. Results of second survey on factors considered for protective criteria
Table 5. Statistical analysis on results of second survey
Descriptive Statistics Normality Wilcoxon signed rank test
Code Determ.
Mean Standard Median IQR= W P-viaue v P-value

B.01 5679 1.252 6.000 3.000 0.799 0.000 780 0.000 Accepted
B.02 2.698 2.207 3.000 4.000 0.908 0.001 260 0.000 Rejected
B.03 5.000 1.941 6.000 4.000 0.828 0.000 9775 0.000 Accepted
B.04 3.000 2.362 3.000 4.000 0.903 0.000 3325 0.005 Rejected
B.05 3.509 0.505 4.000 1.000 0.637 0.000 0 0.000 Rejected
B.06 4.981 0.843 5.000 2.000 0.785 0.000 595 0.000 Accepted
B.07 4.755 1.426 4.000 2.000 0.858 0.000 545 0.000 Accepted
B.08 4.925 1.774 5.000 4.000 0.879 0.000 798 0.000 Accepted
B.09 4.849 1.460 5.000 3.000 0.877 0.000 839 0.000 Accepted
B.10 5.755 1.709 7.000 2.000 0.748 0.000 11235 0.000 Accepted
B.11 5.642 1.111 6.000 2.000 0.856 0.000 903 0.000 Accepted
B.12 5.792 1.183 6.000 2.000 0.811 0.000 861 0.000 Accepted
B.13 5.792 1.702 7.000 2.000 0.723 0.002 1186.5 0.000 Accepted
B.14 6.792 0.409 7.000 0.000 0.498 0.000 1431 0.000 Accepted
B.15 6.019 0.747 6.000 2.000 0.810 0.000 1431 0.000 Accepted
B.16 5623 1.484 6.000 3.000 0.810 0.000 989.5 0.000 Accepted
B.17 3.660 2.166 4.000 4.000 0.867 0.000 468 0.304 Deferred
B.18 3.491 2.275 4.000 3.000 0.930 0.004 339 0.104 Deferred
B.19 3.566 1.185 4.000 3.000 0.837 0.000 224 0.005 Rejected
B.20 2.736 2.588 2.000 5.000 0.852 0.000 304.5 0.001 Rejected
B.21 4.245 1.371 4.000 2.000 0.888 0.000 602 0.199 Deferred
B.22 3453 1.814 3.000 3.000 0.873 0.000 3115 0.02 Rejected
B.23 5.660 2.121 7.000 2.000 0.661 0.000 1086 0.000 Accepted

*QR : Interquartile Range
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Table 6. Statistical analysis on results of third survey

Descriptive Statistics Normality Wilcoxon signed rank test
Code Determ.
Mean Standard Median QR W P-vlaue \ P-value
B.17 3.396 1.702 3.000 3.000 0.943 0.014 287.5 0.023 Rejected
B.18 3.132 1.687 3.000 2.000 0.909 0.001 2338 0.001 Rejected
B.21 3.755 1.299 4.000 2.000 0.917 0.001 342.5 0.240 Deferred

Table 7. Statistical analysis on results of forth survey

Descriptive Statistics Normality Wilcoxon signed rank test

Code Determ.
Mean Standard Median QR W P-vlaue \ P-value

B.12 3.264 1.002 3.000 1.000 0.857 0.000 132 0.000 Rejected
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Figure 5. Scree plot for 14 accepted codes
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Table 8. Varimax rotation results on major factors S BASE An}k RC1 2218 Terrain(Ad), RC2 2291&

Code RC1 RC2 RC3 RC5 RC4  h2 u2 AZHTime), RC3 2412 A(Enemy), RC4 8218 o7
B.03 0.53 035 065 (Mission), RC5 2218 XEdl(Troops) = T Table 103}
B.12 0.62 0.58 0.42 =
. 1ol MalsF 2 0]o]
B.14 071 056 044 ol e = 2,
B.07 0.67 0.58 0.42 A =
B.09 0.67 0.68 0.32 5' = T
B.08 0.66 0.64 0.36
o o e o - TR, Aok £ SolM 2ue EMP
B.O1 0.12 064 036 orE 80dB, o AilEke AEsial itk
B.06 0.04 067 033 ke Hols 5HE 2 7R % ‘%@ =
3 U B n el e S gl i
823 03 04 0% sk 5 gedple) Al HEEA 012 A e
B.10 071 074 026 Ae ZYHuEA AL ATE 202 EMP 254
Wesz 9 eral] B /1E Aol ARE, @
Table 9. Explanation by each factors H, A4 Woes W xpEske vk o 488 9JsiiA
RC1 RC2 RC3 RC5 RC4 EMPo| thgh Fofe BA41& 4=agihct, Foke £419] s
SS loadings 169 166 187 147 13 1 e4e EMP 40| T H-EARow, ks H4E
Proportion Var 012 012 013 010  0.10 Alte] we} EMP Hoti@o] P4 o=, ‘ﬂo*ﬁ—u—fol A}
Cumulative Var 025 037 013 048 057 SHoE AgErt sk o A& Bl EMP W™
Proportion Explained 021 0.21 023 018 017 2 Sl gigAIT] STlete] Hrfje] F APz
Cumulative Proportion 044 065 023 083  1.00 A, 9deql 7IeEY 5 ookgt A4S J1Ejs|jof sk
* Mean item complexity = 1.7 %-_9_2}‘_]— 7534‘4 §]4>]2ﬂ— Z~ 010-11:]-
= Test of the hypothesis that 5 components are sufficient.
+ The root mean square of the residuals(RMSR) is 0.1 o] Aol BEE 23k 2 B tiokslo| o
* with the empirical chi square 59.18 with prob < 2.13-07 = = 24X A
= Fit based upon off diagonal values = 0.59> q() ?‘)_— “‘L—}%‘:—Lﬂi METT+TCE "“Eq O]'EE" =1 E‘T"P]— ]’]‘%

Table 10. Common factors according to factor analysis results

Factor Consideration
) B.07 The environmental condition(underground, geological, etc.) where equipment attacking by EMP is located must be considered.
ACT Terrain B.09 The characteristics of EMP protection facility (concrete, underground, etc.) should be considered.
B.03 Recovery time of damaged equipment should be considered.
RC2 Time B.12 The replacement time of the damaged equipment should be considered.
B.14 The price of equipment affected by EMP should be reflected.
B.08  The tolerance of the equipment attacking by EMP should be considered.
RC3 Enemy B.13 Damaged type (loss, recovery cost, etc.) due to EMP attack should be considered.
B.15 The allowable damage level due to EMP attack should be considered.
RC4 Mission B.10 The impact on the emergency activity(military, civil defense, etc.) due to failure of equipment by EMP attack should be considered.
B.01 Construction cost of EMP protection should be considered.
B.06 The possibility of recovering the danmaged equipment should be considered.
RC5 Troops B.11 The easy recovery of damaged equipment should be considered.
B.16 The possibility of replacing the damaged eguipment should be considered.
B.23 The easy replacement of damaged equipment should be considered.

199



A Study on the Method for Judging the EMP Protection Plan and Required Level through Decision Making

e Sk vk ofUjXul, @xjY] 3
Q2| WsojHL Al gt Fok
METTHIC fide] e 2t iﬂwﬁc}%
1:!1 284 EMP U & H _/r_i‘ =i
1:]—0] EE]- HAHoZ 7}»_-‘61- 740]1:]-
2z g AR TeRR) 71EE dasd
o 9 QYo] RS 7 an
e sgislEe) F5H
F7140% ssior 3 hgEol got
5717 9] RpEhe AR B A
& 7k Aol gk

7} o ge] Sl TelAER 518l

|->

(

Pl

315A]

N do

—I—“l‘
Sezo) ot Aujelel oA So| et ZvbEick o
2rola, AVHAl WETlE ANE $IFt Flolzekl A
To 7153 Aow ek

& o

Sk QERAIRO)N ZEsSe] ofst EMP 9]
EREp s i
WAL 5 Qe Ul Fad 2o}, ol2ldt EMP WS
P D A e
efste] TE3jolok Gk ST A - 7o) EMP

37)122 80dBe] dEA el MHELTRS Qs Q)
H Ao e AE7E Fee] ofdS E—sﬂ AFo] T B
AR WS AMgslo] WE Qo] EARRe AAA
sk gk AP Walollug AMgsldon, 53
ol EMPHIS. AAZ|Ea I Qe AEVIES A5}

Tl T

ot 12} RS EMP W3] A4z tiele] xAls}

AT, 27 S WHTjH £:3A] measo] diete] £
Aok, AeiEl A7ie] oldo] o) EAE A
g A3k, EMP WEes4E Al METTHIC 848

Tefsfolof St AL SIS,
FI/E : EMP #seF4F dujo]| 7|, Q2N Mz
M Dg{eAs
Acknowledgement

This research was supported by a grant(18SCIP—

200

B146646—01) from EMP and physical protection

construction technology development funded by

Korea Agency for Infrastructure Technology

Advancement,

10,

11.

12,

References

. Kim SB, Kim TW, Lee JH. The study for design criteria about

electromagnetic pulse protection for military facilities, Seoul:
Korea Military Academy Hwarangdae Research Institute; 2008,

. Ministry of National Defense, Department military facilities

criteria 2—20—30: design criteria for EMP protection facilities,
Seoul: Defense Installation Agency; 2019,

. Department of Defense Interface Stand, High—altitude

electromagnetic pulse(HEMP) protection for ground—based C4I
facilities performing critical, time—urgent mission: part 1 fixed
facilities, MIT-STD—-188-125—1, Departments and Agencies
of the Department of Defense, United States; 1998,

. National Cyber Security Center, National Radio Research

Agency, National Security Research Institute, Technical
standard of EMP attack prevention measures, Seoul; 2018,

. Ministry of Science and ICT, Evaluation criteria for major

telecommunication infrastructure against EMP attack, Seoul;
2018,

. Youk JK, Do JK, Hyun SY. Economical analysis method for

EMP protection plan, The Journal Of The Korea Electromagnetic
Engineering Society. 2014 Apr;25(3):15—23,

. Korea Internet & Security Agency. Vulnerability Analysis and

Evaluation Model, Seoul; 2002,

. R Core Team, R: A language and environment for statistical

computin [Internet], Austria: R foundation for statistical
computing; 2013 Oct [cited 2019, Feb 20]. Available from:
https://cran.r—project. org.

. Brian OP, SPSS and SAS programs for determining the number

of components using parallel analysis and Velicer’s MAP test,
Behavior Research Methods, Instruments & Computers, 2000
Sep; 32(3):396—402,

Thompson B, Exploratory and confirmatory factor analysis:
Understanding concepts and applications, 1st ed. Washington
DC:American Psychological Association; 2004,

Raymond BC, The scree test for the number of factors,
Multivariate Behavioral Research, 1966 Apr;1(2):245—276,
Henry FK, The varimax criterion for analytic rotation in factor
analysis, Psychometrika, 1958 Sep;23(3):187—200,



