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Abstract With the development of information and communication technology, we have been able to access and
manage documents containing corporate information anytime and anywhere using smart devices. As the work
environment changes to smart work, the scope of information distribution is expanded, and more efforts are needed
to manage security. This paper proposes a file sharing system that enables users who have smart devices to manage
and share files through mutual cooperation. Proposed file sharing system, the user can add a partner to share files
with each other when uploading files kept by spliting the part of the file and the other uses an algorithm to store
on the server. After converting the file to be uploaded to base64, it splits it into encrypted files among users, and
then transmits it to the server when it wants to share. It is easy to manage and control files using dedicated
application to view files and has high security. Using the system developed with proposed algorithm, it is possible
to build a system with high efficiency even for SMEs(small and medium-sized enterprises) that can not pay much
money for security.
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Fig. 1. Proposed network model
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Fig. 2. Image upload and save keyword
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Table 4. IMAGE table scheme

Field Type Etc

PRIMARY KEY

id INTEGER AUTO INCREMENT
NOT NULL

original_ba

ebd LONGTEXT NOT NULL

thumbnail_

base64 LONGTEXT NOT NULL

original_file

name VARCHAR(100) NOT NULL

thumbnail_f

ilename VARCHAR(100) NOT NULL

created DATETIME NOT NULL

updated DATETIME NOT NULL
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Table 5. KEYWORD table scheme

Field Type Etc

PRIMARY KEY

id INTEGER AUTO INCREMENT
NOT NULL

. . FOREIGN KEY(IMAGE.id)

image_id INTEGER NOT NULL

keyword VARCHAR(50) NOT NULL

created DATETIME NOT NULL

updated DATETIME NOT NULL
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Fig. 4. Image upload screen
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Fig. 6. Smart device application screen
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