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[Abstract]

A Study on the Development of Cyberpolice
Volunteer System Using the Collective
Intellectual Network

Kim, Doo—Hyun * Park, Sung—dJoon * Na, Gi—Sung

In the reality that the boundary between the real world and the virtual world disappears
with the 4th Industrial Revolution, cyber crimes that occur beyond time and space have clear
limitations in fulfilling their duties only with the police force of government organizations
established under the real law system.

The research method of this thesis is based on the literature research and the experience
of security work. The purpose of this paper is to establish a social system where collective
intelligence of each social field can participate voluntarily to respond to cyber crimes
occurring beyond the time and space before the law and institutionalization. In addition, the
social system in which collective intelligence in each social sector can participate voluntarily
was established to define crime types in cyberspace in real time and to prevent ctimes
defined by the people themselves and the counter-measures had been proposed in order to
form social consensus.

First, it is necessary to establish a collective intelligent network-type cybetpolice volunteer
system. The organization consists of professors of security and security related departments
at universities nationwide, retired public officials from the National Intelligence Service, the
National Police Agency, and the National Emergency Management Agency, security
companies and the organizations, civilian investigators, security & guard, firefighting, police,
transportation, intelligence, security, national security, and research experts.

Second, private sector regulation should be established newly under the Security Business
Act.

Third, the safety guard of the collective intelligent cyberpolice volunteer system for the

stability of the people's lives should strengthen volunteer work.
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Fourth, research lessons and legal countermeasures against cybercrime in advanced
countries should be introduced.

Fifth, the Act on the Protection of Personal Information, the Act on Promotion of
Information and Communication Network Utilization and Information Protection, the Act
on the Utilization and Protection of Credit Information, and the Special Act on the Materials
and Parts Industry should be amended.

Sixth, police officers should develop cybercrime awareness skills for proactive prevention

activities.

Keywords: Cybercrime, Collective intelligence, Network, Cyberpolice,
Volunteer system, Knowledge sharing voluntary service activities



