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Abstract A security company has been proposed for various healthcare systems. However, there are improvements
in order to achieve better efficiency and stability in the various protocols presented. The purpose of this paper is
to provide cryptanalysis and solution on Vijayakumar et al.’s secure communication scheme for healthcare system
using wearable devices. Especially, it is weak against denial of service attack and it does not provide integrity of
the transmitted messages. Thereby, this paper proposes a new secure communication scheme to cope from the
problems in Vijayakumar et al.’s scheme. It provides authentication and integrity, which could be the security solution
against Vijayakumar et al.’s scheme. Furthermore, it also provides a good computational overhead compared to
Vijayakumar et al.’s scheme.
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Fig. 1. Vijayakumar et al.s Secure Communication Scheme [12]
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Fig. 2. Normal Status Phase of Proposed Secure Communication Scheme
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Fig. 3. Emergency Status Phase of Proposed Secure Communication Scheme
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Table 1. Security Comparison

Security

Scheme Con. DoS Int.

Vijayakumar et al. Yes No No

Proposed Yes Yes Yes
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