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Abstract

Storage system often applies erasure codes to protect against disk failure and ensure system reliability and
availability. Liberation code that is a type of coding scheme has been widely used in many storage systems
because its encoding and modifying operations are efficient. However, it cannot effectively achieve fast recovery
from single disk failure in storage systems, and has great influence on recovery performance as well as response
time of client requests. To solve this problem, in this paper, we present HRSF, a Hybrid Recovery method for
solving Single disk Failure. We present the optimal algorithm to accelerate failure recovery process. Theoretical
analysis proves that our scheme consumes approximately 25% less amount of data read than the conventional
method. In the evaluation, we perform extensive experiments by setting different number of disks and chunk
sizes. The results show that HRSF outperforms conventional method in terms of the amount of data read and
failure recovery time.
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1. Introduction

In recent years, with the development of cloud and mobile computing technology, the storage system
size along with the number of storage nodes has been increasing rapidly. All kinds of unpredictable
failures may render storage nodes unavailable, which could seriously affect system reliability and
availability. To address this issue, a variety of fault tolerance techniques have been proposed which can
be mainly classified as replication and erasure codes. Replication is simple, but its storage overhead is
large. In contrast, erasure codes have an advantage in optimal storage cost [1]. With increasing of system
size, the amount of stored data increases rapidly. Replication technology is difficult to meet the
requirements of mass storage systems in terms of storage utilization and fault tolerance. Therefore,
erasure codes have been attracting more and more attention in academia and industry.

The researches of erasure codes are mainly focus on the aspects of encoding, decoding and updating
complexity. There are some typical codes, such as RS code [2], RDP [3], EVENODD [4], STAR [5], and
Short Code [6]. These codes can improve system reliability and availability. However, researchers find
that if one disk fails, the probability of another disk failure will greatly increase. Once the number of disk
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failures exceeds the capacity of fault tolerance in a system, data stored on the failed disks will not be
restored [7]. Thus, for a storage system, repairing single disk failure timely is crucial.

There are many research findings in boosting single disk failure recovery process. RDOR [8] is an RDP-
based scheme which can quickly recover failed disk. Wang et al. [9] introduced a similar scheme based
on EVENODD. Based on X-code, Shen et al. [10] proposed SIOR. The authors of [11] proposed EDP
based on P-code. Nakkiran et al. [12] presented a fast encoding method based on PM codes. Itani et al.
[13] designed a single disk recovery method for fractional repetition (FR) code. When local
reconstruction codes (LRC) were used in primary array storage systems, Sung and Park [14] observed
that there was a major bottleneck in reconstruction. Then, they presented distributed reconstruction
codes (DRC) that can rebuild disks rapidly. However, these methods are used for failure recovery of
storage systems which use a specified code. Kahn et al. [15,16] introduced a scheme which is suitable for
all codes. They found out a potential optimal way of recovering lost data. However, they observed that
this scheme was NP-hard. To search for a fast recovery method, a replacement recovery algorithm EG
was proposed. By using hilling-climbing method, EG find some optimal parity sets to minimize data
transmission overhead [17]. These methods require a certain period of time for disk failure recovery.
When there are a large number of nodes in the storage system, the recovery process is complicated and
inefficient.

In order to reduce the amount of data read from disks, other methods have been proposed. For erasure-
coded data recovery operations, Rashmi et al. [18,19] studied their impacts on datacenter networks, and
then proposed a piggybacking framework to reduce disk space and network bandwidth overhead in a
recovery process. In order to solve the single node failure recovery problem in a cluster file system setting,
Shen et al. [20] proposed CAR, which is a cross-rack-aware failure recovery method. Sathiamoorthy et al.
[21] proposed locally repairable codes to reduce the recovery overhead of RS code. However, these codes
may increase the local parity blocks in a recovery process.

Liberation code is proposed by Plank [22], the encoding and modifying performance of it is better than
RDP, EVENODD and other types of RAID-6 codes. However, there is no effective recovery solution to
the problem of single data disk failure. In this paper, in order to address this problem, we present a scheme
called HRSF, which can boost the recovery process. Theoretical analysis and experimental results show
that HRSF outperforms conventional Liberation code in terms of the amount of data read and failure
recovery time. The contributions of this work are listed as follows.

1. For single disk failure, we present a recovery method called HRSF, which can reduce data read
and speed up a failure recovery process.

2. Inasingle disk failure recovery process, we obtain a lower bound of data read. Through theoretical
analysis, we can know that HRSF scheme consumes approximately 25% less amount of data read
than conventional method.

3. In order to evaluate our proposed recovery scheme, we perform extensive experiments. The
experimental results can verify the theoretical analysis. It has less amount of data read and
recovery time than conventional method.

The rest of paper is organized as follows. In the next section, we introduce Liberation code, and then
describe the construction of encoding matrix and conventional recovery method of single disk failure. In
Section 3, we present a hybrid recovery method called HRSF to reduce the amount of data read during
recovery. We describe the experiments in detail and discuss the results in Section 4. Section 5 concludes

this paper and introduces future work.
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2. Background of Liberation Code

In this section, we introduce Liberation code, and then describe the conventional method of single disk

failure recovery.

2.1 Liberation Code

Fig. 1 describes a typical RAID-6 system. In a storage system, we assume that there are k data disks
named Do, Di...Dx.. In addition, there are two parity disks P and Q. It can tolerate any two disks failure.
For each disk, it is divided into some strips, and each strip consisting of w elements. In the disks, all
different strips at the same offset position can form a stripe. In a stripe, using Liberation code, the two
parity elements are generated from the data elements. For different stripes, the encoding operations are

independent. Without loss of generality, in this paper, we discuss operations in a stripe.

Fig. 1. The structure of a RAID-6 system.

Similar to other erasure codes, for Liberation code, its encoding and decoding operations depend on
encoding and decoding matrices. The value of w is restricted which depends on k. In addition, it specifies
that w must be a prime which is > k and> 2. Bit matrix for encoding rules when w = 5, k = 5 is shown
in Fig. 2. We know that P is a parity disk of the corresponding data disks, so each matrix is equal to a
w X w identity matrix. For an identity matrix, the corresponding position of one is marked in the figure.

The matrix X; which generates the parity data of Q disk is described as follows [22].

=P
dEi I = ’
wlulelu[vw]| * & b, =
=0 o
=P

Fig. 2. The bit matrix for encoding rules of RAID-6 when k=5, w=5.

Before introducing the matrix X;, we make the following definitions.
(1) Define IY}; to be aw X w identity matrix. For the matrix, its columns have been looped to the
right by j columns. In particular, I = I%,.
(2) Define 0}'; to be aw X w matrix. In this matrix, every element is equal to zero, expect for the
elements in (i mod w) row and (j mod w) column. In these positions, elements are equal to one.
For Liberation code, the matrix X; is described as follows.
(1) Xo=1".

(2) For0<i<k X;=I%+0y,, 4. Intheformula,y = fw=)

2

.Itisequivalentto y = ? when

. i .
iisodd,andy =w —Ewhenzls even
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According to the above definitions of Liberation code [22], we can obtain that for any given value of k
and w, the total number of ones is kw + k — 1 for X; matrices. Adding it to the kw ones of disk P’s
encoding matrices, so in the two types of matrices, there are 2kw + k — 1 ones. The factor which affects
the efficiency of encoding operation is the number of XOR-summing operations, and it is decided by the
number of ones in matrices. As we all know, in matrices, if a coding bit’s row has c ones, it needs ¢ — 1
XOR-summing operations to encode that bit from the data bits. For Liberation code, the total number of

parity elements is 2w. Therefore, the average of XOR-summing operations to calculate each parity

element p; or q; is mzc% Itisequaltok — 1 + %, and the optimal value is k — 1.

According to the encoding rules of EVENODD, we know that the number of XOR-summing
operations is k — % for each parity element. For RDP, when k + 1 and k + 2 are prime numbers, the
number of XOR-summing operations achieves optimal value k — 1. However, we can know from the
experiments of Plank, in some cases, Liberation code outperforms RDP [22]. In terms of encoding
performance, Liberation code is better than other erasure codes, such as EVENODD, RDP. For a data

element d; ;, the factor which affects the efficiency of modifying operation is the number of ones of

J>
column wi + j in the encoding matrices. The number of columns in encoding matrices is kw, so the

2kw+k-1

average of ones for each column is =2+ %, which is approximately equal to 2. From the above

analysis, we conclude that encoding and modifying operations performance of Liberation code is optimal.

2.2 Single Disk Failure Recovery

When k = 5, w = 5, the encoding rules of Liberation code are shown in Fig. 3. Firstly, we define data
elements and the corresponding parity elements. We can know that in the same parity set, parity elements
are generated from the data elements by XOR-summing operations. These operations are described in
the following equations. As we all know, in Fig. 3, parity disks are P and Q. According to the encoding
rules of Liberation code, we can get the following results. For example, po = dgo @ do; D dp, D
do3 @ do 4, dataelements dg o,dg 1,do 2,00 3,dg 4 and parity element p, are in the same parity set Py. Py =
{do,0,do,1,d02-00 3:d0 4, Po}- Data elements d o, dy 1, d; 5, d3 3, d4 4 and parity element g, are in the same
parity set Q. Qg = {dg 0, d11,d22,d33, dy4, qo}. According to the encoding rules, we can get the rest of

parity sets in the same way.

Pr=d1oDd 1 Ddi,Ddiz3Ddya

P2 = dz,o ) d2,1 ® dz,z ® d2,3 ® d2,4

p3=d3o@ds; Dd3, Dd3;Ddsy

Pa=dyoDdy; Ddsy DdyzDdys

qo = dop ® di ® dy; ® dsz ® dys
g1 =d oD dy1 Dds; DdszDdszDdoa
Gz =d0Ddy1 Dd3y Ddy, DdozDdis
s =d30 D dy1 Ddo, D d13Dd1,Ddsys
o =0d4 oD do1 Ddo, Dd1,DdyzDdss

Liberation code uses conventional method to recover from a single disk failure. The recovery process

is described as follows. It uses the surviving elements in a P; parity set to recover the lost data element

through XOR-summing operations. The remaining data elements in the failed disk are recovered by the

58 | J Inf Process Syst, Vol.15, No.1, pp.55~66, February 2019



Jun Li and Mengshu Hou

same method. In the following, we will describe conventional method of single disk failure recovery in
detail.

In Fig. 3, we assume that Dy fails, and the corresponding data d; o,d;,d3 0,040, oo are lost. For
conventional recovery method, we need dy, , do, > doz > dos > Po and through XOR-summing
{do,1,dg 2-d0 3,dg 4-Po} to restore d o. Using this method, the data d 4 is recovered by XOR-summing the
elements {d;,,dy3,dy4,d11,p1}. The data d,, is recovered by XOR-summing the elements
{d3,2,d2 3,05 4,d7 1,02} The data d3 4 is recovered by XOR-summing the elements {d3 ,,d3 3,d3 4,03 1,03}
The data d,  is recovered by XOR-summing the elements {d,,,d43,d44,d4 1, D4} In this case, for data
elements recovery, the total number of data and parity elements read is 25. For conventional recovery

method, the number of elements read is w? in a recovery process.

Fig. 3. Encoding rules of Liberation code when k=5 and w=5.

The conventional recovery method only uses parity set P; and recovers the lost data by XOR-summing
the surviving elements in P; parity sets. According to the above analysis of encoding rules of Liberation
code, a data element is in different types of parity sets, P; or @;. The conventional recovery method
ignores this fact, so it has to read more data. We observe that there are overlapping elements when some
lost data elements are recovered by using P; parity sets and the rest of w data elements are recovered by
using Q; parity sets. Therefore, in a disk failure recovery process, the common elements only need to be
read once from the disks. The total number of elements read can be reduced. In the next section, we will

describe our failure recovery scheme HRSF.

3. Hybrid Recovery Method of Single Disk Failure

From the introduction of encoding rules and parity sets of Liberation code in Section 2, we can find
that. (1) Between each pair of parity sets P; and P; (i #j), there is no overlapping element. (2) There are
overlapping elements between each pair of parity sets P; and Q;. The first parity set @y and any parity set
P; have one overlapping element. The rest of parity sets Q; (1 < j < w — 1) and the only one special
parity set P; have two overlapping elements. Except for the special parity set P;, the remaining (w — 1) P;
and the parity set @; (1 < j < w — 1) have one overlapping element. (3) In order of j(0 < j < w — 1),
for the pair of parity sets Q; and Q;,;, there is only one overlapping element between each pair of @, and
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Q1, Q1 and @3, @z and Q3, -+, Qy— and Q1.

From the above analysis, we find that if we use two types of parity sets P; and Q; in a disk failure
recovery process, the number of elements read can be reduced. It is because that the overlapping elements
only need to be read once from the disks. Our target is to choose w parity sets to recover the lost data
elements and hence the number of elements read during the recovery can be minimized. In this way, we
can reduce the recovery overhead and speed up the recovery process.

Assume that t lost elements are recovered using P; parity sets. The remaining (w — t) elements are
recovered from Q; parity sets. From the following formulas, we can obtain the number of overlapping
elements.

(i) Through the above analysis of parity sets, we know that when there is an overlapping element

between t P; and —t @, the number of overlapping elements is calculated as follows.

w=-tt+(w-t-1)=-t2+tw-1D+w-1) )]
2

(Y Y s

Whent = WT_l, the number of overlapping elements is maximized.

(ii) When there are two overlapping elements between ¢ P; and —t Q;, we should add the number of
overlapping elements between the pair of parity sets Q; and the special parity set P; in the above

formula. The number of overlapping elements is described as follows.
w-tt+(w-t)-1)+w—-t—-1)=—-t2+w-2)t+ (2w —2) )

Because w must be a prime and > 2, for this case, the number of overlapping elements is maximized

w-1
whent = -5

From the above analysis, we can get the following results. When t = WT_I, the number of overlapping
elements is maximized. From the analysis of parity sets, we can know that in order of 0 < j <w — 1,

there is a common element between each pair of continuous parity sets Q;. For the lost data, when the

w-1 - w-1 _ w+l
first - elements are recovered from P; and the remaining w — - = elements are recovered form

Qj, the number of overlapping elements is maximized.
In this paper, we discuss the situation when k = w. For our hybrid recovery scheme of single disk
failure, the total number of elements read in a recovery process is obtained from formula (3). The first

. . . . -1
item in formula (3) is the number of elements read for recovering the first WT lost elements. The number

. 1 . a .
of elements read for the remaining % lost elements recovery is described in the last two items.

(w-1) w+1

+(w+1-)+ - pw+1-22-1) 3)

_3 2+5
AR

As we all know, for conventional method, the lost elements recovery operations need P; parity sets. The
number of elements read is w? in the recovery process.

The number of elements read of our proposed method, which adopts the P; and Q; hybrid recovery is
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reduced by % + % compared to the conventional recovery method.

For example, in Fig. 3, k = 5 and w = 5. When disk D, fails, P, and P; are used to recover d, and
dy o separately. The elements d, g, d3, dy are recovered from Q,, Q3, Q4 separately. For the failure
recovery, the number of elements read from disks is 20. However, for the conventional method, it is 25.
The number of elements that need to be read can be reduced by 20%. Likewise, when k = 7, w = 7, the
number of elements read from disks of hybrid recovery scheme is 38. For the conventional method, it is
49. The number of elements that need to be read can be reduced by 22.4%. In a single disk recovery
process, our method can effectively reduce the number of elements read, and further speed up the
recovery process.

For any k, w, w = k, when D,, (0 < m < k) fails, our hybrid recovery scheme can be described in
Algorithm 1.

Algorithm 1. Hybrid recovery scheme of single data disk failure for Liberation code
Assume that the data disk D,, fails.

(1) Based on the value of w, k, calculate the number of lost elements on D,,,.

(2) For the first WT_I lost data elements, use P; parity sets to recover, and recover the element by XOR-
summing all surviving elements in P;.

(3) For the last WTH lost data elements, use Q; parity sets to recover, and recover the element by XOR-
summing all surviving elements in Q;. If an element that need to be read from the disk has be stored
in memory, there is no need to read the overlapping element.

(4) If the lost data elements in D,,, have been recovered, they are written back to an available disk.

(5) When the w lost elements are successfully restored, the recovery process can move on to recover

the next stripe.

4., Performance Evaluation

In order to evaluate the performance of our proposed recovery scheme HRSF, in this section, we
conduct extensive experiments to compare HRSF with conventional method. In a disk recovery process,
for these two schemes, we compare the total amount of data read from disks and recovery time by setting
different number of disks and chunk sizes. Then we choose five workloads, financiall, financial2,
websearchl, websearch2, websearch3 from several international enterprise data centers [23,24], and

evaluate the recovery time under these workloads.

4.1 Experiment Settings

We use a popular simulator to perform experiments, DiskSim [25], which was developed by Carnegie
Mellon University. The simulated disks are 15000-RPM, 146 GB. Recovery process is in an offline mode,
and there is no request from the front-end access. The data is stored on disks according to the
corresponding encoding rules. We suppose that each element consists of a data chunk, and the lost data
is recovered stripe by stripe. Similar to conventional recovery method, HRSF reads all the required data

chunks of a stripe, and then puts them in memory. If all lost data elements are recovered, they are

J Inf Process Syst, Vol.15, No.1, pp.55~66, February 2019 | 61



HRSF: Single Disk Failure Recovery for Liberation Code Based Storage Systems

immediately written to an available disk. In order to evaluate recovery performance, we use the data
recovery time per MB of data as a metric. For each data disk, we assume that the failure probability is

equal, and implement the program for 6 times. We conduct a failure recovery process on all data disks,
and then use the average as final experimental result.

4.2 The Number of Elements Read During Recovery

When a disk fails, we use conventional recovery method and our hybrid recovery scheme to recover
lost data respectively, and then compare the number of elements read in a recovery process. As we can
see in Fig. 4, when k is increased, the hybrid recovery scheme HRSF reduces the amount of data read from
disks by approximately 25% compared to conventional method. The results are consistent with our

expectations. The amount of data read can be effectively reduced by using HRSF.

1400

—4— Conventional
1200 | —@— HRSF

1000

800

600

400

Total number of data reads

200

57 1113 1719 23 29 31 37
k=w
Fig. 4. The number of elements read from disks.

4.3 Performance Evaluation under Different Chunk Sizes

In distributed storage systems, the size of a chunk is usually larger. Therefore, we evaluate the recovery
performance under different chunk sizes, which is from 256 kB to 8196 kB. The number of disks is fixed,
whichisk =w =5,k =w = 11, k = w = 17, respectively. For conventional recovery method and our
hybrid recovery scheme, we use the recovery time overhead per MB to evaluate recovery performance.

Fig. 5 shows the recovery time of the conventional and hybrid recovery scheme. When the chunk size
is increased from 256 kB to 8196 kB, HRSF outperforms the conventional method consistently. It has less
time overhead during a recovery process. As the size of chunk increases, we find that the recovery time is

reduced. We can predict that for large chunk size, the failure recovery time will tend to be stable.
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Fig. 5. The impact of chunk size on recovery performance.
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4.4 Performance Evaluation under Different Number of Disks

For different number of disks, we analyze the impact of these situations on recovery performance in
this subsection. When the number of disks is 5, 7, 11, 13, 17, we perform experiments. The chunk size is
fixed, which is 256 kB, 512 kB, and 1024 kB, respectively.

Fig. 6 shows the recovery time of these two schemes and the improvement of hybrid recovery scheme
over conventional recovery method. The results show that the recovery time of our scheme is reduced by
5.80%-19.1% when chunk size is 256 kB. When chunk size is 516 kB, the recovery time of our scheme is
reduced by 20.9%-23.9%. When chunk size is 1024 kB, the recovery time of our scheme is reduced by
21.5%-24.9%. We know that the number of elements read from disks is reduced by approximately 25%
in subsection 4.2. However, in this subsection, the percentage reduction in amount of data read does not
match to the percentage reduction in recovery time. This is due to the disk access pattern of our scheme,

it needs more time for additional disk seeks.

® Conventional 0 HRSF B Conventional CHRSF = Conventional DHRSF

r MB

Recovery time (in second) per MEB

E
=
2

5 7 11 13 17
256KB

Recovery tims (in sesond) pe

Fig. 6. The impact of disks number on recovery performance.

4.5 Performance Evaluation under Different Workloads

We perform experiments and analyze the impact of different workloads on recovery performance in
this subsection. We fix the number of disks, k = w = 11. The fixed chunk size is 512KB.

Fig. 7 shows that compared with conventional method, the recovery time of HRSF is reduced by 22.3%
in offline mode. For all workloads, the recovery time of our scheme is reduced by 22.7%-24.9%. As we
can see from experimental results, using conventional method to recover lost data, the failure recovery
time of online modes is longer than offline mode. This is because for online modes, applications and
recovery I/0O may use disk bandwidth at the same time. For the conventional recovery process, there is a
large amount of data reading, which leads to a slower recovery speed. Like the conventional method, our
scheme still needs to read data from disks during recovery. However, the amount of data read during the

failure recovery process is minimized. Therefore, recovery speed is faster than conventional method.
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Fig. 7. Recovery performance under different workloads.
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5. Conclusion and Further Work

For Liberation code based storage systems, in this paper, we present a single disk failure recovery
scheme HRSF. HRSF can choose optimal parity sets. Using this scheme, we can minimize the number of
elements read from surviving disks to reduce the failure recovery time. We obtain the lower bound of
elements read and then describe our recovery scheme. Theoretical analysis and experimental results show
that HRSF outperforms conventional recovery method in terms of the amount of data read and failure
recovery time. In this paper, we present the recovery method when k=w. The discussion of other
situations will be our future work. In addition, we will evaluate the performance of our scheme in a
practical environment. In the case of two disks failure, decoding algorithm of Liberation code is complex.
The recovery performance of it is still inefficient. Therefore, in our future work, we will try to address

these problems.
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