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ABSTRACT

Smartphones are becoming a portable computer. As a result, even the most sensitive financial application services are now
available anywhere on the smartphone. Compared to general PCs, smartphones communicate with external devices through various
channels such as wireless internet, mobile communication network, Bluetooth, and NFC, and a wide variety of applications are
provided. Therefore, if vulnerabilities exist, the possibility of attack damage increases. In this paper, we analyze the vulnerabilities
of dynamic virtual keyboards used in login of banking apps of smartphones with various physical constraints and propose

countermeasures.
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Table 2. Positions of Blanks (s(p)=1)
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Table 3. Possibility for Each Position of Ly and L;

Position || #0 |#0" | #1 [#1' | #2 [#2" | #3 |#3' | #4 |#4' | #5 |#5'
#ofcases|11| 1 (10| 2 |9 |3 |8 |4 |7 |5 |66

Proportion
(%)

Position || #6 [#6' | £7 |#7' | #8 |#8' | #9 |#9' |#10 [#10’| Total
#ofcases| 5|7 |48 [3|9|2|10]1 |11 132

83[08|76[15|68(23[61|30(53|38|45|45

Proportion

) 38(53(30(61|23[68[15|76]08|83 1
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Fig. 4. Possibility Difference for Each Key Pair
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Table 5. Possibilities of Possibilities of Candidate Keys for
L, (s(v)=1)[7]

1(z) #0 #1 #2 #3

T; a a s a S d S d f
p(z;) 1 [0.20]0.800.020.36|0.62|0.07|0.47 | 0.47
U(z) #4 #5 46

T; d f g f g h g h j
p(z;) 0.13]0.53(0.333] 0.22 | 056 | 0.22 [ 0.33 | 0.53 | 0.13
1(z) #7 #3 #9 #10
; h|j | k| j |k |1 |k|1]1
plz;) 0.47]0.47]0.07]0.62|0.36|0.02(0.80|0.20| 1
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Table 6. Possibilities of Candidate Keys for z, (s(b)=1)

Iz) | #1| #2 #3 #4 #5 #6 #1 | #8

Z, z|z|x|X|c|c|Vv]|Vv|b|b|n|n|m|m

p(z;)|[1.00/0.140.860.290.71/0.430.57/0.570.430.71/0.290.86{0.14[1.00
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Table 7. Possibilities of Candidate Keys for
L, and 7, (s(b)=1/2)

I(z) | #0 | #0’ #1 #1' #2 #2'

pla;) | 1.00 | 1.00 | 0.20 | 0.80 | 0.02 | 098 | 0.37 | 0.63 | 0.05 | 0.95

I(z) #3 #3' #4 #4' #5

L 3 4 3 4 4 5 4 5 5 6
L e r e r r t r t t y
p(-’lz‘i) 0520481010090 | 0.64]0.36]0.16 | 084 | 0.75 | 0.25

I(z) #' #6 #0' #7 #1'

L o) 6 6 7 6 7 7 8 7 8
L |t |y |y |u|y|u|ul|i]u]i
P(-'L',- )10.25]075 (0841016036 | 064|090 | 0.10 | 0.48 | 0.52
I(z) #3 #' #9 #9' #10 | #10°

pz;) 095|005 063|037 [ 098] 002|080 | 020 | 1.00 | 1.00




Table 8. Possibilities of Candidate Keys for £, (s(b) =1/2)

Table 10. Possibilities to Identify Input Keys

i(z) | # | #0 #1 #1’ #2
z; a a a S a S a S d
p(z;) | 1.000 | 1.000 | 0.389 | 0.611 | 0.087 | 0.913 | 0.018 | 0.613 | 0.370
1(z) 2/ 43 #3'

z; a S d S d f S d f

plz;) [0.002]0232]0.766 | 0.063 | 0.720 | 0.216 | 0.008 | 0.401 | 0.590

i(z) #4 #4' #

z; d f g d f g f g h

p(z;) {10.144| 0,737 [ 0.119] 0.025 | 0.559 | 0.415 | 0.263 | 0.678 | 0.059

I(z) #' #6 #'

z; f | g | h| g | h | ] g | h | ]

plz;) | 0.059| 0678 | 0.263 | 0.415 | 0.559 | 0.025 | 0.119 | 0.737 | 0.144

1(z) #7 #1' #3

e [ n ] i [ x| 0| x| | k]|

plz;) {0590 | 0.401 | 0.008 | 0.216 | 0.720 | 0.063 | 0.766 | 0.232 | 0.002

I(z) #3' #9 #)' #10 | #10

z; j k 1 k 1 k 1 1 1

plz;) 0.370 | 0.613 | 0.018 | 0.913 | 0.087 | 0.611 | 0.389 | 1.000 | 1.000

Table 9. Possibilities of Candidate Keys for z, (s(b) =1/2)
I(z) | 41" | £ #2' #3 #3' #4

T, Z Z Z X Z X X ¢ C v
P(wi) 1 1 10.276]0.72410.029(0.971]0.500{0.500{0.091 |0.909
I(z) #4' # #' # #6'

z; ¢ v c v v b v b b n
plz;) [10.677(0.323|0.183| 0.813]0.813]0.188[0.323|0.677|0.909|0.091
I(z) #7 #1' #3 #' | #9

z; b n n m n m | m | m
p(z;) 10.500{0.500(0.971]0.029|0.724|0.276| 1 1
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Table 11. Possibilities of Candidate Keys for £, and z, with
Restricted Blank Positions

lz) [# | # #2 #3 #4 #5
z; T | Xy | @ | Ty | Xy | Xy | @y | T | Xy | Xy | 2y
L o|lo|l1]1]2|2|3[3|4|4]5
L qglag|lw|w|e|el|r|r|t]|t]y
plx) |1 |12]12]1/2]12]12]12(12(1/2(1/2|1/2
() #6 #7 # 49 [#10

T; Lo | Ty | Lo | Ty | T | Ty | Xy | Ty | @

L 5|16 |6[7|7|8[8]9]9

A yviu|u|li]i|o|o|Dp]|D

plz,) 1212121212 1/2|1/2]1/2] 1

Table 12. Possibilities of Candidate Keys for z, with
Restricted Blank Positions

1(z) #0 #1 42 #3

T; a a S a s d s d f
plz;) 1 (121213 [1/3|1/3|1/3]1/3]1/3
I(z) #4 #5 #6

z; d| f|g| f|g|h|g]|h]|]
ple;) [ 1/3|1/3|1/3|1/3|1/3|1/3|1/3|1/3|1/3
1(z) #7 483 #9 #10
; h| i |k ||k |[1]kx]|1]1
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Table 13. Possibilities of Candidate Keys for £, with Restricted
Blank Positions
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Table 14. Countermeasures Against Vulnerabilities

Vulnerabilities &

. Countermeasures
Requirements

C1 Static relative position

R1 User convenience B} . .
C2 Prevention of relocation-reset

C2 Prevention of relocation-reset

V1 Redundancy exposure C3 Automatic relocation

V2 Degeneracy of 1/2-blank |C4 Fixed size of blank

C4 Fixed size of blank
C5 Restriction of blank position

V3 Non-uniformity of
identification rate

V4 Exposure of the end keys | C6 Mole keyboard

C7 Adjustment of Number of

R2 Optional security level blanks
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