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Abstract The advancement of digital technology accelerates intelligence, convergence, and demands better change
beyond traditional methods in all aspects of business models and technologies, infrastructure, processes, and
platforms. Risk management is becoming more important because of various security risks, depending on the
changing business environment and aligned to business goals is emerging from the existing information asset based
risk management. For business aligned risk management, it is essential to understand the risk appetite for achieving
business goals, which provides a basis for decision-making in subsequent risk management processes. In this paper,
we propose a framework for analyzing the risk management framework, pre - existing risk analysis, and protection
motivation theory that influences decisions on security risk management. To examine the practical feasibility of the
developed risk appetite framework, we reviewed the applicability and significance of the proposed risk appetite
framework through an advisory committee composed of security risk management specialists.
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Fig. 1. Shifting the Risk Conversation
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Table 2. Key Domain & Factor of Security Risk
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Risk Domain Reference Decision Factor| Reference
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Severity 38 3.3
Vulnerability 38 3.3
Reputation Response Efficacy 37 2.8
Self-Efficacy 35 32
Average 37 32
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