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A Risk Assessment Method for the Long-term
Preservation of Electronic Records

Hyun Chul Cha’,

ABSTRACT

Joo Ho Choi'"

Appropriate strategies are needed to ensure long-term preservation of various types of electronic

records. For proper preservation of electronic records, it is necessary of decision-making processes for
risk assessment, notification and implementation of conservation measures. To do this, the task of
assessing various risk factors that impede the long-term preservation and utilization of electronic records

should be done first. In this study, since electronic records are mostly stored in file form, risk assessment

for electronic records of file type is performed. The risk factors required for the risk assessment of the
file format are derived, and the algorithms are developed to devise a calculation method of the weighting
factor and the risk factor index for evaluating the risk based on the proposed risk factors. In addition,
the proposed methods are applied to the file formats used in Korea and risk assessment is performed

and the results are analyzed.
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Table 1, Case Study of Foreign Studies,
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Table 2, Criteria for risk factor and Risk Assessment Example
; HWP Format
Category Item Risk A,Ssessment Description
Factor FRI | Asse. | Value | Sum
International Compliant with international 00 | 00
Standard(3.0) standard file specifications? ’ ’
Standardization Standard Compliant with Korea
(30 30) Korean Standard(2.0) | (o dard file specifications? | 0 | ¢ | 10 | 10
Company Standard(1.0) Com'p?my' standard file 1.0 | 1.0
specifications?
Format information Is format information 10| 04
disclosure(0.4) released? ' '
Number of product The number of organizations 101 02
support company(0.2) |that support the product ' '
Number of application | Number of versions of the
. . 1.0 | 02
versions(0.2) application
Existing of The presence of the 10l o2
Website(0.2) product’s website. ' '
Understandability | Disclosure of Have technical documents, 10!l o2 20
(2.0) technology items(0.2) |reference materials? ' ’ :
) Publishers information | Publishers information 101 02
Idan(t)l)ty disclosure(0.2) availability ’ ’ 4.0
’ Creator information Is the creator’s information 101 02
disclosure(0.2) available? ’ ’
Author information Is the author’s information 101 02
disclosure(0.2) available? ' '
Presence of production .
2
date(0.2) Is there production date? 1.0 | 02
Number of file format | Number of versions of the
. . 1.0 | 05
Persistency(1.0) | version(0.5) file format 1.0
Existence period(0.5) | Duration of file usage 1.0 | 05
IR Internal signature Can internal signature
Avallability(LO) | 0 tion(1.0) validation? Lo 10 10
Number of supporting | Number of operating
00 | 05
Dependence of | 05(0.5) systems supported 10
S/W(1.0) Number of application | Number of applications to ’
00 | 05
program(0.5) support
Media dependency(0.4) | = 1t dependent on a specific| o o |4 4
Dependency medium? 20
(2.0) i ’
Number of supporting Number of media supported | 0.0 | 0.2
Dependence of media(0.2) 10
media(1.0) i .
Supported device Types of devices supported | 0.0 | 0.2
types(0.2)
Number of devices .
supported(0.2) Number of devices supported | 0.0 | 0.2
o Migration support(0.5) | Does it support migration? | 1.0 | 0.5
Renderability . -
Renderability (1.0) | Compression . 05 | 05
(1.0) _ Is it compressed? 0.0 | 0.0
support(0.5)
Risk Grade(SAV) Safety(7.5)
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AAd EF< HHAl ol 8l A (understandability),
A 44 (persistency), AH&4d (availability) 2] Al &5
o2 YA oA, AEA, AL Hg5Ut &
S5 FEoR AF 247 AveE AL VRS
2 3t o] F AAE AT £ e UHE Ay
Aol g o] EVFeE A9l o E S a4
Aol Aagle] AR F olstE AAsI A= W
B AIYUA i3 H o] BV Aol 7]
BEE 9% vlo]a# o)l dE E71e 8o 24T
T AoE JHed S Y EkATh

FTEAd e 22 E ] FEHEAH wA F54 0
Rom tE a4 9 FEAHl e A2
STl RolAA HEE 94 AP@AFFRDE 1004
mE o 7k e FalEh
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5 JiAo R A 24t Avks AL 7[R0 3
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ATE {EL T IMFEAE FI

walolth, AA, A AATE] bHE FIt
SAVAE o9 2 (W Zo] 78 & ot =3,
2 (DY #2249 B AAG B 548 B E
AA7Vsd Bk 244 A (1-D~2 (-2 59
g+ At

SAV; = f(8)+ L)+ f(D)+f(R) 1)

1(8,) : Standardizaion Asse. , f(I) : Hentity Asse.,
f(D,): Dependency Asse., f(R): Renderability Asse.

f(8) = MAXUS,, KS,, CS)) (1-1)

1S, : National Standard, KS, : Korean Standard,
CS,; = Company Standard

F) =Y (W Ppie 4, (1-2)
pSEPS,
Uy i= EI(U,* wly), P, ;= 21(1’,* wP), A, ;= El(A_,* wA;)
J= 1= )=
ps © properity set
U; : understandability FRL wU; : understandabilityweight
P; : persistency FRI wP; : persistencyweight
A; + availability FRI, wA; : availabilityweight
f(0)="Y (DM, - DS, ) 1-3)

PSEPS,

n n

DM,, ;= 21((1—DJ[,)*u'DJ[_,). DS, = Zl((l—DS,)* wDS))
i= j=

DM; : mediadependency FRL, wDM; : mediadependencyweight
DS; : software dependency FRI, wSM; : software dependencyweight

P

R, .= Y (R*uwR)

sy
|

j
Rj : renderability FRI, 'uin : renderabilityweight

(Dol o3l AlstE = oY 2ol A= F7}
dejo] o g FAHEE o5 FIET| 9
BE B3] fslA e Aol slojof &
Al d Eule AV|RES 9% 2X ARE
A7) Y3 ANE kAT Ho} ghe] WYl et
H(safety), EF(hold), $1 ¥ (danger)®] 3714 &
(grade) 2.2 I =E FTAEE 3}t Hrt A3

2 ro o

0 o o = i oot o 41 2 ozl 2 o fome 2

A EHY A9E 89 RYEUE FAAE of
W BAVE Qe s, BF SEe LuY
87} 248 4ol EAsiths A€ £Uth 9
e B9 HAEU) A/ RES Y AL 8
o 27t BaFe etk BFE e 7E
% 2 LI(LOWER_LIMIT)¥ UL(UPPER_LIMIT)
H ghe AHgEHE 0|8 ol g% A S =Y
AP 57 LRERGE 4 % Qo] A & +
o,

if SAV, = ULthen RG, ='Safety
if LL < SAV, < ULthen RG, =" Hold 2
if SAV, < LLthen RG, =’ Danger’



3.3 flg &7t 2n 24
ol A A7k 2ol

EEESES ERN
BAAR 3 299 A2 4

=
@ BhE st

KN
=59 6&%% A= Tﬂs}%lt}, =S A 21
Mol 98 H7t 848 e el neE 153 3
Atk $-89 7HeA AAdds, fAEHA TMEAE
Ab-g-8te] 3 7heke w414l DipRec?] 7152158 =z
stttk 284 DipRec¥ 9819 1EH 7} 5o
ol H 7} w2lo] ©t2 2 F DipRec
ANA AHES 7MEXE F23tY AEIF 2FMA &
g9 919 WUt BF, 5 9 ado] 2o AES
33l Z2A 3k A FAEAT A7 A AR H
A Hrt 840 Uit MEAE SAE Fo59
ztol & WY %E% 3Hth ol gA A8 7t
F A= Table 2914 918 A Fo| IsE X
AstATh &4, 5§ EF 7]% #*O 2 LOWER_
LIMIT-® 35, UPPER_LIMIT 7.59] & A3}
Atk &, 0~34%8 Fe 99, 35~ BF,
754 o)A okd o g AFt) o] 7% 9A| Dip
Rec?] 71 S F23goy ¥ = Hsls A3
FA37] Y3l BF 59 ¥ss w9 AAIAT

Table 291 M= 91 Z9of] thdk 9F H7he o
T Zo] RolFa . Ul A Bo] AMEEE £
cx2A2 Bz HWP Fdz o] ojgA 3
7t AR ERE BAFI glow (2] DI (4 2)
ofFf Qb o R HIEE AL & F Arh

B Ao £P3 o gis A HE Hrlst
7] 218 A% AtEld DipRecd] $1€% 7t &a
2 g5t e A g vias] Bt DlpRec
2 g oo Ui APEE Hriska o Hr)
Afe 608S HHOR 3t 0~24 & Yd=
Low, 25~357-22 918 = Middle 28] 2L 36~60 -
& 919 = High® H7FTH8]. DipRec] ¥71 2
= Fig. 13 Zo] EHHY MP3E 10%, PDF=
144, TIF= 267 S22 H7lE S & & itk =3,
mac(7 HZA L HOSAA F53 A T2
EZ9), sxw(T HAL & oy ) dxf(7 H

o] »)\J—- =

,I:l

1.11.1 j_
&
N
fo

g 49
50 =
. 38
A0 32
30 24 2626
21 2
-
20 -
10 10

10 6 I
ol

« G o b o g e

FE TS CIHTF L FF &

Fi

g. 1. Risk assessment results by format in DipRec.
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Fig. 2. Risk assessment results in our method,
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