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Security Problems and Measures for IP Cameras in the environment of [0T
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Abstract

Along with the development of IOT, the number of people using IOT devices has enormously

increased and the IOT era has come. Especially, people using the IP cameras among Internet devices

have been drastically increasing. It is because the IP cameras are well networked and comparatively

cheap compared with CCTVs, and they can also be monitored and controlled in real time through PCs

and smart phones for the purposes of general theft prevention and shop surveillance. However, due

to the user’s serious lack of security awareness and the fact that anyone can easily hack only with

simple hacking tools and hacking sites information, security crimes that exploit those have been

increasing as well. Therefore, this paper describes how easily the IP cameras can be hacked in the

era of IOT, what kind of security incidents occurred, and also suggests possible government

measures and new technical solutions to those problems.
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Fig. 1. Transition and Forecast of Global Surveillance

Camera Market Size
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[I. Preliminaries

1. Case of Domestic Damages by IP Camera
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[1l. Related Experiments and Results

1. Scanning with shodan

Ao AE HAoluks o] &ate] At s HAE = 7
719 = 9 vtk 287] wiiel AR deke ARE
Adonto = 407 7] FE7] wiel ARAP date
AEE B8R 95 7 UET AH7IeE At aF
7Isele dE AAE Foto] AN E aHor A4
T AL, ~FHE ojeh Zaaey dofox] A FE= AP
£ o]gste] HiEvtEol AR 5 Sle F4S AlwskaL vk
SHAIRE, APISF 2FHEE §8 Aol AREE 5 glojA K
wirolAe Y S o] &sl eutete] IP7HHEiks 270
Jeth 18 adellAd AHEEE JEE AASHL ok [11]
Table 1. Filters used in Shodan

Keyword Explanation

country sHE Li2tel ZH| HA

geo e =/Z2 el Eu| AM

product she MEol ZH| HAM

net siE IPet MEU otAF ol FHR| HM
0s e OSE 2Y=Els Zd| HA

port e TEol ZH| AHM

Fig. 6. Result of Retrieval using contry:KR Filter

st 1% 64 ko] 2
1P 3} AA B (Details) & 53l s 71719 ZJE%
.T_’, AF = F AAE e Jae 23 F

2~ ISP(Internet Service Provider), +% ZﬂXﬂ(OS)%gl A
zqi 1% = A FEHE o] FoA Tk

SEZA = AME

Fig. 7. Access to Domestic IP Camera without Authentication

Ao 2 ZE F country:KR BEE 53 cetvst
webcame A Avl F 1146709 417707 A Asion o
o] 717] - 434 Al ofolr| o} HAYEE Qs Ho]
%31]0] A& H&E]oj#]ar ik sk, o 7175
ANME 7t AZA E UZE A= 44
b—“ﬂ *]Zloib a9 7 AR AR QS I
T e VI7ERE ofHA &
T 91?15}. °l& G OH /\]Xﬂ a7 7} Tr‘iﬁlzé% T &
ol &3lAY thekal e AMS Ea) ] 2 ANA
o]l

|

Zz 0
T -1
2 ol 71719 e vIRE

Aol & Aoz Helth

Al el a7 4 g

2. Experiment Result

i =R AE AldA e e St P et
vt A 7w AE Hel7] flste] Al dnjE= 2
7 E59] TP Zhelztell A AW e} aAlsk= CGIzHY ) Ho]E
AE Azl AH8HE 84 WAS a9 87 o] fHEe-A

o] xR} B =3 ALy AR nAH S| gst o
ghi|E] w4 % dobdl TR, hydraES o143 F29] Uy
A9 & F¥A A A4S Ak

-

B

Fig. 8. Finding Parameter Information using
Development Tools

3 WA A=
]q_-.’-_E JH/\OJW:E 7}7(

attel| A AAE 7]7]
7171E°]
7] $18 71719] =g 7 Az

Ll
>
AAE} o] 3e] AEs x]agfsﬂotq 1A
1]
= A

715l Eol 1Yl
ht FFEAE 1ol
OZE sag=R
3 21 99 ol 1)
E fageg A4

AT

Aw
AL |

x M
lﬂ
°=‘
o

Fig. 9. Cracking Password using Hydra Tool
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Table 2. Cracking result after setting Default Password

Password Time Result
admin 10 min 0]
root 30 min 0
1234 10 min 0]
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Table 3. Cracking Result after setting Safe Password

Password Time Result
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