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Z2212 HAlo ARAZE g 2ntE 77
285 Fotd AR -, wshe A o
ZAFUACIA 2d T AFFoEN, YA
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2018; Hwang et al., 2017).
ARHEL Y a1 o] SHolA e

Atk Loch et al.(1992)-> R B 17 41l
QITEHIQIZE, W25 I o= FHiEsie]
LRt om, ool &gk Al 2H AT H FH
7, AAAAE] Fo= QIg Eu)F] Al2H 11,
o i 221l o3k BE =F Fo] WA
st &= 9ltkar ®Hgke) Verizon (2016)0] w9,
uid R Hk AR19] 60~70%7F £ HJellA
Sk 9o, 15-20%E URAFES] AR
ol Z|QIFH AL B3k} 9] okej A Ao
Xél'ﬂ_ %—A}E Hol /\])\Eﬂ 7]]/\-] LEﬂi o]]ﬁb‘l—
Ao}, Aol AR wZol gk vk
ThH, 2ol X o] FAI7F AR £71
SFCHWhitman, 2004). <, U4 ?‘4150 =
2 Bk 9 s SEixe 22 BR
QF Foll gk Wl 2 YRS wYO=H,

ZAof|A a8k P APUHoE T 3l
TE AASh= Aol F83FtHHwang and Cha
2018; Vance et al., 2013).

ZZAe ARHEQ 5 Y=o Tk A3}
ATE AHEY, FE FRE Y B A
394 2 oS 93 22 BHe] 5714
A #dEo] ok 220 HAF old
8212k A H(sanction)He] BAIE 7|RECE A
HEQE vt AlE AWg A ol&
(deterrence theory)S 7|REgE A7 (D'Arcy et
al., 2009; Herath and Rao, 2009), =2]°]
T H3E fdsle 89190 FE AT(fear
appeal) = 7]HFO 2 AR BOF APH o) ol
s AWE BEE7]o]E(protection
motivation theory)S 7]¥Fo 2 & A (Boss
et al., 2015; Vance et al., 2012) 7119 FJRHE
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HISEOI

rO

Zdeell 2lof v, el 7uks & HEle
Sioh= @22 Aelo] E(rational choice theory)
1Hke] $A%(Bulgurcu et al., 2010) 5°] thE
Ao|t}, Ag AFEL JINQle] AR B 24
2 93 Yok ANG SHolN 2 oS 7}

r

N

s, 23 ow Al 2o Pl

LTS
(Emerson, 1976) o]} T o] o] AR A
3lo] Z(social exchange theory)©]th. AFS|Z
gho] 22 Aot el WA 7vte s
AA e HAEAA AHdS wggto g o]
(profit) =} Bl-&(cost) 7o 2 ARSI BAIE f+
A gtl= o] &o|H(Eisenberger et al., 1990),
227 22 U7te] AR R S5} HAE o
Al gk Aol 7hsd Z o= dAdHh
H A7= A3 A wslo| 2o 2o ARH
S 22 Frekel wAE AU
SAE o EN, AR EIRS 93 229
T 22U F =T weE] Ao
Argo] 7Fsdhe AlAstaAl g
ol& 931, ARs|Hmdto] o] TAE A&
=ael FZ(structure), 3¥5(conduct), 18]l
A3 outcome) = F23H SCOZHUNIE

ol

Ffl
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o

- 106 -



283k, scozdAA 7 7= HH A
HEHQF 9915 AASHaL 22 FHKE T2,
YF, A3 23] WAE TSRt dtk

ARE o Z ARREG F25 A 75 =
219 HHEQE A2} Ao FAsigl o,
AEEQE P58 22 Abelo] AREE 2Y
&3kE 919 A= A5 8flos TSkt
T3 ARESE A= TS APEE]]
AHEE} Foh AH 8Rlow TSI

o] F3to] =AM ZAAoA ANTh=
A Pgol tist] THUSo] Bk Fot
Heste] of g Wolsol=AIE AAshaL, 4
HHQE 23} o] 22)0] HJHH]b Ak
Pzl PIAE e Helro=A, HRuEgk
W3 7= F8Ae AVIskaA d

I. O|ZH HiZg
2.1 AE|Mmsto|2at =80t

A18) A a1 3ko] E(social exchange theory)2
Thibaut and Kelley(1959)2} Emerson(1962,
1972)0l] 93l o]&o] FHE U m, Cook et al.
(1983)7F Molm(1990) 52 AFAFEol 23
HH o]&o] A 9 A AslE o], A= ALK
2 A B3 I A= AREA S o]
o8 HrEa

ARE) A i gho] & QlI7te] BRI
A wgk BA s 7 Aol
of thgk 7 & st POz Hegt
2L 73 Emerson, 1972). 35 Agko]

[e)

gol He THe E AFES 22 Y T

) .

Z]
4

i
"y

dor 1%
N
Lok

Shf Rl Bfetar e Aol thste] A
AR 7EA7F kAl 3aE A9 BAE
b dsxte] s8e] o] 7
A= =t Hendricks, 1995).
223 719 HAIAME WA= 71K
of 7|9 Fol HrlE e, il =29 &
7, =3} Tl tisted F82Q HI1E slar, #
7t Ao we} 22 thek 54 EE 2 A
A A& QIASkAL $Egrh(Eisenberger et
al., 1990). =, 7HA¥} 22jAfo] o] BA &=J 7}
Jol] 718K nAAE 7o R F2l0]7]
woll, FEztel wEEE 7HAE Fole Alo]
Z 83 Armeli et al., 1998).
AH B SHoA, 2239 =
WS WA AHET 222 ARELF A
N2El 55 FEsha 2ALE
27-81H(Bulgurcu et al., 2010; D'Arcy et al.,
2009; Hwang and Cha, 2018), XY =
Z1o] ®Het E3te gz dleS & o) 7
THDhillon et al., 2016). HA|TF Z2U-L 24
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b B of Bl o
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sl o8] gAFE©]  SCO(structure-conduct-
outcome) Z#F|UHZE #8331 JTHDevaraj
et al., 2006; Geyskens et al., 1999; Molm,
1990). SCO ZH YT+ %7 9} 7)¢l o
o) FEHAE AABRL T o]s &I

=85 7] 9% gAR AAE AAst
o], =AY B 2 Bt DA R

L

of 724 9uE & = Utk
2.2 MEHOMN0F SCOZH|YUYT M

SCOZH Y =AM FZ(structure)= “aL
3 YEYIANA w3 BA GARA 3 &4
< BOI=F AlFdhe A 724 o=
A ol=t(Molm, 1990). FHHF Tl A, =
2do] ARRE} P55 T F IEF 24 A
Aol Bt AAE F=3) e A
o £ AFE AEE} FRE EYAH HJHE
QF Al 2=Hl =3 A A FREE HA A
Ho= FHssith

35 (conduct)S “H37lo] AAZ A=
5 AFete A e 95 o m HoH
THDevaraj et al., 2006). R H A A Y
T 22U ARKS PF& Fak] 9%
Z2 Aol AR Y5 AT B AT
= BRELY A PF5 FI5 A

A, ARREQF =TI i 9 WS, 17
AEE AR T SHE {3kt
ZA3Koutcome)= “H22HE HAHLS Fa}o]
Ueh= dsttel 24 712 ZH9 9
A 2 A olFtiMolm, 1990). AX H ok
HollA, z2do] 229 A2 PFo Bl

ARE} F47} AFshs o] Hge ad

tlo
N
X
o

i

Moeor

El

.

b3 A5k FAlolth & A7E A% 89l
& 2A0) ARR YRl 22 go] WolEo]
AR A4, PRk FrolEe fus)
ahick.

ol

2.2.1 sCoOZH Y Ax}

AR A mglo| 2ol A A= FoAgo =
Yehs 352 agke] AA2A, GAAES
gepdoll A AAshs dEweke] A PF
off ZIgksted, thatell thgk 7k E Alskal o
3-S g (Molm, 1990). dl& E°1, 7193 &
H|zpeke] A oA A= 4sR|zke] 7]]dol| o
g s 9 9EE 502 AAEHTtHDevaraj
et al., 2006; Geyskens et al., 1999).

AH1Qk AHAAN 2Ae T2 o} 3
B¢ 59 2AABe) YRR F5E FE5)

& 27o] AFshE 203} 45

71hg ol FRuEe F40) tjg o)A
A< Pk webd PRk 283 SCOx
dol9lze) Avtegle 229 wele] Arn

2vlE

HEA e ok AR EQL Y =
71718] ks B3 A goiE
AEAN2H 5 ke grjjol we} t S 7
A3 ItHHwang et al., 2017). AAZ =2
o] AR =F At 22 9F 292 &84,
AZFE Aol A Blojukal glow, ofof thgh
AL 98l 2HES B AR HES F
Askal e,

22)910] ARk 250 BE A3 A7

ol
ﬂF
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of M2 W, FRHE FFE AHEE alo)Y]
uf] &-ofl(West, 2008), Z2] 0 ZHE FRHLIS
L EEE A1 Hel 4 tigh ox|7}
PR BoH vETFPFOE oo Ths
o] E=THChou and Chou, 2017; Pham, 2019).
IR, 2RSS0 ARES F4s AP
}l FFo FAdo] FoluT FashH, 22}
Aol i) Frol= FAS 97 Aol
stk By JQuiEIE, AR, 2016;
Chen et al., 2012).

AR KB Fo =0 i3l /ds AR,
Bulgurcu et al.(2010)2 “ZA 221 B3t $F o
2HE 229 AH 9 7|& Ads HE5P]
Az 7Y ojxre Aosta lom,
Vance et al.(2012)& “%2|o] HRAAS 3,
9J5-0] Bt olA BEstazt ke 22
o] oA = Aostal . F, FFEE =
Zllo] 22¢] FRAYPE HEsly] 93 AT
2Rl o= FFo)7] wiZel, Frel=rt 2ok
T5 A AR PFoF olojd JHs
’Jo] =rH(Safa et al., 2019).

O

>,
O

2) AR A2

AT 22 Ate] o] BANA, A|4)L 22 0]
a8k 5A 1, Hs, ArEd

2 ] YFF 5 A

W
©

H
TF= 8

fru
of
oot

ol
o]tiNelson and Cooprider, 1996). A]2}-2 “1
ANAH e GEHOR Ao 7R AR
2, A1 A 7R A BIRE Q1A
I AAA] FEEIY wskerm Aojdn
(Desouza, 2003). ZAo|A o] AF &
A A& WA RSk £ A9,
7el1e] S a(fear), U (pressure), &4

—

o5

SCO Framework=- %]

Al AT

oo
o
X
X
)
e
o
oL
e
jN

),
- l,

(uncertainty), ~L&]al 2

EgXx Q82lo] ZolxA

A(anxiety) I 22 2
HoH A, ¢4,
2019; Cegarra-Navarro et al., 2011).
IHER AP _;,4_;(19] AH KBl ;H;‘Q]oﬂ
thte] HekshA| olsfish=
o] Arow gHsaL il—t— ﬁol %ﬁé}t}.
LA BAE A4 B89 Y5 755
Fol= A8 QQlo|t} Jiang et al.(2008)L &
2Rl HkA oA A 43t Bl =7k BAE 5
gatalat stetl, ekl Betol tigh x4
FAL 2Rl T Al FujRtel tiek 344
EE A= AS FRISHATE Neal et al.
(2000)> =219] 22|23} FAE 9T 917

(climate) 7-=0] 7S] AX PP =85 F
=

d

2.2.2 SCO=ZH U= FF

AB| A ko] Zo A WFS FE BAE
1]?3‘ L5 ok A3 52 % A(Devargj et
., 2006), 227} 71| AA A= A

PES fus] AT 229 A W5
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A AT Emerson, 1976). &, &S £2|%lo]

zAo) Aunct B oSS 24U 5
=S AUsHe 27 29le] mHo T, 43
ATE BT A, Y5 A9, Bruch
7%, 78T ARnck AA40] Ik

AAIRAH JFE T+ T8 8otkSaid et
al.,, 2014). 53], FgTol 2AAHe] ExE
BESHA AASAL ¥ 28-S g A2
A LS & Ae, THEES 2 W EF
of ik sAHZR HEE EHfsH "o

(Nesheim and Gressgard, 2014).

AHREL Fopoll A, HuAYST| AL =
Zlo] AR EQF 73} A B 22U FF H
T g el A FEFS vA= 81l

THSaid et al., 2014). Kankanhalli et al.(2003)
< AR HEQE Fofo| A HaA g5 Aol o

<
715 wEA FAANA 22 dEe] HHEEL
F=4 A& =t Kankanhalli et al., 2003;
Mary MacNeil, 2004). T3}, Said et al.(2014)
< 23 A #A B E QM HA
Foo] Aol Fag Mgatlew, AP
9 A ol BETE 229 A2
o|g} MEHA A4 Y] ZEASE &

HE =Y 4 At 3k Steinbart et

al.(2018)& 173 Y] HHHEbo| T3k |

o] Haid 75 WiF FEdEY] ARESL
I

T 45 A E5ol e Far, JREL
_]

U-ol] o3 R EF Alale A ot A
U S 7Fs A o] SAIRITE wheba 2219
AR E} 212 (awareness)E =o|7] 3 ot
50| F 23t Whitman et al., 2001). X
Bt WE2 Ht Akarel] thgk AR oS
g AREF A FR 9 o3 APES =AY
EolA Algshs i3 &5t Tomson and
van Niekerk, 2012).

D’Arcy et al.(2009) FRHQF W8-S “ZZ)
of 755 Bt A, 14, 8|1 AR KE]E A
& ol thete] 2219 Q14 flste] Al
She T2 0 2 Aol AR KEF S
2823 ZAYSNA 222 ARE A
olall, Bk Atare] Yo W Bl 18ar A
B Aol et 22919 AQYE XA FE
HRt &5-5 ARl SH=F fr=a}H(Straub and
Welke, 1998), Uol7} AR A] 2Bl Q -8(misuse)
5 Ao EN MY S et
(D’Arcy et al.,, 2009; Lee and Lee, 2002).

S AREQE WS 2 T2 JRle] AR
22 Y A - E5s
g alojt}. Nesheim and

27| @zl B )

s

O

}

O

IF
e oy
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‘Rit}. *dﬁ@ ATE 7HEe 2 gt 22 7S
A A},
H3. AEBEQF WSS

=
ol I FFE F Zelt,

3) BRHL 7}AA
2o AZE 71% D AL 4bA7)7]
A AZE AR B T e AE A B

AT 4= 9l Bk @ Bl 58 Zole

o] FQ3}cHCegarra-Navarro et al., 2011).
AL “2A U Al 2E]S E8ste] oS
2 F dEeE o FA(Venkatesh et al.,
2003), M2 A 9 7|& FE A, ZAYE
ANA Y73 BEGAAES AT E T8
3k Q?loJti(Moore and Benbasat, 1991).
AR EF FHolA 7S Het #4E P
of FAZQ] FFS =t} Siponen et al.(2010)
S ZRE gk 7P o] s 22
T =7} Foprithal sl om,
ZA oA ARRQ FIAAS FRel= u e
Bt 4 7:‘,*3]?_ 4’\\3 719 UUJP IR 5

AlZsh= 7;101] ATHIL 5?"?\5}. 5, AHEL F
L4 W tiste] 22 o] KB} HFSHA
ojgfietal AT o JU=F TS AP
24 Hek 7}/\1*3—% FA7IE Aol 229
AREQF FTFEE Fole allojzkal 5%
1‘4—(Siponen et al., 2010)

WA AT

i

& A3 247} 21U JRug

OEo], FRBEL JIAAFS Ao Het
Aol 3840 FFE mRITh Vroom and
von Solms(2004)= Z3& Aol ApHe=z
A4 —’F A= lﬂ_‘-?l 3 7121 B ollA

Neal(2000)2 =2 1'1%0%54 AEHQ 1
5o ARUAelA
]/\l d/ﬂoﬂ eie) g = .
7gto g tg3} e 7S AASh

H4. HREQL 7MAHS 22 HRHEL

A2l AL I F Aoltk

2.2.2 SCOZTYYY=a +=

ARR A mgto] oA T e
ToEAEE o] AR 724 JHEH(MoIm
1990), R B XE 22 o] HHHIS A
NS FASHE 240 P22 43T Yk
B A= HgPd1s 7]11}#; AR Ko A
I AR ROF A 2H =8 A A3

1) ARREL A2

AHE} AL 2 o] YHHEL A 2}
Qo] A ALgol tjek FH3) 7ol =zl
o= AoJEt{Whitman et al., 2001). HHX
Ql-zﬁﬂ_o_ }_zlg] AR Kol =2 g\_zjlg] =2
g 74 25 aTAR) U2

of gk A, TE|a Bk Al By ZHA g
e W Foll tigk AH o] EgREThKwok
and Longley, 1999). &, HX Rl Ao =2
ol Saysti) she Anmeh A%, T4

47, 5ol %
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z210] Yol B & A= ASH Het
QA 2P0 2HE AFAEE R 5 Q)
Thvon Solm, 1999). whhA] 21| 97 F3F o
Q12 W3] A 25, ¥4 and 7184 &
TARY, 25 A el viRgdali(Hl=y
2 B3 22 73}, 71& oF|gA, 18]a uiR
A 8<l )E A st Bk AAE Adst
Q3FcKnapp et al., 2009).

N

= 5‘3 2 e uHS Bk YL =
Zlle] Het 5 s oA 2 g 5
+ A8 82le]tiD’Arcy et al. 2009). 53], =
2] 2 229 dF AlAl(sanction)E
ofste], 19| BRA Yee HasE - 3

of, A AZlolA Z-EH= thrA] alott
(Lee et al., 2004).
w3l AR RO Ao 2 29l Hek 3

<8 F »hﬁ = Lowry et al. (2015)

of it e rlo o}n
o
il
2
2
(o
—gj
[o
N
>.
>,
Y
R
N
M
>,
n

&S Foal skgew, Da Veiga and
Martins(2017)-2 =219] Bt =k gl e ]
ol Z7Rkste] =1 AR EQF AL 22
S 709l Heb 5 22 Ahde] Bk 23}
o] SAHAQ IS F7] vl FREL A
A o] AddEofof Jtkar HkT Griffin
and Neal(2000)-& %2]o] ¢bd 74 2 A= 4
B AFo] b 4 E971E AL st
Atk &, 22| g BREQF A sy

7

Zlo] A K Kk 3% (conduct)ol] TS = A

A

= ek, AT
hag AN
H5. AH Rl A3

o
o 32U IFE =

S 7Rke 2 g} 2

= E Zlolth
H5a. JEEQE 22 H14d3e] Aed

2) AEEQF A 2E

27 GgolA] 7
wek ATE 4*:@}0} ¢LEl % FA8he
e FHE A2Eg
(Lee et al., 2004). “gHHQF AJ2~E]L “Z2
o) AuAe H2 5A L AAE 9T e
T2 9 BEx FFrow Aeo|EtiKwok and
Longley, 1999). Kwok and Longley(1999)+
Z A1 9] A AE2Y
2 AR RSF A ~'(ETE &Y BA, do]
Bl AlE) 9 FEe) Rk Alold nel, 24

A2 oA 2 AE

ATHD’Arcy et al,. 2009).

ZA Y EASE A|AHE =5 AL %
,]

Hglo] BEE Aol AT xHe] P
e 2 59, 429 T8 27 1

o P e 5 Aol
) W], A2 75 ol e A
oM SR BEES, A 5) FEL
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Eolal, Yoyt A e i Ao IS
ZFtHDa Veiga and Eloff, 2007). Da Veiga and
Eloff(2010)&= =219 FHE}F 3} x| $
A AABHEA, BREL B 7], A4, A
®FE T 7X 880l A% OF 7Y dF
| S T, Q] Bt F5O=E olofxitt
ot 058 229 OF 7Y A5

9, Ak, Azel ) 5 el |

2

O

ol
On
38

BlOK
Ho
ot

Z o2 AASEEY|, 2o =5 Hol 89l
;g 7H?_].0] ’éaﬂoﬂ %7‘—::_ —/—Y,\— 9}\_‘;—_% X]‘%_—C_?]—E-

AR TS o] 22| Hek 3} el &=
+& Frha sFYTh Jacobs and Washington
(2003)2 #H737] sm% 2 A|2Elel] tigk 7

o
=)
2
-
k
o g
2
o

%, Annck AzEle] TEHe 24 o)
Rot B ABo| FEe Fi sukaclolt
ool ¥ AT FEA 91l HREE A2

Organizational Structure

i i ANHES
: ; g
i 5 OF A
H5c (+) )
HOlRg

Hé6a (+)
YREH
PAES-=T

Organizational Conduct

SCO FrameworkS 483 A3 22| HREL &4 FA AT

H6a. 78 BRI /\] 2HS

EY
S = Aotk
%)

(o3

=] oﬂ :L;H;H 05165
H6b. xRk A

FAA e = 7)10]1:]..

[>
)
rlo

H6c. AR B Al~
o A FTFES

S AH R 7IAA

W n&
Sl
s
O

I, S5 e
3.1 g7 oy

B AT A A wdte] 22 sCo =i
T2 AR EoL Holol] Hgsto g 223}
2] mBAA A FAte] HREL E
2 =o]7] 93 WS AAEH= Ae
2 3 AT 2o e E AT
o2 <y 1>3 2.

__&

o 4 N

i)

X
=
X

@
rlo

Individual Qutcome

\ H2 (1)
| H3 [ Mo H1 (9 ol
i e Eros

H4 (+)

<a® 1> 7 28
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A7 o] E AFEAL HE o
o AEA 7HE Aol PP
e 7uko 2 AN Hie], A7 =d
4 a915e AERT o2 245 g3 =
3 =T AT ANSET 4 FRReE g
A B0l & o] HYATES F) T

& 2okl F8HNE 74 290
Fom, AHHKRl Folof Aglsi==

AA—
0%, R B} Pof HE B4

[e]
w53}

3

ek
BE Slstel, BHuc HAS BT 7)Y
i hekeal 10967 ARA) i =
A B AEe Wekor], F71A 5%
EREE S
Annek

Oll

m{oﬂé_ﬁ,‘i—hm

w

o>

Bolol] 485 SCO ZTHAY A +

<E 1> 7 Wy TN @5
E5e T4 25 A2
S8 24L& AR Y AR e sk A ARe] Stk
S8 23 e AL pe, AW S-S AR A7 AF HE BASt
EHL A J;L A ) D’Arcy et al.
S8 22 A VS B g AFE AIZE FEE AR 344 (2009)
AL 7L Qirh
S8 222 AHH A9 AR RS sk A AZE 7RG Qich
Au o S8 229 ARRF AJEle ?%@C’% TE5 0] 9,1‘3}.‘
A28 8 2L ARuck Axgl 758 93 £ A3 d Lee et al.(2004)
S 222 ARE AlxHe 3k oS SES] HFgIith
8] 229 A971> ARKEL 3]l FHA3i
HAuAES |58 229 AYNE HREL oA} AA ] itk Kankahalli et al.
A4 2] 229 AY7e HREQF Tl i), (2003)
oq] 229 AYNE ARW A28 B 98 /5A AUe srh
S8 222 A ES A HE AAS Fshr] Aol AFE AHAE did:
2 A-3 Bt 1SS APk ok
HAE R W& el 2HeIME HATeA 23FE el @ :}_5’—“3”% skar k. D’Arcy et al.
$2] 2242 U8 AFE L AHRHESE ool thE 4] FFE Fo|7] ¢ (2009)
3 wE/EHE ATt Uck
T8 239 AhEe Zéwlzfﬂl gk Hd3 G8HS wsea Qi
2] 2HoA ARR F5e de] HFHo]
AEHE} | ARHEL P 2Z] o4 X]-—r E 9ok Siponen et al.
7N AdsA] X3 ARRE AE 23 141 FEELNA AT B UATHY) (2010)
(Drop)
v AREQE S E4ah AR5 Fdske EE €1 Atk
ARl 22 U= AREQE ] 9 @XF Aol Agshs He ¢ ok Neal et al.
e BEES B #FE AV A7 S 4o Atk (2000)
U= AREQN I ARAE E0)7] 3 e ¢
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42 M2|= U EtEY BN AEA AFL SPSS 21.0S Zgstgon, &
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SCO =Y ol tht HAAQI = 2 stk AT mEe 77 QQU(F 277 FE) O
& BAE Fetslr] flsked AMOS 22.0< 2 FAEo0] glon) ANEld B Av ARR
g3t FRYAA RIS HAAFT T2 RF ZHAA(Visi 3) & AN =S AlLlS 267) 3
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<Abstract>

Information Security of Organization and Employees in Social
Exchange Perspective
: Using Structure-Conduct-Outcome Framework

Hwang, In-Ho - Kim, Sanghyun

Purpose

Issues related to information security have been a crucial topic of interest to researchers and
practitioners in the IT/IS field. This study develops a research model based on a
Structure-Conduct-Outcome (SCO) framework for the social exchange relationship between
employees and organizations regarding information security.

Design/methodology/approach

In applying an SCO framework to information security, structure and conduct are activities
imposed on employees within an organizational context; outcomes are activities that protect
information security from an employee. Data were collected from 438 employees working in
manufacturing and service firms currently implementing an information security policy in South
Korea. Structural equation modeling (SEM) with AMOS 22.0 is used to test the validation of the
measurement model and the proposed casual relationships in the research model.

Findings

The results demonstrate support for the relationships between predicting variables in organization
structure (security policy and physical security system) and the outcome variables in organization
conduct (top management support, security education program, and security visibility). Results
confirm that the three variables in organization conduct had a positive effect on individual outcome
(security knowledge and compliance intention).

Keyword: Information Security, Social Exchange Theory, SCO Framework, Compliance
Intention, Security Knowledge
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