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Abstract

Sensor application systems for remote monitoring and control

are required, such as the

establishment of databases and IoT service servers, to process data being transmitted and received

through radio communication modules, controllers and gateways. This paper designs and implements

database server, 10T service server, data processing middleware and IoT management system for IoT

based services based on the controllers, communication modules and gateway middleware platform
developed. For this, we firstly define the specification of the data packet and control code for the
information classification of the sensor application system, and also design and implement the

database as a separate server for data protection and efficient management. In addition, we design

and implement the IoT management system so that functions such as status information verification,

control and modification of operating environment information of remote sensor application systems

are carried out.

The implemented system can lead to efficient operation and reduced management costs of sensor

application systems through site status analysis, setting operational information, and remote control

and management.

» Keyword: Sensor application system, loT based monitoring and control, Middleware, loT management system
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Il. Design key points of loT-based services

2.1 Packet protocol for data transfer
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Table 3. Classification of the control code

el Description

code
Control code for identifying all and part of the data

EVENT
measured on the controller

GET Control code to obtain configuration information for
the requested controller from the administrator

SET Control code for changing controller configuration
information by administrator

cMD Control code for administrator to send sensor
application system control commands to the controller

AA gt
Table 1. Packet protocol for data transmission
tem | SDT | Date | Conp | C°™°' | pata | EoT
code
Size
1 14 1 1 2~1 1
(byte) 0 6
Type int char char char char int
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Table 2. SDT and EDT code table
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2.2 Database
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Value SDT/EDT Description

0x02 SDT Notifies the start of data transfer from
the controller

0x03 EDT Notifies the end of data transfer from
the controller

0x04 C_SDT Notifies the start of data transfer from
the customer

0x05 C_EDT Notifies the end of data transfer from
the customer
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Fig. 1. Diagram of database relationship model
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2.3 Data processing middleware
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Fig. 2. Roles and features of data processing middleware
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[Il. Design and implementation

3.1 Implementation of database server and
data processing middleware
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Fig. 3. Flow chart for data processing and store
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Table 4. Database server implementation environment Zl A~ ServerMaimoA vEYolE A3
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V. Experimental results

4.1 Experiment on the operation of loT service
server
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Fig. 7. Screen for data acquisition and controller control
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