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Abstract As the development of modern society progresses rapidly, the technologies of society as a whole are
progressing and becoming more advanced. Especially in the field of security, more sophisticated and intelligent
attacks are being created. Meanwhile, damaging situations are becoming several times larger than before
Therefore, it is necessary to re—classify and enhance the existing classification system. It is required to minimize
the intrusion damage by actively responding to intelligent intrusions by applying this classification scheme to
currently operating intrusion detection systems. In this paper, we analyze the intrusion type caused by intelligent
attack We propose a new classification scheme for intrusion situations to guarantee the service safety, reliability,
and availability of the target system, We use this classification model to lay the foundations for the design and
implementation of a smart intrusion cognitive system capable of early detection of intrusion, the damages caused
by intrusion, and more collections active response.
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