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Abstract

In this paper, we propose a method to apply artificial intelligence technology efficiently to
integrated security control technology. In other words, by applying machine learning learning to
artificial intelligence based on big data collected in integrated security control system, cyber
attacks are detected and appropriately responded. As technology develops, many large capacity
Is limited to analyzing individual logs. The analysis method should also be applied to the
integrated security control more quickly because it needs to correlate the logs of various
heterogeneous security devices rather than one log. We have newly proposed an integrated
security service model based on artificial intelligence, which analyzes and responds to these
behaviors gradually evolves and matures through effective learning methods. We sought a
solution to the key problems expected in the proposed model. And we developed a learning
method based on normal behavior based learning model to strengthen the response ability against
unidentified abnormal behavior threat. In addition, future research directions for security
management that can efficiently support analysis and correspondence of security personnel
through proposed security service model are suggested.
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