Journal of the Korea Convergence Society ISSN 2233-4890
Vol. 10. No. 1, pp. 61-69, 2019 https://doi.org/10.15207/JKCS.2019.10.1.061

hols A BEE Y
ESSI B R o LR B R

o9

Aejdstal ARENLT OIS £ig

Design and Implementation of Method Generation based Watermarking
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Abstract As smartphones become widespread, numerous applications are developed and social issues related to
software copyright are emerging. Software watermarking is digital watermarking technology applied to software and
is a technology that can be used to recognize copyright owners. Generally, Java language is used to develop
applications on the Android environment. The Java is an object-oriented language that supports method overloading
and overriding. In this paper, we propose and implement a method generation based watermarking technique. As
a result of evaluating the overhead due to the watermark, it was confirmed that the increase of the executable file
size and the decrease of the execution speed are not large. Using the watermarking technique proposed in this paper,
it is expected that copyright information can be verified when illegal copying is suspected or actual program is
stolen, and piracy attempts will be prevented in advance.
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Fig. 2. Cymera and Analog Filter copyright dispute[7]
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(static void Fivo (char* args) h

static void Fivo (char* args)
{
int n = Int.parse(args[0]);
inta=0;intb=1;
for(int k=1;k<n;k++)
{

int n = Int.parse(args[0]);
inta=0;int b= 1;int w=1;
int t = w-1353; t=w*t;
w=t-350;

for(int k=1;k<n;k++)

{

int c=a+b; t=w*d;
a=b; int c=a+b; t=t+156;
b=c; a=b;
1 t=t*w; b=c;
Print("Fib{* +n+")="+b); w=t+494;

} }
Print(‘Fib(*+n+")="+b);

\ U

(@) (b)

Fig. 3. (a) Original source and (b) Modified source
with copyright information
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public void m(int a) { -+ }
public void mint a, int b) { - }
public void m(float @) { -+ }
public void m(double @) { -+ }

Fig. 4. Example of the method overloading
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class MakeOverloading {
// OVERLOADING {
public void m(int a) {
// OVERLOADING }
public void n(int a) {

Fig. 5. Example before method overloading
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class MakeOverloading {
public void m(int a) { -+ }
public void m(int a, int a1) { - }
public void m(int a, int a1, int a2) { - }
public void m(int a, int at, int a2, int a3) { - }
} public void n(int @) { -+ }

Fig. 6. Example after method overloading
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class SuperClass {
public void m() { -+ }

}

class SubClass extends SuperClass {
public void m() { - }

}

Fig. 7. Example of the method overriding
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class MakeOverriding {
// OVERRIDING {
public void m() { - }
| // OVERRIDING }

Fig. 8. Example before method overriding

class MakeOverriding {
public void m() { -+ }

}

class MakeOverridingl extends MakeOverriding {
public void m() { - }

}

class MakeOverriding2 extends MakeOverriding {
public void m() { - }

}

class MakeOverriding3 extends MakeOverriding {
public void m() { - }

}

Fig. 9. Example after method overriding
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Table 1. Example of opaque predicates

Opaque predicates Result for any integer X, y
if (xx>=0) Always true
if ((@2x+H) %2=0) Always false
if (x<(x+1) %2=0) Always true
if ( x(x+1)x(x+2) % 3 ==0) Always true
if ((xex+1) %7==0) Always false
if ( (xx+x+7) % 81 =0) Always false
if ((doxex +4) %19 =0) Always false
it ( xexs(x+1)(x+1) % 4 == 0) Always true
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void overloadingWithOpaquePredicate {
// OVERLOADING OPAQUE {
s.m(10);
// OVERLOADING OPAQUE }

}

Fig. 10. Method overloading example before adding
opaque predicate

void overloadingWithOpagquePredicate {
int x = (int)(Math.random()=99);
if ( xx >=0) // Always true
s.m(10); // Original mehod call
if ( (xxtx+7) % 81 ==0) // Aways false
s.m(10, 7264); /| Generated method call
if ((@2x+1) % 2==10)// Aways false
s.m(10, 51352, 10696); // Generated method call
if ((@2x+1) % 2 ==10) // Aways false
s.m(10, 54637, 38215, 5724); // Generated method call

}
Fig. 11.

Method overloading example after adding
opaque predicates
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void overloadingWithOpaguePredicate {
// OVERRIDING OPAQUE {
SuperClass s = new SuperClass();
s.m(10);
// OVERRIDDING OPAQUE }

Fig. 12. Method overriding example before adding
opaque predicate

void overloadingWithOpaguePredicate {

SuperClass s = nul;

int x = (int)(Math.random()+99);

if ( xxx(x+1)x(x+1) % 4 == 0) // Always true
s = new SuperClass(); // Original class

if ((@x+1) % 2==0)/ Aways false
s = new SuperClass1(); / Generated class

if ( (xx+x+7) % 81 == 0) // Always false
s = new SuperClass2(); / Generated class

s.m(10);

Fig. 13. Method overriding example after adding
opaque predicates
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Table 2. Changes of source and apk file size
according to method overloading numbers

Overloading
method File size(bytes) Ratio
numbers
source 56,997
Original _
apk 1,559,729
5% source 88,232 1548
apk 1,566,209 1.004
source 146,539 2571
100
apk 1,577,293 1.011
150 source 240,590 4.221
apk 1,594,021 1.022
source 369,355 6.480
200
apk 1,617,257 1.037
1,800,000
1,600,000
‘@ 1,400,000
£ 1,200,000
£ 1,000,000
2 800,000
o 600,000
T 400,000
200,000
0 — - || . I
Original 50 100 150 200
mSource file 56,997 88,232 | 146,539 240,590 369,355

apk file 1,559,729 1,566,209 1,577,293 1,594,021 1,617,257
Overloading method numbers
Fig. 15. Changes of source and apk file size

according to method overloading numbers
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Table 3. Changes of source and apk file size
according to method overriding numbers
Overriding
method File size(bytes) Ratio
numbers
source 56,997
Original -
apk 1,559,729
5 source 71,488 1254
apk 1,562,777 1.002
source 84,994 1.491
100
apk 1,565,237 1.004
source 98,694 1732
150
apk 1,567,533 1.005
source 112,392 1972
200
apk 1,569,689 1.006
1,800,000
1,600,000
@ 1,400,000
£, 1,200,000
2 1,000,000
& 800,000
o 600,000
T 400,000
200,000
— - - - |
Original 50 100 150 200
mSourcefile 56997 71,488 84,994 98694 112,392
apkfile 1,559,729 1,562,777 1,565,237 1,567,533 1,569,689
Overriding method numbers
Fig. 16. Changes of source and apk file size

according to method overriding numbers
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Table 4. Runtime overheads according to opaque
predicate numbers

Opaque predicate numbers times(nano sec.)
50 13
100 25
150 38
200 49
80 49
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E 30 //
Ezo 13
% 1o o

0

0 50 100 150 200 250
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Fig. 17. Runtime overheads according to opaque
predicate numbers
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