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Abstract In this paper, we introduce the UTOPIA Smart City Security Management System which manages a user
authentication for smart cities. Because the smart city management system should take care of huge number of users
and services, and various kinds of resources and facilities, and they should be carefully controlled, we need a
specially designed security management system. UTOPIA is a smart city system based on ICT(Information and
Communication Technology), and it has a three tier structure of UTOPIA portal system, UTOPIA processing system
and UTOPIA infrastructure system. The UTOPIA processing system uses the smart city middleware named
SmartUM. The UTOPIA Smart City Security Management System is implemented in the application security layer,
which is the top layer of the SmartUM middleware, and the infrastructure security layer, which is the lowest layer.
The UTOPIA Smart City security management system is built on the premise that it supports all existing user
authentication technologies. This paper introduces the application security layer and describes the authentication
management in the application security layer.

Key Words : UTOPIA Smar City System, Smart City Middleware, Integrated Security Management, Single Sign
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Fig. 1. The architecture of UTOPIA

UTOPIA ZWFEAE] XHE|& ARgAME0] 289l
O & TSt 2uEAE MuAES o8 F e
&S FH31516]. UTOPIA APHEAJE] Q1ZgliE
A Hoj= UTOPIA mE9o] Blojot daH o] T3
Ft} UTOPIA 2~FEAJE] QX gl~Ed R Eloj= Wy

Z, 5ot 53 22 2ntEAE Qlixekel A4, BT e
7t 9 ToT A& L3 2ntE fH|HH 2 JRE
A AXNEE 3L AnEAE I AE A Eol
BcN) H#
el A

T Broadband Convergence Network
Ubiquitous Sensor Network (USN)E &3 v&
=, 5 AP Al 9249

UTOPIA«] "E 10115101” ZLEAE] QIZHAE
g3 gojolld HEE tolHES Aeletar 245 2ntE
& 7)es FEshe 9ES Itk SmartUMel 2kl 7

W ~nlEAE vEgols o7l Laliu|, M8
Jdze Takd 2o AFY 9 ugt el 75L A
gk

SmartUM2 t3F 2
s} ® op7]Ex 9] AAlo] Stk & H 7h *JH e =2
doly Ja 3 ZREZS Addtes AAY

21 Q! EiEﬂO]* A AFgeh bk e

3 AN ZEE 744 9@ dgo|HE
ZAMYE Ji«l a5 AlelES AHE
AAFLE 2EZA 76k
&2 A
o & ARgste] A

l
lm =
3 mm 00 it
Wy s
ooy g
Sk :[m i)

_\,L
B
K
?-9
lo
)
[l
K
;‘i

)
ol
=
>
[N
lf e m1o
L4
rir
ol
N
r&ﬂ

T A, ] ]01-4 5““1%3] 74] L =
ZRtEAU]2E AFs7] A3 4% &
AE T& sk AFelth HirH A ¥Y A4
(CSCW: Computer Supported Cooperative Work) %= <]
7100 A AT} Asd MulaE ABAdskaL vk of
A ]’ﬁoﬂ Asdet o] AFY 7I5s RS, A
SA = 944 0T FAE AXL ReR Xﬂoﬁé}@ A4
IoT H‘ﬁ} 2 7]e} v 94 [oT X9 22 94 T
FAE AN RER 47 Ao & 5 gtk ‘jr*i A
2, ojZgAold Yol AT, AHEE] g1 A
g gk A8t JIEF| o] 25 7k UTOPIA X8-S A%
o} ok SR 2REAY o EE)Fe] S Adste

AZoltt. oA HAZ, Hel AlFo] 153 65 A=zt
3 Qlth ArkEAIE QZale] thik F HeHS A ds)



56

ol

el

=g

A A0 AllE

7] Slefe] 2uhEAE] Qlel 1wk Aol 13
o olzelsleld -

Het ASLE 63l

UTOPIA XgE A& 53 AREARY] Aol tigh Beks
#gtt) UTOPIA ojZ g AlolA Het AlSo] X ¥hst=
T2 MAJSHHE Table 1914 2.8F3te] A7)}

Table 1. User authentication technologies supported
by UTOPIA

Security
Technology

Description

|D/Password

It is a typical personal authentication method. It
requires periodic renewal [17].

Public key
certificate

It uses a digital signature to bind a public key
with an identity. The private keys are stored in
certificate storage location. Encryption/decryption
processing, cryptography transmission method
are usually used to protect them. By
implementing programs to protect private key and
certificate into client computers, the security can
be improved. However, it requires users’
agreement and actions and causes extra
maintenance expenses [18].

MTM (Mobile
Trusted Module)

It is a hardware-based authentication which was
proposed by TCG (Trusted Computing Group). It
is usually used for the authentication of mobile
devices and is recently used for cloud computing
authentication with  SIM  (Subscrioer  Identity
Module) [19).

Bio profiles
including finger
print.

It uses user’'s bio profiles such as finger print
which are usually kept in the file system and are
used to identify the user. But, it is weak to Trojan
horse attacks, memory hacking and key-logging
because users’ profiles are store in the fie
system [20].

|P-Geographic
location
Identification

It uses user's IP location and is helpful to prevent
MITM attacks [20].

Knowledge—
based
authentication

It asks the question about specific knowledge of
user information. But, it is usually used with other
methods because it is vulnerable to MITM(Man in
the Middle) attacks [20].

OTP (One-Time
Password)

It uses a password which is valid during only one
login session to avoid a shortcoming of static
passwords. In order to deliver the OTP, text
messaging or proprietary tokens or web-based
method is used. It is vulnerable to key logging
and MITB because it relies on a key input [20].

00oB
(Out-of-Band
authentication)

Each time, it uses a different communication
channel to verify a transaction request. It
guarantees very high security but it requires initial
registration. Thus it can be expensive [20]121].

Internet Personal
Indentification
Number (i-PIN)

It is used instead of the Korean Resident
Registration Number for login in South Korea
[22][23].
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