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Abstract The security of the data dealt by the smart city system is important because they have many privacy and
public information. Therefore, it is necessary to study security in the smart city system. In this paper, we define
the security factors for the smart city system composed of three tiers and describe the technologies for each. In
addition, the design and implementation of the security layer in the Smart City middleware for the security
management of the urban component in the Smart City Infrastructure and middleware, which is one of the most
important issues in the Smart City system, is introduced.
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Fig. 1. UTOPIA three tiers structure
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