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Abstract Block chains began by recognizing the danger of centralized control of financial syste
ms after the 2008 financial crisis. From the beginning of 2008, blockchain has been developing
a lot of attention and technology, starting with a tremendous innovation called cryptographic de
struction based on technology, a block chain called Bitcoin. However, the vulnerability has also
been discovered over time and the damage has been repeated. But in the fourth industry of the
21st century, many advances and technologies based on them are expected to emerge. Therefor
e, this paper proposes new analytical transaction protocols for vulnerabilities in cryptographic ¢
urrency transactions. The proposed transaction protocol is a way to authenticate once again at
the end of the transaction and the transaction is concluded with this authentication. It presents
countermeasures by adding security elements between users to the transaction process rather t
han internal security to transaction vulnerabilities.
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Fig. 1. Moire Patten
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Fig. 2. a picture of a mozzarean with the thumb of both
hands overlapped
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Table 1. Vulnerabilities
Security )
Category Details
Threat
Personal transaction
Key Theft information and asset
Loss outflow when private
key is leaked
Key Personal regulatory
Management information and asset
Vulnerable ]
outflows in key
Key .
i regeneration attacks
Creation .
due to algorithmic
vulnerabilities

Lack of access to
transaction information

i Invasion Leakage of personal
Authority of Privacy ) 9 ) P :
Manageme information during
nt. management
of Security incident inside
Part Misuse of management of
Authority illegitimate access
rights to participants
More than half (51%)
Interceptio of the pgrtl(:lpants were
manipulated to
i n after manipulate the block
Transaction. | e iation P
Verification chain agreement
and process
Consensus | Abnormal A A
! Invalid assets in the
Transactio . )
) ) main chain are traded
nin Side in the site chain
Chain
Exploiting key theft
SW N negotiation when there
Vulnerabilit | is security problem in
ies S / W Exploiting DDoS
attack
Block In case of security
chain S/W ;
/ Smart problem in slma;
Contract contra%t, asselt 'tei fge
Vulnerapilit | 3" P¢ &xwolted 1o
. infringe personal
I1es information DDoS
attack
Service interruption due
to massive spam
DDos transactions in case of
Attack multiple participant
malicious code
infections
Increase in transaction
information due to
Service )
Security L essoned decreasel in speed .of
Availability block chain processing
Additionalservice
development and
expansion restriction
Possible transactions
Unable to ]
such as unfair trade,
detect }
money laundering,
abnormal

double payment
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@ Create an electronic wallet

@ Keep private key

@ Forward an e-mail address

Fig. 3. How to create an electronic wallet for a virtual
currency exchange
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Fig. 4. Proposed security protocol when creating
an electronic wallet
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Fig. 5. Transactional Authentication Protocol
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Table 2. Proposed protocol comparison table

Existing Proposal
Deep security using
) biometric recognition
Physical o
) X and moiré
Security -
Ability to respond to
hardware attacks
. Authenticate within the
Real-time ) L .
) time limit with devices
authenticat X ) )
. registered in your
ion
account
Progress is denied if
Account o )
X authentication request is
theft )
denied
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