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Abstract - The safety of industrial valves, which are the core parts of plant facilities, are man-
aged by manpower and there are difficulties because of side area for inspection and limited
accessibility due to the nature of facilities. The industrial valves used in plant facilities cause
problems such as interrupted production; a loss of life due to leak or explosion of poisonous
material and flammable gases, and difficulty in locating accident positions in the event of leak-
age or failure. Therefore, safety management and control systems based on IoT technology are
needed. This study is about the development of risk factor prediction technique among the
safety management of industrial valves through IoT- based wireless communication and the
development of actuator control system. We have developed IoT-based industrial valve safety
management techniques to prevent accidents caused by main risk factors by conducting an
analysis of the structural characteristics of valves and an analysis of the causes of main risk
factors through review of failure data and literature and an analysis of accident scenarios.
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Fig. 1. Structure and operational mode of a ball
valve.
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Fig. 2. Structure and operational mode of a
globe valve.
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Table 1. Types, causes and effects of failure mode for general valves and review of related sensors [5]

Failure mode

Cause of failure

Effect

Review of related sensor

Seal leakage

® Embrittlement (making it embrittled)
o Installation damage

® Wear

® Surface damage

® Distortion

® Dynamic instability

® Internal or external leakage

® Internal / external leak
sensor

Worn or damaged
poppet seat

® Wear of poppet / seat assembly
® Pollutant

® Unsealed poppet causes internal

leak

® Low or irregular pressure drop

® Internal / external leak
sensor
® Pressure sensor

Damaged valve stem

® Vibration
® Shock

® Defective valve response

® Open / Closed failure

® Torque (turning force)
Sensor

Worn or damaged
spool

® Pollutant
® Poor adjustment

® Internal leakage

® Internal leak sensor

Valve piston fixing
of main valve body

® Pollutant

® Lubricant shortage

® Bubbles in the coating film
® Very high temperature

® Structural interference

® Low or irregular pressure drop
® Reduced operational response

® Valve not moving

® Pressure sensor and
torque sensor

Broken or damaged
spring ends

® Fatigue

o Failure to adjust or maintain

pressure

® Pressure sensor

Inoperative solenoid
parts

® Winding coil is opened
® Poor alignment in spool or poppet
stem

® Valve open / closed failure

® Torque sensor

External leakage

® Pollutant

® Worn poppet stem

® External leak sensor

Cracked parts /
housing (parts cover)

® Fatigue
® External shock
® Vibration

® External leakage

® External leak sensor
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Fig. 3. Status of fault mode for all types of
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Table. 2. Particle material and /V,, according to
typical quantities [5]

Number
Typ.lcal quantities of Particle partlclles under
particles produced by material 10 micron per
hydraulic components hour per rated
GPM(V;)
Piston Pump steel 0.017
Gear Pump steel 0.019
Vane Pump steel 0.006
Cylinder steel 0.008
Sliding action valve steel 0.0004
Hose rubber 0.0013
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Table 3. Effects of leak accident scenarios and action plans

Accident scenario

Review of effects

Action plans

Internal leakage from the seat due to embrittlement,
installation damage, wear, surface damage, distortion,
dynamic instability, etc.

Internal leakage and low / abnormal pressure drop due
to wear or damage to the poppet / seat assembly due
to wear and pollutants.

Leakage due to spools worn or damaged by pollutants
and poor alignment

- Internal leak
- Low or irregular
pressure drop

- Take actions through internal leak sensors
and internal pressure sensors in
consideration of change characteristics

- External leakage in packing parts due to brittleness,
installation damage, wear, surface damage, distortion,
dynamic instability etc.

Exterior leakage due to the worn packing parts due to
pollutants

External leakage from the cracked fittings and housing
due to fatigue load, external shock, vibration, etc.

- External leakage
- Loss of life (by
toxic gas)

- Take actions by detecting the change
characteristics through monitoring using
external leak sensors, etc.
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for Leak

@ Wear Deterioration Model : Use Wear data accordingto fime, Relevant Existing Models efc.
- related to data for rotation number of vaives
@ Corrosion Deterioration Mode! : Use Corrosion data according o time, Relevant xisfing Models efc.
o Fatigue Deterioration Model : Data from Fatigue Analysis, Relevant Existing Models efc.
o Failure Rate : Calculafion from Failure Data, Relevant Existing Models efc.
 Difficulty of Prediction due to lack of Accident Cases and data related to Deterioration Model

fter Gas Leak

@ Development by using Density Data accordingfo time at Gas Detector Position from CFD Analysis

@ Suppose frace Leakage of the early fime point and obtain Gas Density Variation Data at Gas
Detector Posifion

@ Method Selection for Prediction Model Development from Characteristic Analysis of Gas Density Data

- Method based on leak sensor data

Fig. 12. Risk prediction method and model before
and after gas leakage
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Table 4. Effects of poor operations accident scenarios and action plans

Accident scenarios

Review Impact Action plan

Inadequate valve response and open and close failure due
to damaged valve stem due to vibration, shock, etc.

Low / irregular pressure drop due to valve piston fixing of
main valve body due to pollutant, lubricant shortage, air
trapping, excessive high temperature, structural interference,
reduced operational response and valve not moving.

Broken or damaged spring ends due to repeated fatigue
loads. It is not possible to control or maintain the
pressure.

- Open/closed failure in the inoperative solenoid assembly
due to solenoid misalignment for open winding coil, spool
or poppet stem.

Inadequate valve
response- Open /
closed failure
Low / irregular
pressure drop

Reduced X .
. sensors for torque, rotation position,
operational
pressure sensor, etc.
response
Pressure control
failure

Valve not moving

- Analyze the characteristics of poor
operations by monitoring through
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