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Abstract : Finite field operations have played an important role in error correcting codes and

cryptosystems. Recently, the necessity of efficient computation processing is increasing for
security in cyber physics systems. Therefore, efficient implementation of finite field arithmetics
is more urgently needed. These operations include addition, multiplication, division and inversion.
Addition is very simple and can be implemented with XOR operation. The others are somewhat
more complicated than addition. Among these operations, multiplication is the most important,
since time-consuming operations, such as exponentiation, division, and computing multiplicative
inverse, can be performed through iterative multiplications. In this paper, we propose a
multiplexer based parallel computation algorithm that performs Montgomery multiplication over
finite field using redundant basis. Then we propose an efficient multiplexer based semi-systolic
multiplier over finite field using redundant basis. The proposed multiplier has less area-time (AT)

complexity than related multipliers. In detail,

the AT complexity of the proposed multiplier is

improved by approximately 19% and 65% compared to the multipliers of Kim-Han and Choi-Lee,
respectively. Therefore, our multiplier is suitable for VLSI implementation and can be easily
applied as the basic building block for various applications.
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Table 1. The values of s;i)

selectors output
sl(=s§i’1)) sO(=ag;4;-15) output(=s;"’))
0 0
0 1 b1
1 0 1
1 1 %?i+l
2. 109 3k

Table 2. The values of t;”

selectors output
sl=ti"") | sO(=a(;_,41,) | output(=t")
0 0 0
0 A
1 0 1
1 1 bpsio1
B oeRe FAY Ta% FuEY (1619 T4
He| F27b Feg FASAWL, FuEA (161
FEAde AR FA S 3 FRE AL
Zolm, & =% AB F4& % Aoty g
FaEd (1619 A Fx+= 2-93 XOR A°E 1
Mt 2-43 AND AlolE 1/2 FAEW, A A
AlZEE 2-918 XOR Al°lE 17, 2-99¥ AND A
°o|E 171, 18E WA (latch)E T8 Algtelth.
dubg oz 2-918 XOR AlolE 1719 2-99
AND APlE 17/IE F338t= AAAIET 4-to-1
HE|ZE9 4] AAAIe] gl 2 =FeAeE oy
& 54E olglel, AANTE Fol7] A A
o Aug FEHTANR ALY & Qe 4L F
w3,

216 s sVl a9 wEdl
98 0, by ypys 1, b,y ol ARET EF 4
ADAA #0%= dmVek a L o] B <8 0,
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E 19 % 2004 e BoFa ivh wEkA
sisk diel zhzre] Adte 4-to-1 WEBHA
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Fig. 1 The proposed multiplexer based semi-systolic multiplier
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Table 3. Comparison of bit—parallel systolic multipliers over finite fields

Kim-Han [14] Choi-Lee [15] Fig. 1
Throughput 1 1 1
Area complexity]|
AND> m?+2m+1 m?+2m+1 m+1
XORg m* +5m+4 m?+2m+1 m+1
MUX4-10-1 0 0 m?+m
Latch 4m? +7Tm+3 3.5m* +3.5m+2 2m? +6m+2
tragé)itsilors 46m? +108m + 62 42m? + 56m +30 32m? +78m+30
Time complexity|
Cell delay 25 32 29
Total delay 12.5m+75 32m—+32 14.5m + 58

AT complexity | 575m® +4800m? + 8875m + 4650 | 1344m> + 3136m? + 2752m + 960 | 464m> + 2987m? + 4959m + 1740

(STMicroelectronics, SR Latch, ¢, = 13 ns
(TYP)), 4-to-1 HEEYAE=  M74HC153
(STMicroelectronics, 4-to-1 Mux, ¢z, = 16 ns
(TYP.)®] 3|25 o]&3}.

32 7] Av-A2EY w4715 Al
3 FAVIE w3 Aoltd. Kim-Han [14]13}

Choi-Lee [1519] #4715 EdxAy shgEt

Z}z} 46m* +108m+ 629k 42m? +56m+300]th. At
3 FA7e EWAAE FFEEE 32m° +78m+30
ol 7]¥¢] Kim-Han [14]¢} Choi-Lee [15]9]
HAZIET valstd, oF 30%$F 24% HAF A
Kim-Han [14], Choi-Lee [15]9] #FA7]|&3}
Aeorel  wAlZIel A AHE AR A7
Tyor,* Thaenr Ty o, T TX()R T Lrens Thox o
TL(m,, otk AN T, ;p ACIE GATES] 3}t
Al (propagation delay) AlZFE YERACH
Kim-Han [14]¢] 54719 AA AIZF> 0.5m+3,
Choi-Lee [15]2 m+1, At FA7]E= 0.5m+2
S5 Aol Zolth. A A A7t AA AHE ol

ueshel WA A2 AGE dmEpE AT FA
7]+ Kim-Han [14]9] $A7]9} vlaa|AdE= 16%

718 AR, Choi-Lee [15]9] 54171l H] 3|4
= 9F 55% AAEHAG.

Atk wAl7o] AlZE 2 F7F BEREH df 3]
32l 3&:415 238l, AT product HEFE=E v
sh, A|erst FA7]= Kim-Han [14], Choi-Lee

[15]¢] =A7lel ws) Z42F oF 19%, 65% a5

Utk webA A FA7E vE Sl [14,
151l Hl&) FFH R S5 s Bl

Bl 7dte] FA dael5S AHsiith At
g FA duEFe Y Fxo gl A
Agtalm, o] o]&3dle AEHQU AV-A2EY
FAZNE Acred . Ak FAV = 7)|Ee FA
7lel ¥)8lA AT product HFEHANA =& A5
S 7Ht wEbd AokE FAZIE Alolw B Al
280l Heols 9] FHHoT AR 4 glon
Hoto o] Fa3k Aol A4, UmAl 2 FAe]
99 AMe Y3 N2 FRE ARSI Hgts)
oh T3 AU -A 252 ofole] FxF A u}
g}, Alekst FAVE e T2 AGA, Ao
2 Qlalo] VLSI F+&el % 3tsir},
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